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FOREWORD

This military sandard (MIL-STD) is gpproved for use by all Departments and Agencies of the
Department of Defense (DoD). It gppliesto al inter- and intra- Department of Defense (DoD) digital
message transfer devices (DM TDs) and command, control, communications, computers and intelligence
(C*) systems that exchange information with DMTDs.

This standard contains technica parameters for the data communications protocols that support DMTD
interoperability. It provides mandatory system standards for planning, engineering, procuring, and using
DMTDsintacticd digitd communications sysems. This standard specifies the lower layer (Physica
through Intranet) protocol for interoperability of C*I systems over combat net radio (CNR) on the
battlefield. This standard provides the information required to pass digita datavia CNR on the
battlefield.

The Preparing Activity (PA) for this standard is USACECOM, ATTN: AMSEL-SE-CD (Mr. R.
Mendl), Fort Monmouth, NJ 07703. The custodians for the document are identified in the Defense
Standardization Program, “ Standardization Directory (SD-1)” under Standardization Area
Tdecommunications Systems Standards (TCSS).

Beneficid comments (recommendations, additions, deletions) and any pertinent data that may be of use
inimproving thisMIL-STD should be addressed to the PA at the above address by using the
Standardization Document Improvement Proposa (DD Form 1426) appearing &t the end of this
document or by letter.
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1. SCOPE

1.1 Purpose. Thisdocument promulgates the minimum essentia technical parametersin the form of
mandatory system standards and optiona design objectives for interoperability and compatibility among
DMTDs, and between DM TDs and applicable C*I systems. These technical parameters are based on
the data communications protocol standards specified herein to ensure interoperability.

1.2 Scope. Thisdocument identifies the procedures, protocols, and parametersto be applied in
specifications for DMTDs and C'l systems that exchange information with DMTDs. This document
addresses the communi cations protocol s and procedures for the exchange of information among
DMTDs, among C*l systems, and between DMTDs and C*l systems participating in inter- and intra-
Service tactica networks.

1.3 Application guidance. This document applies to the design and development of new equipment and
systems, and to the retrofit of existing equipment and systems.

1.4 System standards and design. The parameters and other requirements specified in this document
are mandatory system standards if the word shall is used in connection with the parameter vaue or
requirement under consideration. Non-mandatory design objectives are indicated in parentheses after a
standardized parameter value or by the word should in connection with the parameter value or
requirement under condderation. Unless stated otherwise, the following convention is used in the figures
of MIL-STD-188-220: Least Significant Bit (LSB) is dways shown to the RIGHT, and Most
Sgnificant Bit (MSB) is dways own to the LEFT.
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2. APPLICABLE DOCUMENTS

2.1 Generd. The documentslisted in this section are specified in sections 3, 4, and 5 of this standard.
This section does not include documents cited in other sections of this standard or recommended for
additiond information as examples. While every effort has been made to ensure the completeness of
thislist, document users are cautioned that they must meet dl specified requirements documents cited in
sections 3, 4, and 5 of this standard, whether or not they are listed.

2.2 Government documents.

2.2.1 Specifications, standards, and handbooks. The following specifications, sandards, and
handbooks form a part of this document to the extent specified herein. Unless otherwise specified, the
issues of these documents are those listed in the current issue of the DoD Index of Specifications and
Standards (DoDISS) and supplement thereto, cited in the solicitation (see 6.2).

STANDARDS
FEDERAL
FED-STD-1037 Glossary of Telecommunication Terms
MILITARY
MIL-STD-2045-47001 DoD Interface Standard, Connectionless Data

Trander -- Application Layer Standard

[Unless otherwise indicated, copies of federd and MIL-STDs are available from the Standardization
Document Order Desk, 700 Robbins Avenue, Building 4D, Philadelphia, PA 19111-5094.]

2.2.2 Other Government documents, drawings, and publications. The following other Government
documents, drawings, and publications form apart of this document to the extent specified herein.
Unless otherwise specified, the issues are those cited in the solicitation.

JEO Specification 9120A Technica Interface Specification for UHF
SATURN/HAVEQUICK Waveforms (SECRET)

Approved Standard Change Catalog (SCC) modifications to this document form a part of this
document as of the SCC approva date. Approved SCCs are posted to the “Documents’
section of the CNRWG web page, http:/Mmww-cnnwg.its.disamil.
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2.3 Non-Government publications. The following documents form a part of this document to the extent
specified herein. Unless otherwise specified, the issues of the documents that are DoD- adopted are
those ligted in the issue of the DoDISS cited in the solicitation. Unless otherwise specified, the issues of
documents not listed in the DoDISS are the issues of the documents cited in the solicitation (see 6.2).

2.3.1 Internationa Organization for Standardization (1S0).

SO 3309 Information Processing Systems -- Data Communicetion -- High-leve
DataLink Control Procedures -- Frame Structure

SO 7498-1 Information Processing Systems -- Open Systems I nterconnection --
Basic Reference Modd
SO 8802-2 Information Processing Systems -- Loca Area Networks -- Part 2:

Logica Link Control

[1SO standards are available from the American Nationd Standards Ingtitute, Inc., 1430 Broadway,
New York, NY 10018.]

2.3.2 Internationa Tdecommunications Union (ITU).

Formerly known as Internationa Telephone and Telegraph Consultative Committee (CCITT)

CCITT V.33 14,400 Bits Per Second Modem Standardized for Use on Point-to-
Point 4-wire Leased Telephone- Type Circuits.

CCITT V.36 Modems for Synchronous Data Transmission Using 60-108 KHz
Group Band Circuits.

[CCITT gtandards are available from Omnicom, 115 Park Street, South East, Vienna, VA 22180]

2.3.3 Internet Architecture Board (1AB)Standards.

RFC 826 An Ethernet Address Resolution Protocol (ARP) -- or -- Converting
Network Protocol Addresses to 48-hit Ethernet Addresses for
Transmisson on Ethernet Hardware

RFC 903 A Reverse Address Resolution Protocol (RARP)

RFC 1770 IPv4 Option for Sender Directed Multi-Destination Delivery
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[Request for comments (RFCs) are available from Network Information Center, 14200 Park Meadow
Drive, Suite 200, Chantilly, VA 22021. The Network Information Center (NIC) can be reached, by
phone, Monday through Friday, 7 AM through 7 PM, Eastern Standard time: 1-800-365-3642 and 1-
703-802-4535. RFCs may also be obtained from the DSINTERNIC.NET viaFTP, WAIS, and
eectronic mail. Through FTP, RFCs are sored as rfc/rfecnnnn.txt or rfc/rfecnnnn.ps where ‘nnnn’ isthe
RFC number, ‘txt’ isatext fileand ‘ps isaposscript file. Login as“anonymous’ and provide your e-
mail address as the password. Through WAIS, you may use ether your loca WAIS client or TELNET
to DSINTERNIC.NET and login as “wais’ (no password required). Through eectronic mail send a
message to mailserv@ds.internic.net and include the following commands in the message body
document -by-name RFCH##H# where #### is the RFC number without leading zeros or file
[itp/rfcirfcittt.yyy where 'yyy’ is‘ps or ‘txt’. To obtain the complete RFC index, the subject line of

2.3.4 Other. In padléd to the English specification found in this standard, severd components of MIL-
STD-188-220 aso have been formally specified usng Estelle. Estelleisaforma description technique
based on communicating, extended finite state machines. Estelle is described in ISO 9074. The Estdle
forma specifications are available via the CNR Implementation Working Group World Wide Web
page: http://mww-cnrwg.its.disamil.

Parameter values for the Network Timing Model, described in Appendix C, are provided in a separate
document entitled “MIL-STD-188-220 Media Access Configuration (MAC) Parameters and
Parameter Vaues'. It isimportant, to insure interoperability, that dl systems participating in a network
use the same parameter vaues. These parameters and vaues should be utilized by dl sysems. The
MAC parameters and parameter values are available viathe CNR Implementation Working Group
World Wide Web page: http:/Aww-cnrwg.its.disamil.

A lig of datalink parameters and their recommended valuesis provided in a separate document entitled
“MIL-STD-188-220 Protocol Parametersand Vaues’'. The actud datalink parameter values will
determine the efficiency and effectiveness of the network. A bad choice of parameter vaues can
degrade the network performance and can lead to a breakdown of the network precluding
interoperability. The Protocol parameters and parameter values are available viathe CNR
Implementation Working Group World Wide Web page: http:/mww-cnrwg.its.disamil.

2.4 Order of precedence. Inthe event of a conflict between the text of this document and the
references cited herein, the text of this document takes precedence. Nothing in this document,
however, supersedes applicable laws and regulations unless a specific exemption has been obtained.
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3. DEFINITIONS

3.1 Ddinitions of terms. Definitions of terms used in this document are specified in FED-STD-1037.

3.2 Abbreviations and acronyms. Abbreviations and acronyms used in thisMIL-STD are defined

bdow. In addition, those listed in the current edition of FED-STD-1037 have been included for the
convenience of the reader.

ABM
ACK
ADM
ADMC N
ARP
ASD
ASK
BCH
BER
bps
C/IR

cl
CCITT
CDP
CNR
COMSEC
CSMA
DAP-NAD
DARPA
dB

DC
DCE
DDCO
Dec
DES
DIA
DISC
DL

DM
DMTD
DoD

Asynchronous Balanced Mode
Acknowledgment

Asynchronous Disconnected Mode

Andog Data Mode Control_Not

Address Resolution Protocol

Adverse State Detector

Amplitude Shift Keying

Bose- Chaudhuri-Hocguenghem

Bit Error Rate

bit(s) per second

command/response

Command, Control, Communications, Computers, and Intelligence
Internationa Telephone and Telegraph Consultative Committee
Conditioned Diphase

Combat Net Radio

Communications Security

Carrier Sense Multiple Access

Deterministic Adaptive Prioritized - Network Access Delay
Defense Advanced Research Projects Agency
decibel

Direct Current

Data Circuit-terminating Equipment

Digital Data Clock Out

Decimd

Degtination

Decoupled Information Acknowledgement
Disconnect

Daalink Layer

Disconnect Mode

Digital Message Trangfer Device

Department Of Defense



DoDISS
DPSK
DPTT
DRA
DRNR
DRR
DTE
ECP
EDC
EDM
ETE
FCS
FEC
FED-STD
FH
FIFO
FPI
FRMR
FSK
FSN
GPI
GRI
H-NAD
HDLC
Hex
HF
HLEN
HRT
Hz

| PDU
IAB
ICOM
IHL

IL

IP
1SO
ITU
JEO
kbps
KG

MIL-STD-188-220C

Department Of Defense Index Of Specifications and Standards
Differentia Phase- Shift Keying
Dedayed Push-to-Tak

Data Rate Adapter

Decoupled Receive Not Ready
Decoupled Receive Ready

Data Termind Equipment

Emergency Command Precedence
Error Detection and Correction
Enhanced Data Mode

End-to-End

Frame Check Sequence

Forward Error Correction

Federal Standard

Frequency Hopping

Fird-1n Firgt-Out

Field Presence Indicator

Frame Regject

Frequency- Shift Keying

Firgt Subscriber Number

Group Presence Indicator

Group Repeat Indicator

Hybrid - Network Access Delay
High-level Data Link Control
Hexadecimd

High Frequency

Header Length

Hop Recovery Time

Hertz

Information frame PDU

Internet Architecture Board

Integrated COMSEC

Internet Header Length

Intranet Layer

Internet Protocol

Internationa Organization for Standardization
International Telecommunications Union
Joint Information Engineering Organization
kilobit(s) per second

Key Generator
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KHz Kilohertz

LOS Line-of-Sght

LSB Leadst Sgnificant Bit

MAC Media Access Configuration

Ml Message Indicator

MIL-STD Military Standard

MSB Most Sgnificant Bit

MTU Maximum Transmisson Unit
N(R) Receive sequence number

N(S) Send sequence number

NAC Network Access Control

NAD Network Access Delay

NATO North Atlantic Treaty Organization
NETCON Network Control

NIC Network Information Center

NP Network Protocol

NRZ Non-Return-to-Zero

NS Number of Stetions

(O] Open Systems Interconnection
OSPF Open Shortest Path First

OTAR Over-The-Air rekeying

PIF Poll/Find

P-NAD Priority - Network Access Delay
PDU Protocol Data Unit

PL Physcd Layer

PN Pseudo-Noise

PSK Phase- Shift Keying

R-NAD Random Network Access Delay
RARP Reverse Address Resolution Protocol

RE-NAD Radio Embedded - Network Access Delay
REJ Reject

REL Relay

RF Radio Frequency

RFC Request For Comments
RHD Response Hold Delay
RNR Receive Not Ready

RR Receive Ready

RSET Reset

RT Recaiver/Tranamitter
SN Signa-to-Noiseratio



SPDU
SABME
SALT
SATCOM
sc

SDM
SINCGARS
sIip
SNDCF
SOM
SoP

sP

SREJ
TBD
TCP
TCSS
TDC
TOS

TP
TRANSEC
TWC

U PDU
UA

UDP

ul
URNR
URR
V(R)
V(S)
VMF
XNP
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Supervisory frame PDU

Set Asynchronous Balanced Mode Extended
Smdlegt Actud Lag Time

Satdlite Communications

Single Channd

Standard Data Mode

Single Channd Ground and Airborne Radio System
System Improvement Program
Subnetwork Dependent Convergence Function
Start Of Message

Start Of Packet

Subscriber Precedence

Sdlective Rgect

To Be Determined

Transmission Control Protocol
Teecommunications System Standards
Time-Dispersive Coding

Type Of Service

Timeout Period

Transmisson Security

Transmisson Word Count
Unnumbered frame PDU

Unnumbered Acknowledgment

User Datagram Protocol

Unnumbered Information

Unnumbered Receive Not Ready
Unnumbered Receive Ready
Recave-date Varidble

Send-date Variable

Variable Message Format

Exchange Network Parameters
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4. GENERAL REQUIREMENTS

4.1 Digitd message trandfer device. A DMTD is a portable dataterminad device with limited message
generation and processing capability. DM TDs are used for remote access to automated C*l systems
and to other DM TDs. The environment encompasses point-to-point, point-to-multipoint, rlay and
broadcast trandfer of information over data communications links.

4.2 Interoperability. Interoperability of DM TDs and associated C*l systems shall be achieved by
implementing the standard interface for DMTD subsystems (see Figure 1) specified in this document.
This standard defines the layered protocols for the transmission of single or multiple segment messages
over broadcast radio subnetworks and point-to-point links. It provides the minimum essentid data
communications parameters and protocol stack required to communicate with other data termina
devices. These communications parameters and protocols will facilitate functiond interoperability
among DM TDs, and between DM TDs and applicable C*| systems within the layered framework
described below. Electrica and mechanica design parameters are design-dependent and are outside
the scope of this document. Interoperability considerations for termind designers and systems engineers
are addressed in 6.3 and Appendix B.

SYSTEM B | TRANSMISSION |
CHANNEL

SYSTEM A

STANDARD INTERFACE

NOTES
1. System A and System B (where either system, or both, can beaDMTD or aC*l system) may include
modems, line drivers, error control algorithms, encryption devices, control units, and other devices as

required to comply with this standard.

2. Thetransmission channel may include single and multichannel transmission equipment.

FIGURE 1. Standard interface for DM TD subsystems.

4.3 Framework. The communications and procedura protocols used in DMTD equipment shall

support the layers of the functiond reference modd depicted in Figure 2. The DMTD functiond
reference mode in Figure 2 is based on the 1SO 7498 OSl seventlayer modd and isfor reference only.
Figure 2 contains the framework that is used in this document for defining the protocols required to
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exchange information among DM TD subsystems, and between DM TD subsystems and applicable C*|
systems. Figure 3 illustrates a representative time epoch of the basic frame structure supported by the
DMTD subsystem. This standard describes the protocols at the following OSl layers.

a Physcd Layer

b. Daalink Layer
1. Network Access Control
2. Link Leve Control

C. Network Layer (Intranet Layer)

Application Layer *

Presentation Layer *
Session Layer *

Transport Layer *

Network Layer

Data Link Layer
Physical Layer

* NOTE: Theselayersare not addressed in this standard.

FIGURE 2. DMTD functiona reference modd.

10
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COMSEC |PHASING INTERIOR BIT INTERIOR COMSEC PHYSICAL LAYER
PREAMBLE TRANS. UNIT |SYNC.|TRANS. UNIT] POSTAMBLE CONCATENATION
1l
%
TRANSMISSION | TRANSMISSION |DATA LINK DATA LINK INTERIOR TRANSMISSION UNIT
SYNC. HEADER FRAME FRAME (DATA LINK CONCATENATION)
| —
FLAG ADDRESS |CONTROL| INFORMATION |FRAME CHECK FLAG DATA LINK FRAME STRUCTURE
SEQUENCE FIELD FIELD FIELD SEQUENCE | SEQUENCE (LINK LAYER)
INTRANET | INTERNET DATA NETWORK PROTOCOL DATA UNIT
HEADER HEADER (NETWORK LAYER)

NOTES: Phasing if required, is applied before the first Interior Transmission Unit.
Bit Synchronization is applied between physically concatenated Interior Transmission Units.

The Network Protocol Data Unit may include an Internet header in addition to the required Intranet header.
This standard does not specify requirements for the Internet header.

FIGURE 3. Basic structure of DMTD protocol data units at the sandard interface.

4.4 DMTD capabilities. The waveform and the protocols necessary to ensure end-to-end (ETE)
interoperability at the interface shal support the following capabilities:

a Transmisson in ahdf-duplex mode over radio, wirdine, and satdlite links;

b. Link encryption;

C. Point-to-point, multipoint, relay or broadcast connectivity between stations;

d. Asynchronous balanced mode (ABM) of operation between two or more stations;
e. Network access control for network access management and collision avoidance;

f. Trangport of bit-oriented or free-text (character-oriented) messages for information
exchange in a variable message format (VMF) over the link;

s} User data exchange using single or multiple frame packets;

11
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Addressing conventions that support single, multiple, and globa station broadcast
addressing, as well asrouting and relay;

Error control, for maintaining data integrity over the link, including frame check
sequence (FCS), forward error correction (FEC), and time-dispersd coding (TDC);

Data link frame acknowledgment, intranet frame acknowledgment and ETE, segment
acknowledgment at the transport layer;

Intranet relay at the network layer; and

Topology update capability for the intranet.

12
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5. DETAILED REQUIREMENTS

5.1 Physcd layer. Thephysica layer (PL) shdl provide the control functions required to activate,
maintain, and deactivate the connections between communications systems. This standard does not
address the eectrica or mechanica functions normally associated with PL protocols.

5.1.1 Trangmisson channd interfaces. Transmission channd interfaces should be implemented as
dictated by the communication device (e.g., radio) to which the system will be connected. The
transmisson channd interfaces, specified in Appendix L, define the transmission envelope characteristics
(sgnd waveform, transmission rates, and operating mode) authorized at the standard interface between a
DMTD and the transmisson channd. The transmisson channel may consst of wirdine, satellite, or radio
links. The specific details of the physicd interface for connecting DM TDs to the equipment that
implements the tranamission channd are beyond the scope of this document. The actud physica
connections will depend on the interface characterigtics required by the particular transmission
equipment. These unique physica interface characteristics may be defined in the equipment
specifications or in technica interface specifications. Therefore, the requirements for the dectrica
features (such as data, clock, and control) and mechanica features (such as connectors, pin assgnments,
and cable) of the connection between the DMTD and the associated transmission channel equipment are
|eft to the equipment designer.

5.2 Physca-layer protocol.

5.2.1 Physca-layer protocol data unit (PDU). The transmisson frame shal be the basic PDU of the
PL and shdl be as shown in Figure 4. Figure 4a presents the transmission frame structure for traditiond
communication security (COMSEC) (backward-compatible mode). Traditiond COMSEC isusedin
this document to denote systems with the COM SEC equipment placed external to the C*I system.
Figure 4b presents the transmission frame structure with COM SEC embedded in the C*l system
(embedded mode). Figure 4c presents the transmission frame structure without COM SEC.

13



MIL-STD-188-220C

COMSEC PHASING TRANSMISSION DATA COMSEC
PREAMBLE SYNCHRONIZATION FIELD POSTAMBLE

Figure 4a. Transmission frame structure with external COMSEC.

TRANSMISSION SYNCHRONIZATION DATA COMSEC

PHASING | WITH COMSEC MESSAGE INDICATOR FIELD POSTAMBLE

Figure 4b. Transmission frame structure with embedded COMSEC.

TRANSMISSION DATA

PHASING | gyNCHRONIZATION FIELD

Figure 4c. Transmission frame structure with no COMSEC.

FIGURE 4. Transmisson frame sructure.

5.2.1.1 Communications security preamble and pogamble. These fields are present when link
encryption isused. The COMSEC preamble field shdl be used to achieve cryptographic
synchronization over the link. The COMSEC postamble field shal be used to provide an end-of-
transmission flag to the COM SEC equipment at the recelving sation. These fields and the COMSEC
synchronization process are described in Appendix D (D.5.1.1 and D.5.1.5, respectively).

5212 ing. Phasing shal be adtring of dternaing ones and zeros, beginning with aone, sent by
the DTE. For Packet Mode interfaces, the length of thisfied shdl be 0. Phasing isdescribed in
C.3.2.2.

5.2.1.3 Trangmission synchronization fidd. The structure of the transmission synchronization fied is
dependent on the mode of operation. The three modes are Asynchronous for use with Data Circuit-
terminating Equipment (DCE) that present modulated data without a clock, Synchronous for use with
DCEs that present a clock and data interface and Packet for use with DCES that require no frame
synchronization. Note that the Synchronous mode includes both Standard Data Mode (SDM) and
Enhanced Data Mode (EDM). For EDM, available in some radios, FEC and TDC are provided by the
radio. SDM typicdly requires FEC and TDC to be applied by the DTE. The structures for
Asynchronous and Synchronous modes are shown in Figure 5. Figure 5a presents the tranamission
synchronous field with either externad or no COMSEC. Figure 5b presents the transmisson synchronous
field with embedded COM SEC. The structure for the Packet Mode is described in 5.2.1.3.3.
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o Selectable:
e FEC FEC
TDC
TDC Scrambling
Frame Robust Frame Transmission
Sync Format Word Count
DATA FIELD
Transmission Synchronization

Figure 5a. With external COMSEC or No COMSEC.

o Selectable:
e o FEC FEC
FEC 9 TDC
TDC Scrambling
Frame Robust Frame Message Transmission
Sync Format Indicator Word Count
DATA FIELD
Transmission Synchronization

Figure 5b. With Embedded COMSEC.

Notes:

O Golay FEC is applied to the Transmission Word Count, message Indicator and
Transmission Header fields in Asynchronous and Synchronous Modes. (The
Transmission Header is the leading portion of the Data Field as described in 5.3.1.)

® TDC is applied to the Transmission Word Count and Transmission Header fields in
Asynchronous and Synchronous Modes. (The Transmission header is the leading
portion of the Data Field as described in 5.3.1.)

©® The Robust Frame Format subfield is optional and is used only when implementing the
Robust Communications Protocol described in Appendix J.

FIGURE 5. Transmisson synchronization field.
(Synchronous and Asynchronous Mode)

5.2.1.3.1 Asynchronous mode trangmisson synchronization field. The Asynchronous Transmission
Synchronization field shdl be composad of the following:

a Frame Synchronization

b. Robust Frame Format (Optional)
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C. Message Indicator (MI) (embedded COMSEC only)
d. Transmisson Word Count

5.2.1.3.1.1 Frame synchronization subfield. This subfield shdl consst of the fixed 64-bit
synchronization pattern shown in Figure 6 or Figure 7. The receiver shal corrdate for the frame
synchronization pattern. A pattern shal be detected if 13 or fewer bits are in error with non-inverted or
inverted data. If the correlation detects an inverted synchronization pattern, al received data shal be
inverted before any other received processing is performed. If the frame synchronization subfield shown
in Figure 6 is detected before the robust frame synchronization subfield shown in Figure 7, the receiver
ghdl assume the optiond robust processing is not requested for this transmission.

MSB LSB

1001101110110101011110100000100101101001010011110100111100100110

FIGURE 6. Frame synchronization subfidd.

If the robust frame synchronization pattern shown in Figure 7 is detected, the robust frame format
subfield shall be decoded to determine what physical level processing is required for data reception. If
the robugt frame synchronization pattern shown in Figure 7 is used, the frame synchronization pattern
shown in Figure 6 shal not be used.

MSB LSB

0001110001111010101101100100000011111101101101110011001110010010

FIGURE 7. Robug frame synchronization subfidd.

5.2.1.3.1.2 Robud frame format subfield. The robust frame subfield is an optiond field that isused only
with the robust frame synchronization subfield shown in Figure 7. The robugt frame format subfidld isa
seven it fidd which specifies the format of the transmitted frame. The robust frame format subfied shal
be formatted with multi-dwell mgjority vote 3 out of 5 Bose- Chaudhuri-Hocguenghem (BCH) (15,7)
coding and no scrambling or convolutiond encoding. The bits are defined in Tables |, 1 and 111,
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TABLE |. Robust frame format.

Bit(9) Fieds
0 (LSB) Multi-Dwel Hag
1 Scrambling Flag
2,3,4 Multi-Dwel Transmisson Format
5,6 Convolutional Coding Condraint Length

TABLE Il. Multi-dwdl transmisson format.
(The Mogt Significant Bit is shown on the Left)

000

Single BCH(15,7) word
32 BIT SOP, 11 64-bit segments per packet

001

Majority Vote 2 out of 3 BCH(15,7) word
64 BIT SOP, 13 64-hbit segments per packet

010

Majority Vote 3 out of 5 BCH(15,7) word
64 BIT SOP, 13 64-bit segments per packet

011

Majority Vote 3 out of 5 BCH(15,7) word
64 BIT SOP, 6 64-hit ssgments per packet

TABLE I1l. Convolutiond coding congraint length codes.
(The Mogt Sgnificant Bit is shown on the Left)

00

Congraint Length 3

01

Congraint Length 5

10

Congraint Length 7

11

Convolutional Coding Disabled
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5.2.1.3.1.3 Messageindicator (MI). The Ml fidd is contained within the tranamisson synchronization
field only when COMSEC is embedded in the host. The M1 field is defined in Appendix D (D.5.1.1.3
and D.5.2.4). Golay FEC is applied to the Transmisson Word Count (TWC), MI (with embedded
COMSEC) and Transmission Header in Asynchronous and Synchronous M odes.

5.2.1.3.1.4 Transmission word count (TWC) subfidld. The TWC isa 12-bit vaue caculated by the
transmitting Sation to inform the recelving ation of the number of 16-bit words (after any appropriate
FEC encoding, TDC fill or zero bit insertion) contained in the transmisson. The TWC caculaion shal
include the length of the TWC and datafield (see 5.2.1.4). The maximum TWC is4095 (2*%-1). The
vaue provided by the 12 information bitsis binary-encoded. The maximum number of wordsis
dependent on the maximum number of bits dlowed in the datafidd of atranamisson frame. Itis
possible that the number of bitsin the data field will not be evenly divisble by 16. Inthat case, the word
count shal be rounded to the next higher integer and a variable number of zeros, 0 to 15, shdl be
gppended after thefind link layer frame in order to make the Tranamisson Unit an integrad number of
16-bit words. These zeros shdl not be subject to FEC or TDC (see G.3.7.1.3). TDC isapplied to the
TWC and Transmission Header in Asynchronous and Synchronous Modes. Golay FEC is applied to
the TWC, MI (with embedded COMSEC) and Transmission Header in Asynchronous and
Synchronous Modes.

5.2.1.3.2 Synchronous mode transmission synchronization field. The Synchronous Transmission
Synchronization field shal be composed of the following:

a Frame Synchronization
b. Robust Frame Format (optiond)
C. Message Indicator (MI) (embedded COMSEC only)
d. Transmisson Word Count
5.2.1.3.2.1 Frame synchronization subfield. The Synchronous Mode Frame Synchronization subfield is

the same as the Asynchronous Mode Frame Synchronization subfield defined in 5.2.1.3.1.1 and shown
in Figures6 and 7.

5.2.1.3.2.2 Robud frame format subfield. The Synchronous Mode Robust Frame Format subfield is
the same as the Asynchronous Mode Robust Frame Format subfield defined in 5.2.1.3.1.2.

5.2.1.3.2.3 Message indicator (MI). The format of the Synchronous Mode M fidd isthe same as for
the Asynchronous Mode Ml field defined in 5.2.1.3.1.3.
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5.2.1.3.2.4 Transmisson word count (TWC) subfidd. The Synchronous Mode TWC format isthe
same as the Asynchronous Mode TWC defined in 5.2.1.3.1.4.

5.2.1.3.3 Packet mode trangmission synchronization field. Thisfield conssts of at least one HDLC flag
corresponding to the flag bit pattern shown in Figure 8. When aDTE has data to send to the radio
(DCE) it shdl transmit flagsonthe ‘T lead until flags are received from theradio (DCE) onthe ‘R’ lead,
then data shall be sent to theradio (DCE) onthe ‘T’ lead. A variable number (at least one) of lead flags
shall be transmitted prior to the actua data. On the receive Side, the radio (DCE) shdl send at least one
flag prior to the datait sendsto the DTE.

MSB LSB

01111110

FIGURE 8. Packet mode transmission synchronization fidd.

5.2.1.3.4 Multi-dwell protocol. The multi-dwell protocol provides the capability to transmit data over
frequency hopping (FH) radios without internd buffering. The multi-dwell protocol is described in
Appendix J.

a The multi-dwell start of packet (SOP) header size and segment count redundancy are
configured depending upon the channd environment and are not changed on a per
transmisson bass

b. The upper layer indicates the Size of the transmisson in the PL-Unitdata Request data
length. The PL shdl use the data length information to determine the most efficient multi-
dwell parametersto use for data transmisson. The optionad multi-dwell segment count
may be used by the upper layer to override the autometic determination of the multi-
dwell transmisson parameters made by the PL. For amulti-dwell reception, the upper
layer will usethe timing of the transition of the PL- Status Indication Network Activity
from “busy with data’ to “clear” to indicate the time of reception of the last bit of data

5.2.1.4 Daafidd. The daafidd shdl contain the string of bits, comprising the Transmisson Heeder
and concatenated data link frames, crested by the data link layer following the procedures for framing,
zero bit insertion, concatenation, FEC, TDC, and scrambling. FEC, TDC and Scrambling are not
applied when Packet Mode is used.
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5.2.1.5 Bit synchronizationfidd. Thisfied shal be used to provide the receiver asignd for re-
edablishing bit synchronization. Bit synchronization is used only between physicaly concatenated frames
in Asynchronous Mode. The bit synchronization field shall be a 64-bit pattern that consists of dternating
ones and zeras, beginning with aone.

5.2.2 Network access control (NAC) related indications.

a The net busy information is conveyed to the upper layer protocol (detalink) through a
gatusindication. Upon detection of anet busy, the net busy indicator shdl be set. The
net busy sensing indicator shal be reset when neither digital data nor voice is detected by
the net busy sensing function. Appendix C (C.4.1) describesthe net busy sensing
function.

b. The NAC agorithm described in Appendix C needs the trangmitter to know when the
lagt hit of datais transmitted, and the receiver to know when the last bit of dataiis
received.

5.2.3 Physica-layer to upper-layer interactions. At least three primitives are used to passinformation
for the sending and recelving of data across the upper layer boundary.

a Requests for tranamission of data are sent by the upper layer, using the PL Unitdata
Request primitive with the following parameter:

PL-Unitdata Request

Data/Data length

FEC/TDC/Scrambling
No FEC, No TDC, No Scrambling
No FEC, No TDC, Scrambling
FEC, No TDC, No Scrambling
FEC, No TDC, Scrambling
FEC, TDC, No Scrambling
FEC, TDC, Scrambling

Multi-dwell transmission format segment count
6 segments per packet
11 segments per packet
13 segments per packet
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b. Indication of datareceived is provided to the upper layer through the Unitdata Indication
primitive with the following parameter:

PL-Unitdata Indication

Data/Data length

FEC/TDC/Scrambling
No FEC, No TDC, No Scrambling
No FEC, No TDC, Scrambling
FEC, No TDC, No Scrambling
FEC, No TDC, Scrambling
FEC, TDC, No Scrambling
FEC, TDC, Scrambling

Multi-dwell tranamisson format segment count
6 segments per packet
11 segments per packet
13 segments per packet

C. Net activity status information is provided to the upper layer through a Status Indication
with the following parameters.

PL-Status Indication
Net activity
net clear
net busy
busy with/data
busy with/voice
Trangmission Status
tranamit completelidie
in-process
transmit aborted

5.3 Daalink layer. The datalink layer shdl provide the control functions to ensure the transfer of
information over established physicd paths, to provide framing requirements for data, and to provide for
error control. Zero bit insertion is gpplied to the Transmisson Header and Data Link Frame.

5.3.1 Transmisson header. The Transmission Header isthe leading portion of the Data Field
transmission (see 5.2.1.4). The Transmisson Header consists of a two-octet Transmisson Information
fied, a32-hit FCS, in accordance with 5.3.4.2.5, and is bounded by Flags in accordance with

5.3.4.2.1. The Tranamisson Information fidd contains Sdection bits and a Transmisson Queue fidd
which indicates the transmitting station queue length. The Transmission Header format is shown in Figure
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9. Golay FEC and TDC are applied to the entire Transmission Header (except when the Packet Mode
Interface described in L.4.1.6 is used a the PL), including leading and trailing flags, M1 (with embedded
COMSEC) and TWC. The TWC, MI and Transmission Header shal have Golay FEC applied when
operating in the Asynchronous and Synchronous modes. TDC (7x24) bit interleaving shdl be gpplied in
unison with the FEC on the TWC and Transmission Header. The data shdl be formatted into a TDC
block composed of seven (7) 24-bit Golay (24,12) codewords in amanner analogous to 5.3.14.3.
There are 168 FEC-encoded hits with this TDC.

LSB MSB| MSB LSB
FLAG TRANSMISSION FRAME CHECK SEQUENCE FLAG
8 bits) | NFORMATION (32 bits) (8 bits)
(16 bits)
r,’_’_/_/‘ N
)
FEC TDC | Scramble [ Topology Update ID Transmission Queue (10 bits)

0 = Not Selected
1 = Selected

FIGURE 9. Transmisson header.

5.3.1.1 Sdection bits. Thefird three bits of the Transmisson Information field selects FEC, TDC and
Scrambling, respectively, on or off for the remainder of the PL datafield. A zero indicates “off” and a
oneindicates “on” in these bit postions. Regardless of the setting of these three bits, Golay FEC/TDC is
goplied and Scrambling is not gpplied to the entire Transmisson Header. Scrambling, if used, shdl be
goplied before any FEC and TDC is gpplied. FEC, TDC and scrambling are not applied when the
Packet Mode Interface described in L.4.1.6 isused at the PL. In addition, FEC/TDC is not applied
when the SINCGARS Synchronous mode is sdlected utilizing the EDM available in the SIP and ASIP
radio.

5.3.1.2 Topology update identifier. Thissubfidd shdl contain the least Significant three bits of the
Topology Update ID used in the most recent Topology Update message (see 5.4.1.2). If no Topology
Update messages have been sent, this subfiedd shdl be dl zeros.

5.3.1.3 Trangmisson queuefidd. Thisfield isused to support the radio embedded network access
delay (RE-NAD) process and the deterministic adaptable priority network access delay (DAP-NAD)
process. The entirefidd is 10-bitslong with the first two bits (‘' T" - bits) indicating how the rest of the 8-
bits long subfield isinterpreted. The format of the transmission queue fidd is shown in Figure 10.
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5.3.1.3.1 T-bits Thetwo left-mogt bitsin the tranamisson queue field are the T-bits. The bit sequence
interpretations are indicated in Figure 10. The transmission queue subfield has a variable format
depending on which of the following uses are intended:

a T-bits=00  Thetransmisson queue subfield does not contain information and is ignored.

b. T-bits=01  Thetransmisson queue subfield is used in conjunction with RE-NAD. This
subfield contains queue precedence (in bit positions 2-3) and queue length
(bit pogitions 4-7). Bit postions 8 and 9 are spare and ignored.

C. T-bits=10  Thetransmisson queue subfield is used in conjunction with DAP-NAD.
This subfield contains Data Link Precedence (in bit postions 2 and 3) and
First Subscriber Number (FSN) (in bit positions 4-9).

d. T-bits=11 This bit sequenceis INVALID and shdl beignored. Datalink frame(s)
after this header shdl be processed normally.

LSB MSB
T-Bits
0|1 2 3 4 5 6 7 8 9
0|0 Transmisson Queue Subfied Ignored
0|1 Queue Prec. Queue Length Spare
1|0 Data Link Prec. First Subscriber Number
111 Invaid/Ignored

FIGURE 10. Transmisson queuefidd formats.
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5.3.1.3.2 Queue precedence. The queue precedence component indicates the highest precedence leve
of information type framesin the queue.

The precedence levels and bit sequences are:

Precedence Bit2 Bit3 Vdue

Urgent 0 0 0
Priority 1 0 1
Routine 0 1 2
Reserved 1 1 3

5.3.1.3.3 Queuelength The queue length component indicates the number of concatenated frame
sequences required to transmit al of the highest precedence messages in the tranamission queue a the
time the transmission was created. This number may be used by recelving ation to caculate the
average network member’s queue length. This average is used in caculation of the continuous scheduler
for the Radio Embedded channel access procedure (C.4.4.4).

5.3.1.3.4 Datalink precedence. This subfield conssts of two bits and contains a value that indicates the
highest precedence of any message that is contained in the physicd frame. It shdl contain thevaue O if
an urgent message isin the frame, 1 if apriority but no urgent messageisin the frame and 2 if neither an
urgent nor priority messageisin the frame. The variable NP in the equations defined in Appendix C
(C.4.4.5.2) is et equd to the contents of the highest precedence Data Link precedence field in any
(possibly concatenated) physica frame contained in the most recent reception.

The precedence levels and bit sequences for the Data Link precedence fidd are:

Precedence Bit2 Bit3 Vdue

Urgent 0 0 0
Priority 1 0 1
Routine 0 1 2
Undefined 1 1 3

Undefined precedence vaues shdl be handled as routine.

5.3.1.3.5 Firg subscriber number (FSN). This subfield conssts of 6 bits and designates the number of
the subscriber that is to have the first net access opportunity at the next net access period (the one
immediately following thistransmisson). The number of the subscriber that has the first net access
opportunity isthe variable FSN in the equations defined in Appendix C (C.4.4.5.2).
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Bit coding for FSN is.

1st Subscriber # Bit: 4--->9
lllegd 000000
1 100000
2 010000
63 111111

5.3.2 Network access control (NAC). The presence of multiple subscribers on asingle
communications net requires a method of controlling the transmission opportunities for each subscriber.
To minimize conflicts, the net busy sensing function and NAC procedures regul ate transmission
opportunitiesfor al participants on the net. Random - Network Access Delay (R-NAD), Hybrid -
Network Access Delay (H-NAD), Prioritized - Network Access Delay (P-NAD), Radio Embedded -
Network Access Delay (RE-NAD) and Deterministic Adaptable Priority - Network Access Delay
(DAP-NAD) are the authorized NAC procedures at thisinterface. Appendix C defines the NAC
parametersfor R-NAD, H-NAD, P-NAD, DAP-NAD, and RE-NAD. Asaminimum, DAP-NAD
and R-NAD shdl be available to regulate transmission opportunities for al participants when the
network is operating in Synchronous Mode.

5.3.2.1 Scheduler. When the net access is embedded in the radio, a scheduler may be implemented in
the DTE or communications processor to organize radio access throughout the network. The scheduler
is used to provide a random distribution of timing for channel requests. When a dation has datato
tranamit, it shal caculate the scheduler timer asindicated in Appendix C (C.4.4.4.1). When thistimer
expires, the link layer shdl first determine that the previous frame concatenation was transmitted by the
PL. If the frame concatenation was not transmitted, the link layer shal request itstransmission. If a
higher precedence individual frame becomes available for transmisson, the concatenated frames shdl be
re-built to include the higher precedence frame. If the previous frame concatenation was transmitted, the
link layer shal build anew frame concatenation. This frame concatenation shall then be passed to the PL
for transmisson. Both randomized and immediate scheduler modes are specified in Appendix C
(C4.4.4.1.1,C4.4.4.15and C.4.4.4.1.6, respectively).
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5.3.3 Types of procedures. Four types of operation for data communication between sysems are
defined to provide basic connectionless and connection mode operations:

Type 1 - Unacknowledged Connectionless Operation

Type 2 - Connection-mode Operation

Type 3 - Acknowledged Connectionless Operation

Type 4 - Decoupled Acknowledged Connectionless Operation

Types and services 1 through 3 are based on 1SO 8802-2. The Type 1 and Type 3 connectionless
operations are mandatory for implementation in dl systems. The Type 2 connection mode and the Type
4 connectionless mode (decoupled ACK) are optiona. Estelle language forma specifications of these
four types of datalink operation are available viathe CNR Implementation \Working Group World Wide
Web page: hitp://mww-cnrwg.its.disamil.

5.3.3.1 Type 1 operation. For the purpose of this protocol, Type 1 operation will designate both of the
| SO 8802-2 connectionless operations: Type 3 (acknowledged) and Type 1 (unacknowledged).

5.3.3.2 Type 2 operation. With Type 2 operation, adata link connection shal be established between
two systems prior to any exchange of information bearing PDUs. For efficiency at system startup,
connections may be assumed to exist with al other stations in the network; and the system may depend
on information transfer phase procedures to resolve error conditions. To guarantee ardiable (i.e, no
loss) sarvice, connections should be explicitly established, not assumed to exist. The connection
normaly shal remain open until a gation leaves the net. The norma communications cycle between
Type 2 systems shdl consst of transferring PDUs from the source to the destination, and acknowledging
receipt of these PDUs in the opposite direction.

5.3.3.3 Type 3 operation. For the purpose of this protocol, Type 3 operation isincluded in Type 1
operation.

5.3.3.4 Type4 operation. With Type 4 operation, acknowledgments are decoupled from the origina
Decoupled Information Acknowledgment (DIA) PDU, and DIA PDUs contain a non-modulus
identification number assgned by the originaor.

5.3.3.5 Sation class. Four station classes define the data link procedures supported by a system:

Station Class A - Supports Types 1 and 3; not Types2 and 4
Station Class B - Supports Types 1, 2 and 3; not Type 4
Station Class C - Supports Types 1, 3 and 4; not Type 2
Station Class D - Supports Types 1, 2, 3 and 4.
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5.3.4 Daalink frame. The datalink frame shall be the basc PDU of thelink layer. The Transmisson
Header isnot a PDU.

5.3.4.1 Typesof frames. Threetypes of frames convey data over the datalink: an unnumbered frame
(U PDUs), an information frame (I PDUs) and a supervisory frame (S PDUS).

5.3.4.1.1 Unnumbered frame. The U PDUs shall be used for Type 1, Type 2 and Type 4 operations.
They provide connectionless information transfer for Types 1 and 4 operations. U PDUs provide
acknowledgment, and station identification/status information for Type 1 operations. They dso provide
data link control functionsfor Type 1 through 4 operations.

5.3.4.1.2 Information frame. Thel PDUs are used for information transfer in Type 2 operations only.
They convey user data or message traffic acrossalink. Thel PDUsarenot used in Type 1 or Type 4
operations.

5.3.4.1.3 Supervisory frane. The SPDUs are optiond and are used for data link supervisory control
functions and to acknowledge received | PDUs in Type 2 operations. Additiondly, the Type 4
Decoupled Receive Ready (DRR) response S PDU is used to acknowledge Type 4 DIA PDUs. The S
PDUs are not used in Type 1 operations.

5.3.4.2 Datalink frame gructure. The basic dements of the data link frame shdl be the opening flag
sequence, the address field, the control field, the information field, the FCS, and the closing flag
sequence. Each Type 1, Type 2 and Type 4 datalink frame shal be structured as shown in the data link
frame portion of Figure 11. Figure 11a presents the data link frame structure for single octet addressing.
Figure 11b presents the data link frame Structure for four octet addressing.
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Transmission Header One or More Data Link Frame
Transmission .
Flag . FCS Flag Flag Address | Control Information FCS | Flag
Information
8 hits 2 octets 32 bits 8 bits 8 bits 2-17 octets 1-32 Up to 3345 32 bits 8 bits
octets octets
see | see | see | see | |
53.4.2.1 see531 53425 53422 53423  See53424

Figure 11a Datalink frame structure and placement for single octet addressing.

Transmission Header One or More Data Link Frame
Transmission .
Flag . FCS Flag Flag Address | Control Information FCS | Flag
Information
8 bits 2 octets 82bits  gpits  gbits  6-85 octets 1-32 Up to 3345 32bits 8 bits
| | octets octets
see see see | see |
5.3.4.2.1 see 5.3.1 5.3.4.25 53.4.2.2 53423  See53424

Figure 11b. Datalink frame structure and placement for four octets addressing.

FIGURE 11. Datalink frame structure and placement.

5.3.4.2.1 Hagsequence. All frames shdl start and end with the 8-hit flag sequence of one O bit, Sx 1
bits, and one O bit (01111110). The flag shdl be used for data link frame synchronization.

5.3.4.2.2 Addressfields. Thesefields shdl identify the link addresses of the source and destinations.

5.3.4.2.2.1 Addressformat. Two link address formats are supported: single octet and four octets.
Single octet addressing shdl be mandatory and four octet addressing is optiona for synchronous,
asynchronous, and packet modes of operation. Single octet and four octets shdl not be mixed in the
same net.

5.3.4.2.2.1.1 Single octet addressing. Each address in the address fields shall consist of asingle octet.
The source address octet shall consst of acommand/response (C/R) designation bit (the LSB) followed
by a 7-bit address representing the source. Each destination octet shall consst of an extension bit (the
L SB) followed by the 7-bit destination address. The destination address uses a modification of the
High-Leve Data Link Control (HDLC) extended addressing format. The destination address shall be
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extended by setting the extenson bit of a destination address octet to O, indicating that the following octet
is another dedtination address. The destination addressfield shdl be terminated by an octet that has the
extension bit set to 1. The destination address field shall be extendible from 1 address octet to 16
address octets. The format of the address fields shdl be as shown in Figure 12.

5.3.4.2.2.1.2 Four octets addressing. Each addressin the address fields shall consist of four octets,
except for gpecid, globa multicast and group multicast addresses which are asingle octet. The four
octets of address space shdll be preceded by a single octet 32-bit marker subfidd. Thisfidd, containing
afixed vaue of 126, is used to indicate that the next four octets contain the actud link layer address. In
the source address field the 32-bit marker subfield shdl consst of acommand/response (C/R)
designation bit (the LSB) followed by a 7-bit value=126. In the destination address field the 32- bit
marker subfield shall consist of an extension hit (the LSB) followed by the 7-bit vaue=126. If
destination addressfield is extended, it shdl be indicated by setting the extension bit of the 32-bit marker
subfield of adestination address octet to 0. This subsequent address may be formatted in either four
octets or asngle octet (i.e. gpecid, group multicast or globa multicast). The destination address field
shall be terminated by an octet (either avalid address or the 32-bit marker subfield) that has the
extension bit set to 1. The destination addressfield shall be extendible from 1 address to 16 addresses.
When using four octets addressing, the values 0 — 127 (dot notation addressing=0.0.0.0 — 0.0.0.127)
are reserved and may not be used.

5.3.4.2.2.2 Addressing convention The following addressng conventions shal be implemented in the 7
address bits of each address octet or 32-hit marker octet. Address dlocations, as shown in Figure 13,
are divided among sSx address types. individud, group, global, 32-bit marker, special, and reserved.

NOTE: Source and destination addresses are assgned by an adminigtrative authority.

5.3.4.2.2.2.1 Source and destination

5.3.4.2.2.2.1.1 Source address. The source addressis either an individual or specid (Net Control or
Net Entry) address and isdwaysthe first address. Either single octet or four octets formatting may be
used. Itslegd vauesrange from 1 to 95 for sngle octet format. In four octets format legd values range
from 128 to 2%%-1 (0.0.0.128 — 255.255.255.255 in dot notation). The first octet of the source address
has two parts. the C/R designation bit (bit 1, LSB) and the actua 7-bit addressvalue. The C/R
designation bit shal be sat to O for commands and 1 for responses.
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MSB LSB

o/1 [ SOURCE Octet (1 = response; 0 = command)

O |[DESTINATION 1 Octet

X X X X X X X 1 | DESTINATION M Octet where M < 16

Note: Infour octets addressing the 32-bit marker octet is followed by the actua four octet address.

FIGURE 12. Extended address fidd format.

MSB LSB

127 Globa Multicast Address

126  32-bit Marker (4 octet addressing)

96-125 Group Multicast Addresses

4-.95 Individua Addresses

Specid (Immediate Retransmission)
Specia (Net Control) Address

Reserved Address

o |lo|lo|lo|X|r |Fr |k
o |lo|lo|lo|X|r |k |k
o|lo|lo|o|[X[X|kr |
o|lo|lo|lo X | X |r |r
o|lo|lo|o [ X | X |k |k
O|lo|r |k [ X|X]|r |
O|lr |O|r | X|X]|]O|R
X [ X [ X | X | X |X|[X|R
w

2
1 Specia (Net Entry) Address
0

FIGURE 13. Address allocation.
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5.3.4.2.2.2.1.2 Dedtination addresg(es). The second through seventeenth addresses are labeled
destination addresses, which may be globa, group, individud, or specid addresses. Each degtination
address may be formatted as a single octet or four octets.  The first octet of each destination address
(an actual address or the 32-bit marker) has two parts. the extenson hit (bit 1, LSB) and the actua 7-bit
vaue. Anextenson bit set to O indicatesthat 1 or more addresses (of either Single octet or four octets
formats) follow. An extension bit set to 1 indicates the last address of the address string has been
reached.

5.3.4.2.2.2.2 Typesof addresses. The following paragraphs describe the six types of addresses octets
and how they shall be used.

5.34.2.2.2.2.1 Reserved address. Address O islabeled areserved address. A station receiving a
vaue of 0in the destination address fidd shdl ignore the address and continue processing any remaining
addresses.

5.34.2.2.2.2.2 Specia addresses. Addresses 1, 2 and 3 are labeled specia addresses. Addresses 1
and 2 are provided as network control (NETCON) and unit entry addresses for units entering a new
network without knowledge of actua addresses being used. These specia addresses are used as
described in Appendix E (E.5.1). The specia address 3 is used for Type 1 acknowledged transmissions
which require an immediate retransmisson capability.

5.3.4.2.2.2.2.3 32-bit marker subfidd. The 32-hit marker subfidd is used to indicate the four octets
immediately following it represent afour octet individua address. This subfield has a value=126.

5.3.4.2.2.2.2.4 Individud addresses. Individud addresses uniquely identify asingle saionon a
broadcast subnetwork. Individua addresses may be a single octet or four octetsin length. Individua
gngle octet addresses shal be assigned within the addressrange 4 to 95. Individud four octets
addresses shall be assigned within the address range 128 to 2°%-1 (0.0.0.128 to 255.255.255.255 in dot
notation). Stations shdl be cgpable of sending and receiving 1 to 16 individud destination addressesin a
sngle daalink frame. Sending dations shal use any individua address just once in adatalink frame.
When individual address(es) are present, areceiving station shal receive dl addresses, search for its
unique individual address, and follow the media access procedures described in Appendix C.

5.3.4.2.2.2.2.5 Group multicast addresses. Group multicast addressing, used when broadcasting
messages to multiple (but not al) stations on a broadcast subnetwork, may be implemented. Thevdid
address range shdl be 96 to 125. Assignment of membership to (or deletion from) agroup is outsde the
scope of this protocol. While the use of link group multicast addresses is optiond, dl gations shdl be
capable of recognizing received group addresses. If arecelving station does not implement group
addressing procedures, it shall still process al received addresses, but ignore the group addresses (that
IS, recognize range 96 to 125 as group addresses). When group addressing is implemented, a station
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shall be capable of sending and receiving 1 to 16 destination group addresses. Coupled data link
acknowledgment of group multicast addresses using the F-bit shal not be allowed. An uncoupled TEST
response PDU with its F-bit set to zero shdl be sent in response to a TEST command PDU addressed
to agroup multicast address when the recaiving station is amember of the specified group.

5.3.4.2.2.2.2.6 Individud, specid and multicast addresses mixed. A dation that optiondly implements
multicast (group and globa) addressing shal dso be capable of sending and receiving multicast, specid
and individua addresses “mixed” in a destination address subfield. All stations shal be cgpable of
receiving mixed addresses. The reception and acknowledgment procedures stated in this paragraph shdll
be vaid even for stations that do not implement multicast addressing procedures.

a The total number of degtination addresses shal not exceed 16.
b. This paragraph isleft blank to maintain paragraph conformity.
C. All individua and specia addresses shdl precede multicast addresses.

d. The speciad address 3, if used, shdl follow al individud, reserved, and other specid
addresses. It may precede group or global addresses, but shal not precede individual,
reserved or other special addresses.

e Only one type of multicast (group or globd) shdl be mixed in adestination address
subfield.

f. If multicast, specid and individuad addresses are mixed, only the individud and specid
addresses shall be acknowledged when indicated.

s} Multicast addresses shdl not be acknowledged but adata link response (usng a TEST
Response PDU) isdlowed in the case where a TEST message is received with a
multicast address in the destination field and the poll bit is set to O.

h. A dation that optiondly implements multicast (group and global) addressing shdl dso be
capable of sending and receiving multicast, specid and individud addresses“mixed” ina
destination subfield.

5.3.4.2.2.2.2.7 Globd multicast addressing. Globa multicast addressing, used when broadcasting
messages to al systems on a broadcast subnetwork, shall be implemented through the unique bit pattern
1111111 (127). Thisgloba multicast address shall be used to indicate broadcasting in sSingle octet
format and four octets format of addressng. If the globd addressis used, it shal be the only multicast
destination address, but individual addresses are alowed with the globa address. All broadcast sations
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shdl be capable of recelving and sending this address, and dl stations will process the information
contained within the frame. Datalink acknowledgment of the global address shall not be alowed,
athough the TEST response PDU is dlowed in the case where a TEST message is received with the
globa addressin the destination field and the poll bit is set to 0. Coupled data link acknowledgment of
the globa address using the F-bit shall not be dlowed. An uncoupled TEST response PDU with its F-
bit set to zero shal be sent in response to a TEST command PDU addressed to the global address.

5.3.4.2.2.3 Mapping. A link addressisapoint of attachmert to a broadcast network. The upper-layer
protocal is responsble for mapping one or more upper-layer addressesto adata link address. Multiple
upper-layer addresses may map to one or more group or individual addresses.

5.3.4.2.3 Contral fied. The control field indicates the type of PDU and the response requirements and
connection information about the PDU being transmitted over the datalink. A summary of the formats
and bit patterns (showing MSB as the left mogt bit) for Types 1, 2 and 4 isshown in Tables 1V, V and
VI, respectively. Figure 14 illustrates the data link PDU control field formats.
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TABLEIV. Typel PDU formats.

COMMANDY ADDRESS CONTROL FIELD INFORMATION
RESPONSES FIELD The left-most bit isthe FIELD
most significant bit.

U PDUs
UNNUMBERED Contains the source address and up | Bit pattern = 00010011 Containsdatafrom
INFORMATION (UI) to 16 individual, special, group or identifiesthisframeasa the upper protocol
COMMAND global addresses that are to Ul PDU requiring layer.
ACKNOWLEDGMENT respond. acknowledgment.
REQUIRED
UNNUMBERED Contains the source address and up | Bit pattern = 00000011 Contains datafrom
INFORMATION (UI) to 16 individual, special, group or identifiesthisframeasa | the upper protocol
COMMAND global addresses for which the Ul PDU not requiring layer.
ACKNOWLEDGMENT NOT message is intended. acknowledgment.
REQUIRED
UNNUMBERED RECEIVE Contains the source address, and Bit pattern = 00100011 No information field

READY (URR) COMMAND

UNNUMBERED RECEIVE
READY (URR) RESPONSE

UNNUMBERED RECEIVE
NOT READY (URNR)
COMMAND

UNNUMBERED RECEIVE
NOT READY (URNR)
RESPONSE

TEST COMMAND

TEST RESPONSE

up to 16 individual, group or global
addresses to indicate that the
sending station isready to receive
I, DIA and Ul PDUs.

Contains the source address and
the destination address of a
received Ul PDU, to which this
frame acknowledges.

Contains the source address and up
to 16 individual, group or global
addresses to indicate that the
sending station is busy and can not
receivel, DIA and Ul PDUs.

Contains the source address and
the destination address to which
thisresponse is being sent.

Contains the source address and up
to 16 individual, group or global
addresses that are to respond.

Contains the source address and
the destination address to which
thisresponse is being sent.

indicating receive ready
command.

Bit pattern = 00110011
indicating last Ul PDU is
acknowledged.

Bit pattern = 00001011
indicating receive not
ready command.

Bit pattern = 00011011
indicating receive not
ready response.

Bit pattern = 111X 0011
indicating test command.

Bit pattern = 111X 0011
indicating test response.

alowed.

No information field
alowed.

No information field
allowed.

No information field
alowed.

Information field
optional.

Information field
optional.
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TABLE V. Type 2 PDU formats.

COMMANDSY ADDRESS CONTROL FIELD INFORMATION
RESPONSES FIELD The left-most bit isthe FIELD
most significant bit.
U PDUs
SET ASYNCHRONOUS Contains the source address and up | Bit pattern = 001X1111 No information field
BALANCED MODE to 16 individual addresses of allowed.
EXTENDED (SABME) stationsto receive thisPDU.
COMMAND
DISCONNECT (DISC) Contains the source address and up | Bit pattern = 010X0011 No information field
COMMAND to 16 individual addresses of alowed.
stations to receive this PDU.
RESET (RSET) COMMAND Contains the source address and up | Bit pattern = 100X1111 No information field
to 16 individual addresses of allowed.
stationsto receive this PDU.
UNNUMBERED Contains the source address and up | Bit pattern = 011X0011 No information field
ACKNOWLEDGMENT (UA) | to16individual addresses of allowed.
RESPONSE stationsto receive this PDU.

DISCONNECT MODE (DM)
RESPONSE

Contains the source address and up
to 16 individual addresses of
stationsto receive this PDU.

Bit pattern = 000X1111

No information field
alowed.

FRAME REJECT (FRMR) Contains the source address and up | Bit pattern = 100X0111 See Figure 19.
RESPONSE to 16 individual addresses of

stations to receive this PDU.
| PDU
ACKNOWLEDGMENT Contains the source addressand up | Bit pattern = Contains datafrom
OR OTHER APPROPRIATE to 16 individual, group or global RRRRRRRXSSSSSSS0. the upper protocol

RESPONSE REQUIRED

addresses for which the messageis
intended.

Identifies this frame as an
| PDU.

layer.
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TABLE V. Type 2 PDU formats- Continued.

COMMANDSY ADDRESS CONTROL FIELD INFORMATION
RESPONSES FIELD Theleft-most bit isthe FIELD
most significant bit.
SPDUs
RECEIVE READY (RR) Contains the source address and up | Bit pattern= No information field
COMMAND to 16 individual addresses of RRRRRRRX 00000001, allowed.
stationsto receive this PDU. indicating receive ready
command.
; Bit pattern = ; P
RECEIVE READY (RR) Contains the source address and up No information field
RESPONSE to 16 individual addresses of RRRRRRRX0000000L, | 5 opyed,
stations to receive this PDU. indicating last | PDU is
acknowledged.
RECEIVE NOT READY (RNR) | Containsthe source address and up | Bit pattern = No information field
COMMAND to 16 individual addresses of RRRRRRRX 00000101, allowed.
stations to receive this PDU. indicating receive not
ready command.
RECEIVE NOT READY (RNR) | Contains the source address and up | Bit pattern = No information field
RESPONSE to 16 individual addresses of RRRRRRRX 00000101, allowed.
stationsto receive this PDU. indicating receive not
ready response.
SELECTIVE REXECT (SRE)) Contains the source address and up | Bit pattern = Noinformation field
COMMAND to 16 individual addresses of RRRRRRRX 00001101 allowed.
stationsto receive this PDU. indicating selective reject
command.
SELECTIVE REECT (SRE)) Contains the source address and up | Bit pattern = No information field
RESPONSE to 16 individual addresses of RRRRRRRX 00001101 allowed.
stationsto receive this PDU. indicating selective reject
response.
REJECT (REJ) COMMAND Contains the source address and up | Bit pattern = No information field
to 16 individual addresses of RRRRRRRX 00001001 allowed.
stations to receive this PDU. indicating reject
command.
REJECT (REJ RESPONSE Contains the source address and up | Bit pattern= No information field
to 16 individual addresses of RRRRRRRX 00001001 allowed.
stationsto receive this PDU. indicating reject
response.

(X represents the P/F bit setting, S represents send sequence number, and R represents receive sequence number.)
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TABLE VI. Type4 PDU formats.

COMMANDSY ADDRESS CONTROL FIELD INFORMATION
RESPONSES FIELD The left-most bit isthe FIELD
most significant bit.
U PDU
DECOUPLED Contains the source address and up | Bit pattern = Containsdatafrom
INFORMATION to 16 individual, group or global <ID #->LL101011 the upper protocol
ACKNOWLEDGEMENT addresses for which the messageis | L-bitsareused toindicate | layer.
(DIA) intended. PDU precedence.
SPDUs
DECOUPLED RECEIVE Contains the source address and up | Bit pattern = No information field
READY (DRR) COMMAND to 16 individual, group or global 00000000LL010001 allowed.

DECOUPLED RECEIVE
READY (DRR) RESPONSE

DECOUPLED RECEIVENOT
READY (DRNR) COMMAND

DECOUPLED RECEIVENOT
READY (DRNR) RESPONSE

address.

Contains the source address and
individual address for the originator
of the DIA PDU which this PDU
ACKs.

Contains the source address and up
to 16 individual, group or global
address.

Contains the source address and
individual addressfor the originator
of the DIA PDU which thisPDU
ACKs.

indicatesastationis
ready to receive DIA
PDUs.

Bit pattern =

<ID #->LL.010001

L-bits are used to indicate
precedence of PDU being
acknowledged. ThelD
no. isthat of the DIA
PDU being
acknowledged.

Bit pattern =
00000000LL010101
indicates a station is not
ready to receive DIA
PDUs due to a busy
condition.

Bit pattern =

<ID #->LL010101

L-bits are used to indicate
precedence of PDU being
acknowledged. ThelD
no. isthat of the DIA
PDU being
acknowledged. PDU
indicates a station is not
ready to receive DIA
PDUs due to a busy
condition.

No information field
alowed.

No information field
alowed.

No information field
alowed.
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MSB LSB
16 15 14 13 12 11 10 9 8 5 1
INFORMATION TRANSFER N(R) P/E N(S) 0
Type 2
SUPERVISORY
COMMANDS/RESPONSES Type 2 N(R) PIF| Z z 1
(S PDUs)
Type 4 ID Number L 1 1
UNNUMBERED
COMMANDS/RESPONSES  Types M P/F 1
(U PDUs) 1&2
Type 4 ID Number L 0 1

Notes:

The LSB isthefirg bit delivered to and received from the physical layer.

N(S) = Transmitter send sequence number (Bit 2 = LSB)
N(R) = Transmitter receive sequence number (Bit 10 = LSB)
S =  Supervisory Function bit
M = Maodifier function bit
Z = Resarved and set to zero
PF = Pdll bit- command PDU transmissons

Find bit - response PDU transmissions

(1 =Poll/Find)

L = Levd of precedence (LSB on right)

11 =reserved (vaue=3)
1 0=routine (vaue=2)
0 1= priority (vdue=1)
00=urgent (vaue=0)

FIGURE 14. Datalink PDU control fidd formats.

5.3.4.2.3.1 Type 1 operations. For Type 1 operations, the control field is an 8-bit pattern designating 1

of 5types of U PDUs. The URR and URNR PDUs are used to indicate overall station status.
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5.3.4.2.3.2 Type 2 operations. The Type 2 control field isa 16-bit pattern for | PDUs and S PDUs
and includes sequence numbers. The Type 2 U PDUs have an 8-hit pattern. The Type 2 control field
shall be repeated if more than one destination address is present. Each destination address field shall
have a corresponding control field. Each of the corresponding control fields (when repested) shdl be
identical except for the P/F bit and sequence numbers. The Type 1 Unnumbered Recelve Ready (URR)
and Unnumbered Receive Not Ready (URNR) PDUs are used to indicate overdl station status. The
RR and RNR are used to indicate station status for Type 2 operations only.

5.3.4.2.3.3 Type4 operations. The Type 4 control field isa 16-bit pattern for U PDUs and S PDUSs,
and includes identification numbers. The contral field digtinguishes between a DIA PDU with aframe
identification number and four S PDUs used in a connectionless environment with decoupled
acknowledgments. The Type 1 URR and URNR are used to indicate overd| sation saus. The DRR
and Decoupled Recelve Not Ready (DRNR) PDUs are used to indicate gation status for Type 4
operations only.

5.3.4.2.3.4 Pdlffind (P/F) bit. The P/F bit serves afunction in both command and response PDUS. In
command PDUs, the P/F bit is referred to as the P-hit. In response PDUS, it is referred to as the F-hit.
The P-bit set to 1 shal be used to solicit aresponse PDU, with the F-bit set to 1. On adatalink, at
most one PDU with P-bit set to 1 shdl be outstanding in agiven direction & agiventime. Beforea
dtation issues another PDU with the P-bit set to 1 to a particular destination, it shall have received a
response PDU from that remote station with the F-bit set to 1 or have timed out waiting for that
response PDU. The P/F bit is not implemented in Type 4 operations.

5.3.4.2.3.5 Sequence numbers. Sequence numbers are used only with Type 21 and SPDUs. The
Type 21 and SPDUs shdl contain sequence numbers. The sequence numbers shall be in the range of
0-127.

5.3.4.2.3.6 Identification numbers. Identification numbers are used only with Type 4 DIA PDUs and
DRR/DRNR SPDUs. The Type4 DIA and DRR/DRNR response S PDUs shdl contain an
identification number. The identification number is used to identify each DIA PDU and permit decoupled
acknowledgments in a connectionless environment.  The identification numbers shal be in the range of 1-
255. Theidentification number of an S PDU command (bits 9-16) shal be filled with zeroes.

5.3.4.2.3.7 Precedence. Thetwo leve-of-precedence bits (L-bits) are used only in the control field of
Type 4 PDUs. Inthe DIA PDU, the L-bits indicate the precedence of the data in the information field.
In the DRR response S PDU, the L-bits are used to indicate the precedence of the DIA PDU
information being acknowledged. The datalink precedence vaues and their gppropriate mappings to
network layer precedence levels areindicated in 5.3.16.
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5.3.4.2.4 Informaion fiedd. Theinformation field may be present in either the |, Ul, DIA, FRMR or
TEST PDU. Thelength of theinformation field shal be a multiple of 8 hits, not to exceed 3345 octets.
If the datais not amultiple of 8 bits, 1 to 7 fill bits (0) shall be added to mest thisrequirement. The
maximum information field Sze defaultsto 3345 octets. A smdler Sze may be established at initidization
through locd system information or using the exchange network parameters (XNP) messages (see
Appendix E). Contents of the information fields of the FRMR TEST command and TEST response
PDUs are described in 5.3.6.2.3.6, 5.3.6.1.4 and 5.3.6.1.7, respectively.

5.3.4.2.5 Frame check sequence. For error detection, dl frames shdl include a 32-bit FCS prior to the
closing flag sequence. The contents of the address, control, and information fields are included in the
FCS cdculation. Excluded from the FCS caculation are the 0’ sinserted by the O-bit insertion agorithm.
The formulafor caculating the FCS, which isthe 1's complement (inversion) of the remainder of a
modulo- 2 divison process, employs the generator polynomid, P(X), having the form

P(X) = X2 +x%° 57 X7 +X1 +x12 4+ 4+x0 08 +xT 0 X X +1

FCS generation shdl be in accordance with the paragraph entitled “32- bit Frame Checking Sequence’ in
SO 3309, and implemented in a manner that provides a unique remainder when aframeis received
without bit errors incurred during transmission. (Note: When the FCSisimplemented via a 32-bit shift
register, the shift register shdl beinitidized to al ones before checking or caculation of the FCS). If the
FCS of arecaived frame proves the frame to be invadid, the frame shal be discarded.

5.3.4.3 Datalink PDU congruction. The data link procedures that affect data link PDU construction
include (&) order-of-hit transmission and O-bit insertion, discussed below; and (b) FEC and TDC,
discussed in 5.3.14.

5.3.4.3.1 Order-of-hit transmisson The order-of-hit transmisson function specifies the sequencein
which bits are ordered by the data link layer for transmisson by the PL. The Information Field and control
field(s) shdl be tranamitted LSB of each octet first. The flag shall be transmitted LSB first. For the FCS,
the mogt sgnificant bit (MSB) shdl be transmitted first. For the address field, the source address octet is
tranamitted first and the destination address octet(s) are transmitted in order. The LSB of each address
octet istransmitted firs. The information field octets shdl be transmitted in the same order as received
from the upper layers, LSB of each octet firdt.

5.3.4.3.2 Zero-hbit insartion dgorithm. The occurrence of a spurious flag sequence within aframe or
Transmission Header shdl be prevented by employing a 0-bit insertion dgorithm. After the entire frame
has been congtructed, the transmitter shal dwaysinsart a0 hit after the appearance of five 1'sin the frame
(with the exception of the flag fields). After detection of an opening flag sequence, the receiver shdl

search for a pattern of five 1's. Whenthe pattern of five 1's gppears, the sixth bit shdl be examined. If
the sixth bit isa 0, the 5 bits shall be passed as data, and the 0 shall be deleted. If the Sixth bitisal, the
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recaiver shal ingpect the seventh bit. 1f the seventh bit isa 0, aflag sequence has been received. If the
seventh bit isa 1, an invalid message has been received and shdl be discarded.

5.3.5 Operationa parameters. The various parameters associated with the control field formats are
described in the following sections.

5.3.5.1 Type 1 operationd parameters. The only parameter that existsin Type 1 operation is the P/F bit.
The Poll (P) bit set to 1 shdl be used to solicit (poll) an immediate correspondent response PDU with the
Fina (F) bit set to 1 from the addressed station. The response with F-bit set to 1 shdl be transmitted in
accordance with the response hold delay (RHD) procedures defined in Appendix C (C.4.2).

5.3.5.2 Type 2 operationd parameters. The various parameters associated with the control fidd formeats
in Type 2 operation are described in 5.3.5.2.1 t0 5.3.5.2.3.2.

5.3.5.2.1 Modulus. Each| PDU shdl be sequentidly numbered with a numeric value between 0 and
MODULUS minus ONE (where MODULUS is the modulus of the sequence numbers). MODULUS
shdl equa 128 for the Type 2 control field format. The sequence numbers shdl cycle through the entire
range. The maximum number of sequentially numbered | PDUs that may be outstanding (thet is,
unacknowledged) in a given direction of adatalink connection a any given time shal never exceed one
less than the modulus of the sequence numbers. This restriction will prevent any ambiguity in the
association of sent | PDUs with sequence numbers during norma operation and error recovery action.

5.3.5.2.2 PDU-date variables and sequence numbers. A dation shal maintain a send-state variable,
V(S), for the | PDUs it sends and areceive-date variable, V(R), for the | PDUs it receives on each data
link connection. The operation of V(S) shall be independent of the operation of V(R).

5.35.2.2.1 Send-datevariable V(S). The V(S) shal denote the sequence number of the next in-
sequence | PDU to be sent on a specific data link connection. The V(S) shall take on avaue between 0
and MODULUS minus ONE. Thevadue of V(S) shal be incremented by one with each successve |
PDU transmission on the associated data link connection, but shall not exceed receive sequence number
N(R) of the last received PDU by more than MODULUS minus ONE.

5.3.5.2.2.2 Send-sequence number N(S). Only | PDUs shdl contain N(S), the send sequence number of
the sent PDU. Prior to sending an | PDU, the vaue of N(S) shdl be set equd to the vaue of the V(S) for
that data link connection.

5.3.5.2.2.3 Recave-daevaiable V(R). TheV(R) shdl denote the sequence number of the next in-
sequence | PDU to be received on a specific datalink connection. The V(R) shdl take on avaue
between 0 and MODULUS minus ONE. The vaue of the V(R) associated with a specific data link
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connection shdl be incremented by one whenever an error-free | PDU is received whose N(S) equals the
vaue of the V(R) for the data link connection.

5.3.5.2.2.4 Recave-sequence number N(R). All | and S PDUs shall contain N(R), the expected
sequence number of the next received | PDU on the specified data link connection. Prior to sending an |
or SPDU, the value of N(R) shall be set equal to the current value of the associated V(R) for that data
link connection. N(R) shdl indicate that the station sending the N(R) has received correctly al | PDUs
numbered up through N(R)-1 on the specified data link connection.

5.3.5.2.3 Pdll/find (P/F) bit. The P/IF bit shal serve afunction in Type 2 operation in both command and
response PDUs. In command PDUs the P/F bit shall be referred to asthe P-bit. In response PDUs it
shdll be referred to asthe F-bit. P/F bit exchange provides adistinct C/R linkage that is useful during both
normal operation and recovery Stuations.

5.3.5.2.3.1 Pdll-hit functions. A command PDU with the P-bit set to 1 shall be used to solicit (pall) a
response PDU with the F-bit set to 1 from the addressed station on adata link connection. Only one
Type 2 PDU with a P-bit st to 1 shal be outstanding in a given direction a agiven time on the data link
connection between any specified pair of sations. Before a station issues another PDU on the same data
link connection with the P-bit set to 1, the station shal have recelved a response PDU with the F-bit set to
1 from the addressed gtation. If no valid response PDU is received within a syslem-defined P-bit timer
time-out period, the resending of acommand PDU with the P-bit set to 1 shal be permitted for error
recovery purposes.

5.3.5.2.3.2 Find-bit functions. The F-bit set to 1 shadl be used to respond to a command PDU with the
P-bit set to 1. Following the receipt of a command PDU with the P-bit set to 1, the Sation shdl send a
response PDU with the F-hbit set to 1 on the gppropriate data link connection at the first possible
opportunity. First possible opportunity is defined as tranamitting the frame ahead of other frames at the
next network access opportunity. The response PDU shal be assigned an URGENT precedence. The
station shall be permitted to send appropriate response PDUs with the F-bit set to O at any net access
opportunity without the need for a command PDU.

5.3.5.3 Type 4 operationd parameters. The two parameters associated with the control field formatsin
Type 4 operation are precedence described in 5.3.4.2.3.7 and Identification number.

5.3.5.3.1 Identification number. The Identification number field is used in conjunction with the originator’s
dation address to identify the PDU. The station’s identification number is assigned just prior to the initid
transmission of the PDU. This number is not changed on link layer retransmission of the PDU. Each
dation shdl kegp anumber for originating PDUs. Duplicate frame identification numbers from the same
originator shal not be used for more than one outstanding (unacknowledged) DIA PDU.
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5.3.5.3.2 Type 4 duplicate frame detection. Each Type 4 frame received shdl be time-stamped at arrival.
When a subsequent Type 4 frame arrives which matches the link layer address and identification number,
adetaariva timeiscaculated asfollows

[new frame arrivd time] - [logged frame arrivd time] = [ddta arriva time]

If the delta arrivd time iswithin the Link Layer Tolerance Interva (Ltol), the arriving packet is consdered
aduplicate and discarded. A maximum Link Layer Tolerance Interva shdl be caculated for each arriving
frame, whichislogged per the equation below. The Link Layer Tolerance Interva vaueis configurable up
to amaximum of 3 timesthe Type4 ACK timer.

Link Layer Tolerance Interval (Ltol) < or = 3*(Type 4 ACK timer)

5.3.6 Commands and responses. This section defines the commands and associated responses.
Definitions of the set of commands and responses for each of the control field formats for Type 1, Type 2
and Type 4 operations, respectively, are contained in 5.3.6.1, 5.3.6.2 and 5.3.6.3. The C/R hit, the LSB
of the source address field, is used to distinguish between commands and responses. The following
discussion of commands and responses assumes that the C/R bit has been properly decoded. A single
multi- addressed frame shdl not contain different PDU types nor contain the same individud address more
than once. The control field for al addresses in asingle multi-addressed frame shdl be the same except
for the P/F bit and sequence number. Some of the commands described in the following paragraphs
require aresponse a the earliest opportunity. Response PDUs requiring “ earliest opportunity”
transmission shall be queued ahead of all other PDUs, except those queued for “first possible opportunity”
for transmission during the next network access opportunity. The response PDU shdl assumethe
precedence leve of the highest PDU queued or the mid (PRIORITY)) level, whichever is gregter. The
Type 4 DRR response PDU shall assume the precedence of the DIA frameit is acknowledging.

5.3.6.1 Type 1 operation commands and responses. Type 1 commands and responses are all U PDUSs.
The U PDU encodings for Type 1 operations are listed in Figure 15.
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FIRST CONTROL FIELD BIT DELIVERED TO/RECEIVED FROM THE PHYSICAL LAYER
LSB MSB

1 2 3 4 5 6 7 8 Bit Pogtion

1 1 0 0 P 0 0 0 Ul Command

1 1 0 0 0 1 0 0 URR Command

1 1 0 0 1 1 0 0 URR Response

1 1 0 1 0 0 0 0 URNR Command

1 1 0 1 1 0 0 0 URNR Response

1 1 0 0O PF 1 1 1 Test Command/Response

FIGURE 15. Type 1 operation control-fidd bit assgnments.

5.3.6.1.1 Unnumbered information (Ul) command. The Ul PDU shall be used to send information to one
or more stations. The P-bit of the control field of the Ul PDU is used by the transmitter to request that
individualy addressed receiver(s) acknowledge receipt of the transmitted Ul PDU or to specify that an
acknowledgment is not required. The Ul PDU shdl be addressed to individua, specid, group, or globa
addresses. The source address shdl be the individua address of the transmitting station.

5.3.6.1.2 Unnumbered receive-ready (URR) command. The URR command PDU shdl be transmitted
to one or more stations to indicate that the sending station is ready to receive |, DIA and Ul PDUs. The
URR PDU shdl be addressed to individua, group, or global addresses. The source address shdl be the
individua address of the transmitting Sation.

5.3.6.1.3 Unnumbered receive-not-ready (URNR) command. The URNR command PDU shdl be
transmitted to one or more gations to indicate that the sending station is busy and cannot receive |, DIA or
Ul PDUs. The URNR PDU shdl be addressed to individual, group, or global addresses. The source
address shdl be the individua address of the tranamitting station.

5.3.6.1.4 Ted (TEST) command. The TEST command shdl be used to cause the destination station to
respond with the TEST response a the earliest opportunity, thus performing abasic test of the
tranamission path. An information field is optiond with the TEST command PDU. It may contain any bit
pattern, but is limited to amaximum length of 128 octets. If present, however, the received information
field shdl be returned, if possible, by the addressed station in the TEST response PDU. The TEST
command, with the P-bit set to 1, shdl cause the individualy addressed destination station(s) to respond
with a TEST response PDU (with no information field), with the Fbit set to 1, after the appropriate RHD
period (see C.4.2). The TEST command, with the P-bit set to O shall cause each destination station
(including members of group and globa addresses) to respond with a TEST response (with information
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fidd) with the Fbit set to O at the earliest opportunity. Group and global addressees do not reply to a
TEST command with the P-bit set to 1. The TEST command PDU shall be addressed to an individua
and/or group or globa destination addresses. The source address shdl be an individua address.

5.3.6.1.5 This paragraph isleft blank to maintain paragraph conformity.

5.3.6.1.6 Unnumbered recaive-ready (URR) response. The URR response shall be used to
acknowledge a Ul command that requested an acknowledgment (P-bit set to 1). The URR response shdl
be the first PDU sent by the receiving station upon receiving a Ul command after the gppropriate RHD
period (see C.4.2). The source and destination shall be individual addresses.

5.3.6.1.7 Tedt (TEST) response. The TEST response, with F-bit set to 1, without an information fied
shal be used by individua addresseesto reply to the TEST command with the P-bit setto 1. The TEST
response shdl be the first PDU sent by the receiving station upon receiving a TEST command PDU, after
the appropriate RHD period (see C.4.2). Group and global addressees do not reply to TEST command
with P-bit set to 1. The TEST response, with F-bit set to 0, shal be used by al addressees (individud,
group and globd) to reply to the TEST command with the P-bit set to O at the earliest opportunity. If an
information field was present in the TEST command PDU that had the P-hit set to O, the TEST response
PDU shdl contain the same information field contents. If the station cannot accept the information field of
the TEST command, a TEST response without an information field may be returned. The source and
destination addresses shall be an individua address.

5.3.6.1.8 This paragraph isleft blank to maintain paragraph conformity.

5.3.6.1.9 Unnumbered recaive-not-ready (URNR) response. The URNR response PDU shall be used
to reply to a Ul command with the P-bit set to 1, if the Ul command cannot be processed due to a busy
condition. The URNR response PDU does not contain any acknowledgment information. 1f used, the
URNR response shdl be the first PDU transmitted by the receiving tation, upon receiving a Ul command,
after the appropriate RHD period (see C.4.2). The URNR response shal have the F-hit set to 1 and shall
be addressed to the source of the Ul command.

5.3.6.2 Type 2 operation commands and responses. Type 2 commands and responses condist of 1, S,
and U PDUs.

5.3.6.2.1 Information-transfer-format command and response. The function of the information (1)
command and response shdl be to transfer sequentially numbered PDUs that contain an information field
across adata link connection. N(S) and N(R) associated with group and globa addresses shdl be set to
zero by the transmitter and ignored by the receiver and are not acknowledged. The encoding of the |
PDU control field for Type 2 operation shall be aslisted in Figure 16.
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The | PDU contral field shdl contain two sequence number subfieds: N(S), which shdl indicate the
sequence number associated with the | PDU; and N(R), which shall indicate the sequence number (as of
the time the PDU is sent) of the next expected | PDU to be received, and, consequently, shdl indicate that
the | PDUs numbered up through N(R)-1 have been received correctly.

FIRST CONTROL FIELD BIT DELIVERED TO/RECEIVED FROM THE PHYSICAL LAYER

LSB MSB
1 2345678 9 1011121314 15 16
0 N(S) PIF N(R)
INFORMATION SEND SEQUENCE COMMAND (POLL) | RECEIVE SEQUENCE
TRANSFER NUMBER (0-127) RESPONSE (FINAL) NUMBER (0-127)
FORMAT

FIGURE 16. Information-transfer-format control fied bits.

5.3.6.2.2 Supervisory-format commands and responses. Supervisory (S) PDUs shdl be used to perform

numbered supervisory functions such as acknowledgments, temporary suspension of informetion trandfer,
or error recovery. S PDUs shdl not contain an information field and, therefore, shal not increment the
V(S) at the sender or the V(R) at the receiver. Encoding of the S PDU control field for Type 2 operation
ghdl be as shown in Figure 17. An SPDU shdl contain an N(R), which shall indicate, at the time of
sending, the sequence number of the next expected | PDU to be received. This shal acknowledge that al
| PDUs numbered up through N(R)-1 have been received correctly, except in the case of the sdlective

reject (SREJ) PDU. The use of N(R) in the SREJPDU isexplained in 5.3.6.2.2.4.
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FIGURE 17. Supervisory-format control fidd bits.

FIRST CONTROL FIELD BIT DELIVERED TO/RECEIVED FROM THE PHYSICAL LAYER
LSB MSB
12 3 4 5 6 7 8 9 10 11 12 13 14 15 16
10 SS X X X X PIF N(R)

\ / \ /

SUPER- RESERVED COMMAND (POLL) RECEIVE SEQUENCE

VISORY SETTOO RESPONSE (FINAL) NUMBER (0-127)

FORMAT

COMMANDSRESPONSES SS
RECEIVE READY (RR) 00 (value 0)
RECEIVE NOT READY (RNR) 10 (vaue 1)
REJECT (REJ) 01 (vaue 2)
SELECTIVE REJECT (SRE)) 11 (vaue 3)

5.3.6.2.2.1 Receive-ready (RR) command and response. The RR PDU shall be used by a gation to

indicateit is ready to receive | PDUs. | PDUs numbered up through N(R)-1 shal be considered as

acknowledged.

5.3.6.2.2.2 Reect (REJ) command and response. The REJPDU shall be used by a dtation to request

the resending of | PDUs, starting with the PDU numbered N(R). | PDUs numbered up through N(R)-1
shall be consdered as acknowledged. It shdl be possible to send additiona | PDUs awaiting initia
sending after the resent | PDUs. With respect to each direction of sending on adata link connection, only
one“sent REJ’ condition shall be established a any giventime. The“sent REJ’ condition shal be cleared
upon receipt of an | PDU with an N(S) equa to the N(R) of the REJPDU. The “sent REJ' condition
may be reset in accordance with procedures described in 5.3.7.2.5.4. Receipt of aREJPDU shdl
indicate the clearance of a busy condition except as noted in 5.3.7.2.5.8.

5.3.6.2.2.3 Recave-not-ready (RNR) command and response. The RNR PDU shdll be used by a

gtation to indicate a busy condition (atemporary inability to accept subsequent | PDUS). | PDUs

numbered up through N(R)-1 shdl be considered as acknowledged. | PDUs numbered N(R) and any
subsequent | PDUs received shall not be considered as acknowledged; the acceptance status of these
PDUs shdl be indicated in subsequent exchanges.
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5.3.6.2.2.4 Sdective-rgect (SREJ) command and response. The SREJPDU isused by a gtation to
request retransmission of the single | PDU numbered N(R). If the P-bit in the SREJPDU isset to 1, then
| PDUs numbered up to N(R)-1 shdl be considered acknowledged. If the P-hit is set to O, then the N(R)
of the SREJPDU does not indicate acknowledgment of any | PDUs. Each SREJ exception condition
shall be cleared (reset) upon receipt of an | PDU with an N(S) equal to the N(R) of the SREJPDU. A
data station may transmit one or more SREJ PDUs, each containing a different N(R) with the P-bit set to
0, before one or more earlier SREJ exception conditions have been cleared. | PDUs that have been
transmitted following the | PDU designated by the SREJPDU shall not be retransmitted as the result of
recaiving the SREJPDU. Additiond | PDUs awaiting initiad transmisson may be tranamitted following the
retransmission of the specific | PDU requested by the SREJPDU. The SREJis used to recover from
receipt of frames with various types of errors, including sequence number errors due to lost frames and
FCSerrors.

5.3.6.2.3 Unnumbered format (U) commands and responses. U commands and responses shall be used
in Type 2 operations to extend the number of datalink connection control functions. The U PDUs shdl not
increment the Sate variables on the data link connection at ether the sending or the receiving station.
Encoding of the U PDU control field shal be asin Figure 18.

5.3.6.2.3.1 Set asynchronous balanced mode extended (SABME) command. The SABME command
PDU shdl be used to establish adata link connection to the destination station in the ABM. No
information shdl be permitted with the SABME command PDU. The destination station shal confirm
receipt of the SABME command PDU by sending a UA response PDU on that data link connection at the
earliest opportunity. Upon acceptance of the SABME command PDU, the destination station V(S)s and
V(R)sshdl be st to 0. If the UA response PDU isreceived correctly, then the initiating station shdl aso
assume the ABM with its corresponding V(S)sand V(R)s set to 0. Previoudy sent | PDUsthat are
unacknowledged when this command is executed shall remain unacknowledged. A gation may resend the
contents of the information field of unacknowledged outstanding | PDUs.
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FIRST CONTROL FIELD BIT DELIVERED TO/RECEIVED FROM THE PHYSICAL LAYER
LSB MSB
1 2 3 4 5 6 7 8
1 1 1 1 P 1 0 0 SABME Command
1 1 0 0 P 0 1 0 DISC Command
1 1 1 1 P 0 0 1 RSET Command
1 1 0 0 F 1 1 0 UA Response
1 1 1 1 F 0 0 0 DM Response
1 1 1 0 F 0 0 1 FRMR Response

FIGURE 18. Unnumbered-format control fidd bits.

5.3.6.2.3.2 Disconnect (DISC) command. The DISC command PDU shall be used to terminate an
ABM previoudy set by a SABME command PDU. It shdl be used to inform the destination station that
the source station is suspending operation of the data link connection and the destination station should
assume the logically disconnected mode. No information field shal be permitted with the DISC command
PDU. Prior to executing the command, the detination station shdl confirm the acceptance of the DISC
command PDU by sending a UA response PDU on that data link connection. Previoudy sent | PDUs that
are unacknowledged when this command is executed shdl remain unacknowledged.

5.3.6.2.3.3 Restt (RSET) command. The RSET command PDU shdl be used by agationin an
operational mode to reset the V(R) in the addressed gtation. No information field shdl be permitted with
the RSET command PDU. The addressed station shall confirm acceptance of the RSET command by
transmitting a UA response PDU at the earliest opportunity. Upon acceptance of this command, the V(R)
of the addressed station shall be set to 0. If the UA response PDU isreceived correctly, the initiaizing
gation shal reset its V(S) to O.

5.3.6.2.3.4 Unnumbered acknowledgment (UA) response. The UA response PDU shdl be used by a
gtation on adata link connection to acknowledge receipt and acceptance of the SABME, DISC, and
RSET command PDUs. These recelved command PDUs shdl not be executed until the UA response
PDU issent. No information field shal be permitted with the UA response PDU.

5.3.6.2.3.5 Disconnect mode (DM) response. The DM response PDU shall be used to report status
indicating that the station islogically disconnected from the data link connection and is in asynchronous
disconnected mode (ADM). No information field shal be permitted with the DM response PDU.
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5.3.6.2.3.6 Frameregect (FRMR) response. The FRMR response PDU shdl be used by the station in
the ABM to report that one of the following conditions, which is not correctable by resending the identical
PDU, resulted from the receipt of a PDU from the remote Station:

a The receipt of acommand PDU or aresponse PDU that isinvaid or not implemented.
Bdow are three examples of invaid PDUs.

@ the receipt of an S or U PDU with an information field that is not permitted,
2 the receipt of an unsolicited F-bit set to 1, and
3 the receipt of an unexpected UA response PDU.

b. The receipt of an 1 PDU with an information field that exceeded the established
maximum information field length that can be accommodated by the receiving sation for
that data link connection.

C. The receipt of an invaid N(R) from the remote gtation. An invaid N(R) shdl be defined
as onethat gnifiesan | PDU that has previoudy been sent and acknowledged, or one
that Sgnifiesan | PDU that has not been sent and is not the next sequentia | PDU
waiting to be sent.

d. The receipt of an invaid N(S) from the remote ation. Aninvaid N(S) shal be defined
asan N(S) that is greater than or equa to the last sent N(R)+ k, where k is the maximum
number of outstanding | PDUs. The parameter k is the window size indicated in the
XNP message (see Appendix E).

The responding station shal send the FRMR response PDU at the earliest opportunity. An information
field shdl be returned with the FRMR response PDU to provide the reason for the PDU regjection. The
information field shall contain the fields shown in Figure 19. The station receiving the FRMR response
PDU ghal be responsible for initiating the gppropriate mode setting or resetting corrective action by
initidizing one or both directions of transmission on the data link connection, using the SABME, RSET or
DISC command PDUS, as gpplicable.
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FIRST CONTROL BIT DELIVERED TO/RECEIVED FROM THE PHYSICAL LAYER

LSB MSB
g —— 16 17 | 18-24 | 25 | 26--32 33--36 37--40
REJECTED PDU 0 V(S CR| VR WXYZ V000
CONTROL FIELD

FIGURE 19. FRMR information fidd formet.

Notesto Figure 19:

a)

b)

f)

9)

Rejected PDU control field shall be the control field of the received PDU that caused the
FRMR exception condition on the data link connection. When the rgjected PDU isa U
PDU, the control field of the rejected PDU shadl be positioned in bit positions 1-8, with 9-16
st to 0.

V(S) shall be the current send-state variable value for this data link connection at the
rejecting station (bit 18 = low-order bit).

CIR set to 1 shall indicate that the PDU causing the FRMR was a response PDU, and C/R
set to 0 shall indicate that the PDU causing the FRMR was a command PDU.

V(R) shall be the current receive-state variable value for this data link connection at the
rgjecting station (bit 26 = low-order bit).

W szt to 1 shall indicate that the control field received and returned in bits 1 through 16 was
invalid or not implemented. Examples of invalid PDU are defined as.

@ the receipt of an S or U PDU with an information field that is not permitted,
2 the receipt of an unsolicited Fbit set to 1, and
3 the receipt of an unexpected UA response PDU.

X set to 1 shal indicate that the contral field received and returned in bits 1 through 16 was
considered invalid because the PDU contained an information field that is not permitted with
this command or response. Bit W shall be set to 1 in conjunction with this bit.

Y set to 1 shdl indicate that the information field received exceeded the established

maximum information field length which can be accommodated by the rejecting station on
that data link connection.
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h) Z st to 1 shdl indicate that the control field received and returned in bits 1 through 16
contained an invaid N(R).

i) V set to 1 shall indicate that the control field received and returned in bits 1 through 16
contained an invaid N(S). Bit W shal be set to 1 in conjunction with this bit.

5.3.6.3 Type 4 operation commands and responses. The Type 4 commands and responses consist of U
and SPDUs.

5.3.6.3.1 Unnumbered information transfer format command. The function of the Type 4 DIA commands
shdl beto transfer PDUs that contain an identification number and an information field acrossa
connectionlesslink. The encoding of the PDU control field for Type 4 operation shall be aslisted in Figure
20.

FIRST CONTROL BIT DELIVERED TO/RECEIVED FROM THE PHYSICAL LAYER

LSB MSB
PDU Identifier L-bits PDU Identification No.
123456 78 910111213141516
110101 LL <---1D Number--->

FIGURE 20. Type4 DIA PDU control fidd bit assgnments.

5.3.6.3.1.1 DIA PDU acknowledgment. Transmitted DIA PDUs are acknowledged by a Type 4 DRR
response S PDU with the same precedence from the receiving stations, except for the following cases

a The recelving gation isagloba or group multicast addressee only.

b. The recelving gation’slink addressis not in the destination addressfield.

C. The response mode parameter is set to no.
5.3.6.3.2 Supervisory format (S) commands and responses. The S PDUs shdl be used to convey link
acknowledgment of a DIA PDU and whether or not a station is ready to receive Type4 PDUs. The S

PDU has asingle destination address. For the command DRR and DRNR S PDUSs the destination
addressisthe globa address and does not acknowledge DIA PDUs. These S PDUs are used to indicate
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Type 4 receive datus. The response DRR S PDU contains a single destination address, that of the
originator of the DIA PDU being acknowledged. The command S PDU leve of precedence shdl be set
to the highest precedence while response S PDUs shall use the precedence of the DIA PDU which they
are acknowledging. The encoding of the S PDU control field for Type 4 operation shdl be aslisted in
Figure 21.

5.3.7 Description of procedures by type. The procedures for each operation type are described in
5.3.7.1,5.3.7.2 and 5.3.7.3 (and their subparagraphs). The three types of procedures can coexist on
the same network.

5.3.7.1 Description of type 1 procedures. The procedures associated with Type 1 operation are
described in 5.3.7.1 and all subparagraphs.

5.3.7.1.1 Modes of operation. In Type 1 operation, no modes of operation are defined. A dation
using Type 1 procedures shdl support the entire procedure set whenever it is operationa on the
network.

FIRST CONTROL BIT DELIVERED TO/RECEIVED FROM THE PHYSICAL LAYER
LSB MSB
PDU Identifier L-bits PDU |dentification No.
123456 78 910111213141516
100010 00 00000O0O0O0O
DRR Command
100010 LL <---1D Number--->
DRR Response
101010 00 00000O0O00O
DRNR Command
101010 LL <---1D Number--->
DRNR Response

FIGURE 21. Type4 SPDU contral fidd hit assgnments.
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5.3.7.1.2 Procedure for addressing. The address fields shal be used to indicate the source and
degtinations of the transmitted PDU. The firg bit in the source addressfield shall be used to identify
whether acommand or aresponse is contained in the PDU. Individud, group, specid, and globa
addressing shal be supported for destination addressesin command PDUs. The source address field
shdl contain an individua or specia address.

5.3.7.1.3 Procedure for usng the P/F bit. The station receiving a Ul or TEST command PDU with the
P-bit set to 1 shall send an appropriate response PDU with the F-bit set to 1.

5.3.7.1.4 Proceduresfor logica datalink set-up and disconnection. Type 1 operation does not require
any prior datalink connection establishment (set-up), and hence no data link disconnection. Oncethe
service access point has been enabled within the station, information may be sent to, or received from, a
remote station also participating in Type 1 operation.

5.3.7.1.5 Proceduresfor information transfer.

5.3.7.1.5.1 Sending Ul command PDUs. Information transfer from an initiating Station to aresponding
gation shdl be accomplished by sending the Ul command PDU. When a sending station sends a Ul
command PDU with the P-bit set to 1, it shal start an acknowledgment timer for that tranamisson and
initidize the interna transmission count variable to zero. If al expected URR or URNR response PDUs
are not recelved before the timer runs out, the sending station shdl resend the Ul command PDU,
increment the internd transmission count variable, and restart the acknowledgment timer. Prior to
resending the Ul command PDU, the group and globa addresses shall be removed as well asindividua
and specia addresses from which aresponse (URR or URNR) was received. The specid address 3, if
used, shdl not be removed prior to retransmisson unlessit is the only address remaining. No
retransmission shal be attempted unless an individua or specid address other than 3 remains. If aURR
response PDU is il not recaived, this resending procedure shdl be repested until the value of the
interna transmission count varigble is equa to the vaue of the logica link parameter N4, as described in
5.3.8.1.1.c, a which time a DL-Status-Indication shal be reported to the upper layer indicating an
acknowledgment failure. Aninternd transmission count shal be maintained for each Ul information
exchange (where P-hit = 1) between a pair of sending and receiving tations. Both the acknowledgment
timer and the interna transmission count, for that exchange, shdl not affect the information exchange with
other recelving gtations. If a URNR response PDU is received in response to a Ul command with the P-
bit set to 1, the recelving station shal designate the sending station as busy. The retransmission of the Ul
command shdl follow the rules for the busy condition. Transmisson of Ul commands to that station shal
be discontinued until the busy sateis cleared. Ul PDUs that have the P-bit set to O are not
acknowledged nor retransmitted.

5.3.7.1.5.2 Receaiving Ul command PDUs. Reception of the Ul command PDU with P-bit set to O shdll
not be acknowledged. A dation shal acknowledge the receipt of avaid Ul command PDU, which has
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the P-bit set to 1 and contains the station individuad address, by sending a URR response PDU to the
originator of the command Ul PDU. If the receiving station is unable to accept Ul PDUs due to a busy
condition, it may respond with a URNR response PDU.

5.3.7.1.5.3 Sending URR response PDUs. A URR response PDU, with the F-bit set to 1, shdl be sent
only upon receipt of a Ul command PDU, with the P-bit set to 1. The URR response PDU shall be sent
to the originator of the associated Ul command PDU.

5.3.7.1.5.4 Sending URNR response PDUs. A URNR response PDU, with the F-bit set to 1, may be
sent by the remote station to advise the originator of the associated Ul command PDU that it is
experiencing a busy condition and is unable to accept Ul PDUS.

5.3.7.1.5.5 Recdaving Ul acknowledgment. After sending a Ul command PDU with the P-bit set to 1,
the sending station shal expect to receive an acknowledgment in the form of a URR response PDU from
the station to which the command PDU was sent. No acknowledgment shall be expected from group or
globa addresses or from the specid address 3. Upon receiving such aresponse PDU, the Sation shall
stop the acknowledgment timer associated with the transmission for which the acknowledgment was
received and reset the associated internal transmission count to zero. If the response was a URNR
response PDU, the sending station will stop sending U, |, and DIA PDUsto that remote tation until a
URR command PDU is received or the busy-date timer expires, indicating termination of the busy
condition. If High Reiability was requested for the command PDU, a DL-Status.Indication should be
sent to the upper layer indicating acknowledgment success.

5.3.7.1.5.6 Sending URNR command PDUs. A URNR command PDU, with the P-bit set to 0, may
be sent at any time to indicate a busy condition.

5.3.7.1.5.7 Recaving URNR command PDUs. Receipt of the URNR indicates that the sending station
is busy and, with one exception described below, no additiona 1, Ul or DIA PDUs should be sent until
the sending gation regainsiits ability to receive messages. The URNR command PDU does not contain
any acknowledgment information.

Exception: A Station may include a busy destination in aPDU that is addressed to multiple destination
addressesif at least one of the multiple destinations is not busy.

5.3.7.1.5.8 Sending URR command PDUs. A URR command PDU, with the P-bit set to 0, may be
sent by adtation at any time to indicate the regaining of its ability to receive messages.

5.3.7.1.5.9 Recalving URR command PDUs. The receipt of the URR command PDU cancels the prior
receipt of a URNR and indicates that the sending station is now operationd.
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5.3.7.1.5.10 Using TEST command and response PDUs. The TEST function provides afacility to
conduct loop-back tests of the station-to- station transmisson path. The TEST function may be initiated
within the datalink layer by any authorized station within the data link layer. Successful completion of a
test started by sending a TEST command PDU with the P-bit set congsts of receiving a TEST response
PDU with the F-hit set and containing no data from each individual addressee. Successful completion of
atest started by sending a TEST command PDU without the P-bit set consists of recelving aTEST
response PDU without the F-bit set and containing the identical data from each individud, group or
globa addressee. The length of the information field is variable from 0 to 128 octets. Any TEST
command PDU received in error shall be discarded and no response PDU sent. In the event of atest
falure, it shdl be the respongbility of the TEST function initiator to determine any future actions.

5.3.7.2 Description of type 2 procedures. The procedures associated with Type 2 operation are
described in 5.3.7.2.1 through 5.3.7.2.8.

5.3.7.2.1 Modes of operation. Two modes of operation are defined for Type 2 operation: an
operational mode and a non-operationa mode.

5.3.7.2.1.1 Operational mode. The operationd mode shall be the ABM. ABM is abaanced
operationa mode in which adatalink connection has been established between two Stations. Either
dation shal be able to send commands a any time and initiate response transmissions without receiving
explicit permission from the other station. Such an asynchronous transmission shal cortain one or more
PDUs that shdl be used for information transfer and to indicate status changes in the station (for
example, the number of the next expected | PDU; trangition from aready to a busy condition, or vice
versa, occurrence of an exception condition). A gation in ABM receiving a DISC commeand PDU shall
respond with the UA response PDU if it is capable of executing the command. ABM congsts of adata
link connection phase, an information transfer phase, a data link resetting phase, and a data link
disconnection phase.

5.3.7.2.1.2 Non-operational mode. The nonoperationd mode shdl bethe ADM. ADM differsfrom
ABM in that the datalink connection islogicaly disconnected from the physica medium such that no
information (user data) shal be sent or accepted. ADM is defined to prevent a data link connection
from gppearing on the physica medium in afully operationad mode during unusud Stuations or exception
conditions. Such operation could cause a sequence number mismatch between stations or astation’s
uncertainty of the status of the other gation. A datalink connection shall be system predefined as to the
conditions that cause it to assume ADM. Beow are three examples of possible conditions, in addition to
receiving a DISC command PDU, that may cause a data link connection to enter ADM:

a the power isturned on,

b. the data link layer logic is manudly reset, or
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C. the data link connection is manualy switched from aloca (home) condition to the
connected-on-the-data-link (on-line) condition.

A dation on adatalink connection in ADM shdl be required to monitor transmissions received from its
PL to accept and respond to one of the mode-setting command PDUs (SABME, DISC), or to send a
DM response PDU at a medium access opportunity, when required. In addition, since the station has
the ability to send command PDUs a any time, the station may send an gppropriate mode- setting
command PDU. A dation in ADM receiving a DISC command PDU or any | or S PDU shdl respond
with the DM response PDU. A dationin ADM shall not establish a FRMR exception condition. ADM
congsts of adata link disconnected phase.

5.3.7.2.2 Procedure for addressing. The addressfields for aPDU shdl be used to indicate the
individua source and up to 16 degtinations. Thefirgt bit in the source address field shall be used to
identify whether acommand or response is contained in the PDU. A single data link connection can be
established between any two stations on the network.

5.3.7.2.3 Procedures for usng the PIF bit. An individualy addressed station receiving a command
PDU (SABME, DISC, RR, RNR, REJ, or I) with the P-bit set to 1 shdl send aresponse PDU with the
F-bit set to 1. The response PDU returned by a station to aRSET, SABME or DISC command PDU
with the P-bit set to 1 shal bea UA or DM response PDU with the F-bit set to 1. The response PDU
returned by agaion to an |, RR, or REJcommand PDU with the P-bit set to 1 shdl bean |, RR, RE],
RNR, DM, or FRMR response PDU with the F-hit set to 1. The response PDU returned by a gtation
to an RNR command PDU with the P-bit set to 1 shdl be an RR, REJ, RNR, DM, or FRMR response
PDU with the F-bit set to 1. The response PDU returned by a station to a SREJ with the P-bit set to
one shall be the requested | PDU (response) with the F-bit set to one.

NOTE: TheP-hit isusable by the gation in conjunction with the timer recovery condition. (See
5.3.7.2.5.11)

5.3.7.2.4 Proceduresfor logica datalink set-up and disconnection.

5.3.7.2.4.1 Datalink connection phase. Either sation shdl be able to take the initiative to initidize the
data link connection.

5.3.7.2.4.1.1 Initigtor action When the gation wishesto initidize the link, it shal send the SABME
command PDU to one or more individual addresses and start the acknowledgment timer(s). Upon
receipt of the UA response PDU, the station shdl reset both the V(S) and V(R) to O for the
corresponding data link connection, shal stop the acknowledgment timer and shdl enter the information
transfer phase. When receiving the DM response PDU, the station that originated the SABME
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command PDU shdl stop the acknowledgment timers for that link, shdl not enter the information transfer
phase for that station, and shdl report to the higher layer for gppropriate action. Should any
acknowledgment timer run out before recelving al UA or DM response PDUS, the station shall resend
the SABME command PDU, after deleting the address and control fields corresponding to the received
UAs or DMs, and restart the acknowledgment timers. After resending the SABME command PDU N2
times, the station shdl stop sending the SABME command PDU, may report to the higher layer protocol
and may initiate other error recovery action. Thevaue of N2 isdefined in 5.3.8.1.2.d. Other Type 2
PDUs received (commands and responses) while attempting to connect shdl be ignored by the station.

5.3.7.2.4.1.2 Respondent action. When a SABME command PDU is received, and the connection is
desired, the station shall return a UA response PDU to the remote station, set both the V(S) and V(R) to
0 for the corresponding data link connection, and enter the information transfer phase. The return of the
UA response PDU shdll take precedence over any other response PDU that may be pending at the
dation for that data link connection. 1t shal be possible to follow the UA response PDU with additiond
PDUEs, if pending. If the connection is not desired, the station shdl return a DM response PDU to the
remote station and remain in the link disconnected mode. For adescription of the actions to be followed
upon receipt of a SABME or DISC command PDU, see5.3.7.2.4.4.

5.3.7.2.4.2 Information transfer phase. After having sent the UA response PDU to an SABME
command PDU or having received the UA response PDU to a sent SABME command PDU, the gtation
shdll accept and send | and S PDUs according to the procedures described in 5.3.7.2.5. Any timea
gtation has established a connection and enters the information transfer phase, it should aso send a
DL-Status Indication to itslocal upper layer indicating a Type 2 connection has been established. When
receiving an SABME command PDU while in the information transfer phase, the station shal conform to
the resetting procedure described in 5.3.7.2.6. When recelving an RSET command PDU whilein the
information transfer phase, the station shal conform to the resetting procedure described in 5.3.7.2.7.

5.3.7.2.4.3 Daalink disconnection phase. During the information transfer phase, either station shdl be
ableto initiate disconnecting of the data link connection by sending a DISC command PDU and gtarting
the acknowledgment timer (see 5.3.8.1.2.8). When receiving a DISC command PDU, the station shall
return a UA response PDU and enter the data link disconnected phase. The return of the UA response
PDU shdl take precedence over any other response PDU that may be pending at the station for that
datalink connection. Upon receipt of the UA or DM response PDU from a remote station, the station
shdl stop its acknowledgment timer for that link, and enter the link disconnected mode. Should the
acknowledgment timer run out before receiving the UA or DM response PDU for a particular link, the
gtation shal send another DISC command PDU and restart the acknowledgment timer. After sending
the DISC command PDU N2 times, the sending station shdl stop sending the DISC command PDU,
shall enter the data link disconnected phase, and shall report to the higher layer for the appropriate error
recovery action. Thevaue of N2 isdefined in 5.3.8.1.2.d.
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5.3.7.2.4.4 Datalink disconnected phase. After having received a DISC command PDU from the
remote station and returned a UA response PDU, or having received the UA response PDU to a sent
DISC command PDU, the station shdl enter the data link disconnected phase. In the disconnected
phase, the station shall react to the receipt of an SABME command PDU, as described in 5.3.7.2.4.1,
and shall send aDM response PDU in answer to areceived DISC command PDU. When receiving any
other Type 2 command, | or S PDU, the gtation in the disconnected phase shall send a DM response
PDU. In the disconnected phase, the station shdl be able to initiate adata link connection. Any time a
gtation enters the disconnected phase, it should send a DL-Status Indication to its loca upper layer
indicating a Type 2 connection has been disconnected.

5.3.7.2.4.5 Contention of unnumbered mode-s=tting command PDUs. A contention Situation on a deta
link connection shal be resolved in the following way:  If the sent and received mode- setting command
PDUs are the same, each station shall send the UA response PDU at the earliest opportunity. Each
gation shdl enter the indicated phase ether after receiving the UA response PDU, or &fter its
acknowledgment timer expires. If the sent and recelved mode- setting command PDUs are different,
each gation shall enter the data link disconnected phase and shdl issue a DM response PDU &t the
earliest opportunity.

5.3.7.2.5 Procedures for information transfer. The procedures that apply to the transfer of | PDUsIin
each direction on adata link connection during the information transfer phase are described in 5.3
7.2.5.1 through 5.3.7.2.5.11. When used, the term number one higher isin reference to a continuoudy
repested sequence series, that is, 127 is 1 higher than 126, and 0 is 1 higher than 127 for the modulo-
128 series.

5.3.7.2.5.1 Sending | PDUs. When the station hasan | PDU to send (that is, an | PDU not aready
sent), it shall send the | PDU with an N(S) equd to its current V(S) and an N(R) equd to its current
V(R) for that data link connection. At the end of sending the | PDU, the gtation shal increment its V(S)
by 1. If the acknowledgment timer is not running at the time that an | PDU is sent, the acknowledgment
timer shal be garted. If the datalink connection V(S) is equd to the last value of N(R) received plus k
(where k is the maximum number of outstanding | PDUS; see 5.3.8.1.2.€), the gtation shall not send any
new | PDUs on that data link connection, but shall be able to resend an | PDU as described in
5.3.7.25.6 or 5.3.7.2.5.9. Upon sending an | PDU that causes the number of outstanding | PDUsto be
equa to the k2 value for that connection, the station shall send an RR (or RNR) command to the
degtination gtation. The destination station shdl respond with a RR Response with the N(R) indicating
thelast recaeived | PDU. When alocd gtation on adatalink connection isin the busy condition, the
gation shall till be able to send | PDUS, provided that the remote station on this data link connection is
not o busy. When the gation isin the FRMR exception condition for a particular data link connection,
it shal stop trangmitting | PDUs on that data link connection. When a gation isin the timer recovery
condition, it shall not send any new | PDUs on that data link connection as per 5.3.7.2.5.11.
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5.3.7.2.5.2 Receaving | PDUs. When the gation isnot in abusy condition and receives an | PDU
whose N(S) isequd to its V(R), the sation shal accept the information field of this PDU, increment by 1
itsV(R), and act asfollows.

a)

b)

If an 1 PDU isavailable to be sent, the station shall be ableto act asin 5.3.7.2.5.1 and
acknowledge the received | PDU by setting N(R) in the control field of the next sent |
PDU to the vaue of its V(R). The station shall aso be able to acknowledge the received
| PDU by sending an RR PDU with the N(R) equd to the vaue of its V(R).

If no | PDU isavailable to be sent by the station, then the gtation shdl ether:

@ If thereceived | PDU isacommand PDU with the P-bit setto 1, thensendan S
PDU withits F-hbit set to 1 and its N(R) equal to the current value of V(R) at the
first possible opportunity (thistransmisson is time critical to maintaining the
connection), and stop the Response Delay Timer; or

2 If therecelved | PDU is not acommand PDU with the P-bit set to 1, then the
dation shdll:

@ if the number of outstanding | PDUs received since the last | PDU for
which an acknowledgment was sent is equd to or greater than k3, then
send an S PDU with its N(R) equal to the current value of V(R) at the
earliest opportunity, and stop the Response Delay Timer; dse

(b) if the number of outstanding | PDUs received since the last | PDU for
which an acknowledgment was sent isless than k3, and if the Response
Delay Timer isnot dready running, then art the Response Delay Timer.
When the Response Ddlay Timer is running then the sation shdl:

0] if an 1 PDU is sent back to the originator of the recently received
| PDU before the Response Delay Timer expires, then stop the
Response Delay Timer. The N(R) in the outgoing | frame will
acknowledge any recently received correct in sequence | PDU
frames as described in 5.3.7.2.5.1 (No S PDU needsto be
sent); dse

(D) if another PDU of any type that can be concatenated is
transmitted to any destination and adequate space exists to
concatenate additional frames, then concatenate onto this PDU
an SPDU with its N(R) equd to the current value of V(R)
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addressed to the originator of the recently received | PDU, and
stop the Response Delay Timer; dse

(i) if the Response Delay Timer expires, then a the earliest
opportunity, send an S PDU with its N(R) equa to the current
vaue of V(R). (Notethat S PDUsto other destinations may be
concatenated with this frame as described in the preceding

paragraph.)

) If receipt of the | PDU caused the station to go into the busy condition with regard to
any subsequent | PDUS, the station shall send an RNR PDU with the N(R) equd to the
vaueof itsV(R). If | PDUs are available to send, the sation shall be able to send them
(8sin 5.3.7.2.5.1) prior to or following the sending of the RNR PDU.

When the gation isin abusy condition, the station shdl be able to ignore the information field contained
inany received | PDU on that data link connection (See 5.3.7.2.5.10.).

5.3.7.2.5.3 Recaving incorrect PDUs. When the gtation receives an invaid PDU or a PDU with an
incorrect source address, the entire PDU shall be discarded. |f an incorrect destination addressis
received, disregard that address field and continue processing the PDU.

5.3.7.2.5.4 Receiving out-of-sequence PDUs. When the station receives one or more | PDUs whose
N(S)s are not in the expected sequence, thet is, not equa to the current V(R) but iswithin the receive
window, the station shall respond by sending a REJ or a SREJ PDU as described in either 5.3.7.2.5.4.1
or 53.7.25.4.2. Use of the SREJisthe preferred method of indicating missing frames since it dlowsthe
recelving station to request the retransmission of only those frames that are actudly missng. Use of REJ
to indicate missing frames results in the unnecessary retransmission of frames that were received correctly
since the procedure requires that frames received out of sequence be discarded until the missing frameis
received. Use of REJto indicate missing frames isintended for use by an implementation in the case that
it is providing ordered ddivery of | PDUsto the next layer and adequate Storage is not available (on a
ddtic or dynamic bass) within the implementation to retain out-of- sequence frames until the missing
frames are received.

5.3.7.2.5.4.1 Reect (REJ) response. When an | PDU has been received out-of- sequence and more
than one frameis missing, the station may discard the information field of the | PDU and send aREJ]
PDU with the N(R) set to the vdue of V(R). The station shall then discard the information field of dl |
PDUs until the expected | PDU is correctly received. When receiving the expected | PDU, the ation
shall acknowledge the PDU, as described in 5.3.7.2.5.2. The gtation shall use the N(R) and P-hit
indicationsin the discarded | PDU. On agiven datalink connection, only one “sent REJ’ exception
condition from a given station to another given station shdl be established a atime. A REJand SREJ]
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exception condition cannot be active a the sametime. A “sent REJ’ condition shdl be cleared when the
requested | PDU isreceived. The “sent REJ' condition shall be able to be reset when a REJ timer time-
out function runs out. When the station perceives by REJ timer time-out that the requested | PDU will
not be received, because either the requested | PDU or the REJ PDU wasin error or logt, the station
shall be able to resend the REJ PDU up to N2 times to reestablish the “sent REJ’ condition. The value
of N2 isdefined in 5.3.8.1.2.d.

5.3.7.25.4.2 Sdectivereect (SREJ) response. When an | PDU has been received and &t least one
frame is missing, the gation may retain the information field of the out- of-sequence | PDUs and send
SREJPDUsfor themissng | PDUs. A gation may transmit one or more SREJ PDUS, each containing a
different N(R) with the P-bit set to 0. However, a SREJ PDU shdl not be transmitted if an earlier REJ
condition has not been cleared. When the station perceives by the REJ timer time-out that the requested
| PDU will not be received, because either the requested | PDU or the SREJPDU was in error or o,
the station shal be able to resend dl outstanding SREJ PDUs in order to reestablish the “ sent SREJ’
condition up to N2 times.

5.3.7.2.5.5 Recaving acknowledgment. When correctly recelving an | or S PDU, even in the busy
condition (see 5.3.7.2.5.10), the receiving station shall consider the N(R) contained in this PDU asan
acknowledgment for al the | PDUsi it has sent on this data link connection with an N(S) up to and
including the received N(R) minus one. The ation shal reset the acknowledgment timer when it
correctly receivesan | or Type 2 S PDU with the N(R) higher than the last received N(R) (actually
acknowledging some | PDUSs). If High Religbility was requested for any of the acknowledged PDU(s), a
DL-Status.Indication should be sent to the upper layer indicating acknowledgment success for those
PDUs. If thetimer has been reset and there are outstanding | PDUs till unacknowledged on this data
link connection, the gation shdl restart the acknowledgment timer. If the timer then runs out, the Sation
shdll follow the proceduresin 5.3.7.2.5.11 with respect to the unacknowledged | PDUs.

5.3.7.2.5.6 Recelving SREJPDU. If therecaived transmisson is an SREJ command or response PDU,
the | PDU corresponding to the N(R) being rgjected shall be retransmitted.

5.3.7.2.5.7 Recaving RSET PDU. Upon receipt of the RSET command PDU, the receiving station
shdl reply with a UA response PDU and shdll then setits V(R) to O for the initiating Sation.

5.3.7.2.5.8 Recaiving REJPDU. When receiving an REJ PDU, the station shdl set its V(S) to the
N(R) received in the REJPDU control field. The station shall resend the corresponding | PDU as soon
asitisavailable. If other unacknowledged | PDUs had aready been sent on that data link connection
following the one indicated in the REJ PDU, then those | PDUs shdl be resent by the gtation following
the resending of the requested | PDU. If retransmission beginning with a particular PDU occurs while
waiting acknowledgment (see 5.3.7.2.5.11) and an REJ PDU isreceived, which would adso start

62



MIL-STD-188-220C

retransmission with the same | PDU [asidentified by the N(R) in the REJ PDU], the retransmission
resulting from the REJ PDU shdl be inhibited.

5.3.7.2.5.9 Receiving RNR PDU. A détion receiving an RNR PDU shdl, with one exception
described below, stop sending | PDUs on the indicated data link connection at the earliest possible time
and shdl start the busy-dtate timer, if not dready running. When the busy- state timer runs out, the sation
shdl follow the procedure described in 5.3.7.2.5.11. In any case, the station shall not send any other |
PDUs on that data link connection before receiving an RR or REJ PDU, or before receiving an |
response PDU with the F-bit set to 1, or before the completion of aresetting procedure on that data link
connection.

Exception: A Station may include a busy destination in aPDU that is addressed to multiple destination
addresses if at least one of the multiple destinations is not busy.

5.3.7.2.5.10 Station-busy condition A station shdl enter the busy condition on a data link connection
when it istemporarily unable to receive or continue to receive | PDUs due to internd condraints; for
example, receive buffering limitations. When the station enters the busy condition, it Sl send an RNR
PDU at the first possible opportunity. It shall be possible to send | PDUs waiting to be sent on that data
link connection prior to or following the sending of the RNR PDU. The gtation may send a URNR
command PDU to the globa address after the RNR PDU. While in the busy condition, the station shdll
accept and process supervisory PDUs and return an RNR response PDU with the F-bit set to 1 if it
receives an S or | command PDU with the P-bit set to 1 on the affected data link connection. To
indicate the clearance of abusy condition on adata link connection, the station shall send an | response
PDU with the F-bit set to 1 if aP-hit set to 1 is outstanding, an REJ response PDU, or an RR response
PDU on the data link connection with N(R) st to the current V(R), depending on whether or not the
dation discarded information fields of correctly received | PDUs. The tation may then send aURR
command PDU to the globa address. Additiondly, the sending of a SABME command PDU or a UA
response PDU shdl indicate the clearance of a busy condition at the sending sation on adata link
connection.

5.3.7.2.5.11 Waiting acknowledgment. The tation maintains an internd retransmission count variable
for each data link connection, which shdl be set to O when the station receives or sends a UA response
PDU to a SABME command PDU, when the station receives an RNR PDU, or when the station
correctly receivesan | or S PDU with the N(R) higher than the last received N(R) (actualy
acknowledging some outstanding | PDUSs). If the acknowledgment timer, busy-state timer, or the P-bit
timer runs out, the station on this data link connection shal enter the timer recovery condition and add 1
to itsretransmission count variadble. When a gtation isin the timer recovery condition, the station shal not
send any new | PDUs to the destination station. The gtation shall then tart the P-bit timer and send an S
command PDU with the P-bit set to 1. The timer recovery condition shall be cleared on the data link
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connection when the station receives avdid | or S PDU from the remote station with the F-bit set to 1.
If, while in the timer recovery condition, the Sation correctly receivesavdid | or S PDU with:

a the F-hit set to 1 and the N(R) within the range from the last value of N(R) received to
the current V(S) inclusve, the station shall clear the timer recovery condition, setits V(S
to the received N(R), stop the P-bit timer, and resend any unacknowledged PDUS, or

b. the P/F bit set to 0 and the N(R) within the range from the last value of N(R) received to
the current V(S) inclugive, the gation shal not clear the timer recovery condition but shal
treat the N(R) vaue received as an acknowledgment for the indicated previoudy
transmitted | PDUs. (See5.3.7.2.5.5.)

If the P-bit timer runs out in the timer recovery condition, the station shall add 1 to itsretransmisson
count variable. If the retransmission count variable is less than N2, the gation shal resend an SPDU
with the P-bit set to 1 and restart its P-bit timer. If the retransmission count varigble is equd to N2, the
dation shdl initiate a resetting procedure, by sending a SABME command PDU, as described in
5.3.7.2.6. N2isasystem parameter defined in 5.3.8.1.2.d.

5.3.7.2.6 Proceduresfor mode resetting. The resetting phase is used to initidize both directions of
information transfer according to the procedure described in 5.3.7.2.6.1 through 5.3.7.2.6.3. The
resetting phase shdl goply only during ABM. Either gation shdl be able to initiate aresetting of both
directions by sending a SABME command PDU and gtarting its acknowledgment timer. Any time a
dtation resets its connection with aremote station, it should dso send a DL-Status Indication to itslocal
upper layer indicating a Type 2 connection has been reset.

5.3.7.2.6.1 Recever action. After receiving a SABME command PDU, the gtation shal return one of
two types of responses, at the earliest opportunity:

a aUA response PDU and reset its V(S) and V(R) to 0 to reset the data link connection,
or

b. aDM response PDU if the data link connection is to be terminated.

The return of the UA or DM response PDU shdl take precedence over any other response PDU for
that data link connection that may be pending a the station. It shall be possible to follow the UA PDU
with additional PDUSs, if pending.

5.3.7.2.6.2 Initiator action. If the UA PDU isreceived correctly by the initiating station, it shal reset its
V(S) and V(R) to 0 and stop its acknowledgment timer. This shall dso clear al exception conditions
that might be present at ether of the saionsinvolved in the reset. The exchange shdl dso indicate
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clearance of any busy condition that may have been present at ether sation involved in thereset. If a
DM response PDU isreceived, the station shall enter the data link disconnected phase, shdl stop its
acknowledgment timer, and shdl report to the higher layer for appropriate action. If the
acknowledgment timer runs out before a UA or DM response PDU is received, the SABME command
PDU shdl be resent and the acknowledgment timer shdl be started. After the timer runs out N2 times,
the sending station shal stop sending the SABME command PDU, and shdl enter the ADM, may report
to the higher layer protocol and may initiate other error recovery actions. The vaue of N2 isdefined in
5.3.8.1.2.d. Other Type 2 PDUs, with the exception of the SABME and DISC command PDUSs,
received by the station before completion of the reset procedure shal be discarded.

5.3.7.2.6.3 Restting with the FRMR PDU. Under certain FRMR exception conditions (listed in
5.3.7.2.8), it shall be possible for the initiating station, by sending an FRMR response PDU, to ask the
remote station to reset the data link connection. Upon recelving the FRMR response PDU (even during
aFRMR exception condition), the remote station shadl ether initiate a resetting procedure, by sending a
SABME or RSET command PDU, or initiate a disconnect procedure, by sending a DISC command
PDU. After sending an FRMR response PDU, the initiating station shal enter the FRMR exception
condition. The FRMR exception condition shal be cleared when the station receives or sendsa
SABME or DISC command PDU, DM response PDU or RSET command PDU. Any other Type 2
commeand PDU received while in the FRMR exception condition shdl cause the sation to resend the
FRMR response PDU with the same information field as origindly sent. Inthe FRMR exception
condition, additiona 1 PDUs shdl not be sent, and received | and S PDUs shadll be discarded by the
dation. It shal be possible for the sation to art its acknowledgment timer on the sending of the FRMR
response PDU. If the timer runs out before the reception of a SABME or DISC command PDU from
the remote Station, it shall be possible for the station to resend the FRMR response PDU and redtart its
acknowledgment timer. After the acknowledgment timer has run out N2 times, the station shdl reset the
datalink connection by sending a SABME command PDU. The value of N2 is defined in 5.3.8.1.2.d.
When an additiond FRMR response PDU is sent while the acknowledgment timer is running, the timer
shall not be reset or restarted.

5.3.7.2.7 Procedures for sequence number resetting. This resetting procedure, employing the RSET
command, is used to reinitidize the V(R) in the addressed station and the V(S) in the local dtation. The
addressed gtation shdl confirm acceptance of the RSET command by transmission of a UA response at
the earliest opportunity. Upon acceptance of this command, the addressed station V(R) shall be set to
0. If the UA responseis received correctly, the initidizing sation shall reset its V(S) to 0. The RSET
command shdl reset dl PDU regection conditions in the addressed station, except for an invalid N(R)
sequence number condition which the addressed station has reported by aFRMR. The RSET
command may be sent by the station that detects an invaid N(R) to clear such aframergection
condition in place of sending aFRMR frame. To clear aninvaid N(R) frame rgjection condition with an
RSET command, the RSET command shall be transmitted by the ation that detects theinvaid N(R). A
gtation may resend the contents of the information field of unacknowledged outstanding | PDUs. Any
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time a gtation resets its connection with aremote station, it should dso send a DL-Status Indication to its
local upper layer indicating a Type 2 connection has been resdt.

5.3.7.2.8 FRMR exception conditions. The station shall request a resetting procedure by sending an
FRMR response PDU, as described in 5.3.7.2.6.3, after receiving, during the information transfer phase,
aPDU with one of the conditions identified in 5.3.6.2.3.6. The coding of the information field of the
FRMR response PDU that issent isgiven in 5.3.6.2.3.6. The other station shdl initiate a resetting
procedure by sending a SABME or RSET command PDU, as described in 5.3.7.2.6, after receiving the
FRMR response PDU.

5.3.7.3 Description of type 4 procedures. The procedures associated with Type 4 operation are
described in 5.3.7.3.1 through 5.3.7.3.5.3.

5.3.7.3.1 Modes of operation. In Type 4 operation, no modes of operation are defined. A dation
using Type 4 procedures shal support the entire set whenever it is operationa on the network.

5.3.7.3.2 Procedure for addressing. The addressfield shall be used to indicate the source and
degtinations of the transmitted PDU. Thefirgt bit in the source address shdl be used to identify whether
acommand or aresponseis contained in the PDU. Individud, group, and globa addressing shdl be
supported for the destination addresses in command PDUs. The source address shall contain an
individua address,

5.3.7.3.3 Procedure for usng the P/F bit. The P/F bit isnot implemented in Type 4 operation.

5.3.7.3.4 Proceduresfor logica datalink set-up and disconnection Type 4 operation does not require
any prior data link set-up and disconnection. Data link set-up and disconnection procedures are not
required for Type 4 operation. All gtations shdl advance to the information transfer Sate.

5.3.7.3.5 Proceduresfor information transfer.

5.3.7.3.5.1 Sending DIA command frames. The DIA PDU may ether be a new PDU from the loca
user, or aretransmission of aDIA PDU which was not acknowledged within the period determined by
the T1 parameter. DIA PDUs are retransmitted up to N2 times, where N2 is as specified by the station
parameters. |If aDIA PDU is not acknowledged after N2 retransmissions, an indication should be sent
to the upper layer indicating an acknowledgment failure.

5.3.7.3.5.2 Decoupled receive not ready (DRNR) procedures.

5.3.7.3.5.2.1 Sending aDRNR command PDU. A dtation may generate and transmit aDRNR
command PDU if its Quiet Mode is disabled and it receivesa DIA PDU which it cannot accept because
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itsrecelve buffersare full. A gation may generate a DRNR command PDU when directed by the
management function (e.g., operator). The DRNR command S PDU does not acknowledge a DIA
PDU. The station may send a URNR command PDU to the globa address after the DRNR PDU.

5.3.7.3.5.2.2 Recealving a DRNR command PDU. Upon receipt of a DRNR PDU a gtation shdl, with
one exception described below, inhibit transmission of DIA PDUs to the station which originated the
DRNR command by updating the station status table to reflect this busy condition. The DRNR PDU
shall not change the Quiet Mode status of a gtation. Any PDUs in the retransmission queue addressed to
the busy gtation shdl be modified to delete (null) the busy station from the destination address ligt.

Normd transmissions of DIA PDUstto that sation shal resume upon receipt of a DRR command from
the gation.

Exception: A Station may include a busy destination in aPDU that is addressed to multiple destination
addresses if at least one of the multiple destinations is not busy.

5.3.7.3.5.2.3 Sending aDRNR response PDU. A dation shdl generate and transmit aDRNR
response PDU éfter it has sent a DRNR command PDU (if its Quiet Mode is disabled) whileit is
processing framesin its receive queues in the busy condition. A DRNR response acknowledges the
DIA PDU indicated in the PDU identification number field while reinforcing the station’s busy condition.

5.3.7.3.5.2.4 Receiving a DRNR response PDU. Upon receipt of a DRNR response PDU, a gation
shall search the destination addresses associated with the identification number in the DRNR response
PDU. The response PDU originator’s address shdl be deleted from the destination address fidd (if it is
dill there) of the DIA being acknowledged.

5.3.7.3.5.3 Decoupled receive ready (DRR) procedures.

5.3.7.3.5.3.1 SendingaDRR PDU. A dation shal generate and transmit aDRR PDU if its Quiet
Mode is disabled and one of the following conditions exi<t.

a The gtation is no longer busy and had previoudy sent a DRNR command PDU.

b. The gtation is not busy and the station received a DIA PDU from atransmitting station
which requires acknowledgment.

C. If directed by the user interface.
5.3.7.3.5.3.1.1 Sending aDRR command PDU. The DRR command PDU is generated and

tranamitted by a station to indicate the end of a Type 4 busy/buffer full condition. The DRR command S
PDU does not acknowledge DIA PDUs. The DRR command PDU only changes the status from busy
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to recelveready. Thisframe does not change the Quiet Mode status. The station may send aURR
command PDU to the global address after the DRR PDU.

5.3.7.3.5.3.1.2 Sending aDRR response PDU. The DRR response PDU is generated and transmitted
by a gtation whose Quiet Mode is disabled to acknowledge the acceptance of a DIA PDU, and is
addressed to the originator of the DIA PDU. The DIA PDU which is being acknowledged is indicated
by the PDU identification number.

5.3.7.3.5.3.2 Receiving aDRR response PDU. Upon receipt of a DRR response PDU a gtation shdl
search the destination addresses associated with the identification number in the DRR response PDU.
The DRR response PDU originator’ s address shdl be deleted from the destination addressfield of the
DIA being acknowledged. If High Reliability was requested for the DIA, an indication should be sent to
the upper layer indicating acknowledgment success.

5.3.8 Daalink initidization The XNP messages, described in Appendix E, are used to establishand
control link parameters. The Join Request message contains the link operating parameters such as net
busy detect time, subscriber rank, and net access method. Initidization is caused by an operator or
system request. The Join Request is sent to the default NETCON destination address, which shdl be
the station assigned to perform NETCON gation responsibilities. The NETCON sation verifies link
parameters and provides values for missing or incorrect parameters to ensure that the new station will not
disrupt the net. The NETCON gtation will reply with either a Join Reject or Join Accept PDU. If the
initidizing Sation receives a Join Rgect PDU, it should not attempt any link activity until the correct
parameters have been obtained.

NOTE: Linkinitidization may dso occur without an XNP message exchange. Prearrangement by
timing, voice, written plans, or orders provides the operator with the necessary frequency, link address,
datarate, and other parametersto enter anet and establish alink. With the prearranged information, an
operator may begin link activity on the net and initidization is assumed when the new station sensesthe
net and transmitsits first message.

5.3.8.1 Lig of datalink parameters. This document defines anumber of data link parameters for which
the system: by-system range of vaues is determined at network establishment. The actud parameter
vaues selected play an important role in determining the efficiency and effectiveness of the network
configuration. It istherefore important to select proper vaues. Even more important is the need to
insure that al participants on a subnetwork use the same parameter values. A bad choice of parameter
vaues can sgnificantly degrade the network performance. Using differert vaues, even if the vdues are
reasonable, can lead to a breakdown of the network precluding interoperability. A list of the parameters
and their recommended vaues is provided in a separate document entitled “MIL-STD-188-220
Protocol Parameters and Vaues'. All sysems should utilize these vdues. The maximum number of
octetsin the information field of aUlI, | or DIA PDU is an adjustable data link parameter in the range of
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708 - 3345. The definitions of additiona parameters for the three types of operaion are summarized in
5.3.8.1.1through 5.3.8.1.3.

5.3.8.1.1 Type1l logicd daalink parameters. Thelogica datalink parameters for Type 1 operation
ghdl be asfollows:

a

Acknowledgment timer. The acknowledgment timer isadata link parameter that shall
define the timeout period (TP) during which the sending station shall expect an
acknowledgment from a specific destination station. The acknowledgment timer should
not be activated until the corresponding PDU has been tranamitted. TP shdl takeinto
account any delay introduced by the physical sublayer. The vaue of TP isdescribed in
Appendix C (C.4.3).

Busy-gate timer. The busy-sate timer isadatalink parameter that defines the time
interva following receipt of the URNR command PDU during which the gation shdl wait
for the other station to clear the busy condition. Default valueis 120 seconds.

Maximum number of retrangmissons, N4. N4 isadatalink parameter that indicates the
maximum number of timesthat an Ul or TEST command PDU is retransmitted by a
dation trying to accomplish a successful information exchange. Normally, N4 is st large
enough to overcome the loss of aPDU dueto link error conditions. The maximum
number of timesthat a PDU is retranamitted following the expiration of the
acknowledgment timer is established a protocol initidization. Thisvaueisin the range
of 0 through 5 and defaultsto 2. The retransmission of PDUs may be overridden by the
Quiet Mode parameter, which is described in 5.3.11.2.

Minimum number of octetsin aPDU. The minimum-length vdid datalink PDU shdl
contain 2 flags, 2 addresses, one 8-hit contral field, and the FCS. The minimum number
of octetsin avaid datalink PDU shdl be 9.

5.3.8.1.2 Type2logicd datalink parameters. Thelogica datalink connection parameters for Type 2
operation shal be asfollows:

a

Acknowledgment timer. The acknowledgment timer is a data link connection parameter
that shal define the timeinterva during which the sation shal expect to receive
acknowledgment to one or more outstanding | PDUs or an expected response to a sent
U command PDU. The acknowledgment timer should not be activated until the
corresponding PDU has been transmitted. Time vaues are established at protocol
initidization and are in the range of 10 to 1800 saconds in one-second increments.
Default is 120 seconds.
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P-bit timer. The P-bit timer isadatalink connection parameter that definesthe time
interva during which the station shal expect to recelve aframe with the F-bit setto 1 in
response to a sent Type 2 command with the P-bit set to 1. The P-bit timer should not
be activated until the corresponding PDU has been tranamitted. Time values are
edtablished at protocol initidization and arein the range of 10 to 60 secondsin
increments of 1 second. Default is 10 seconds.

Reect (REJ) timer. The REJtimer isadatalink connection parameter that defines the
time interva during which the ation shdl expect to receive areply to asent REJ or
SREJPDU. The REJtimer vadue shdl be equd to or less than twice the
acknowledgment timer. The REJ timer should not be activated until the corresponding
PDU has been transmitted.

Maximum number of retrangmissions, N2. N2 isadata link connection parameter that
indicates the maximum number of times that a PDU (including the S command PDU that
issent as aresult of the acknowledgment P-bit or REJtimer expiring) is sent, following
the running out of the acknowledgment timer, the P-bit timer, or the REJtimer. The
maximum number of times that a PDU is retransmitted following the expiraion of the
timersis established at protocol initidization. Thisvaueisin the range of 0 through 5
and defaultsto 2. The retransmission of PDUs may be overridden by the Quiet Mode
parameter, which is described in 5.3.11.2.

Maximum number of outstanding | PDUs, kK. The maximum number (k) of sequentialy
numbered | PDUs that the sending station may have outstanding (i.e. unacknowledged)
on asingle datalink connection smultaneoudy. The vaue of this parameter isin the
range 1 through 127. (This value of this parameter may be established through the use of
the Type 2 k Window field of an XNP message as described in Appendix E, “ Type 2
Parameters’.)

Maximum number of outstanding | PDUs at which an acknowledgment is requested, k2.
The maximum number (k2) of outstanding (i.e. unacknowledged) | PDUs that can be
sent by a source station on adatalink connection before the station requests
acknowledgment. When thisthreshold is reached the sending station sends an S PDU
that both acknowledges recelved | frames and causes an S PDU to be sent in return to
acknowledge outstanding | PDUs. The vaue of this parameter isin the range 1 through
127, but would normdly be less than or equd to the vaue of parameter k.

Maximum number of outstanding received | PDUSs threshold, k3. The maximum number
(k3) of correct in sequence | PDUs received on adata link connection sincethe last |
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PDU received on the data link connection was acknowledged. When this threshold is
reached the recelving station generates an S PDU to acknowledge received frames. The
vaue of this parameter isin the range 1 through 127, but would normaly be less than or
equa to the vaue of parameter k.

Response delay timer, percent. The amount of time, as a percent of Type 2
Acknowledgment Timer seconds, that a station walits after an | PDU Response or an |
PDU Command with its P-bit set to O is received until it is acknowledged by
transmission of an S PDU in the case that no other frames are available for transmission.
The vaue of this parameter isin the range of 0 - 99%. (The vaue of this parameter may
be established by the Type 2 Acknowledgment Timer and Response Timer fidds of an
XNP Parameter Update message as described in Appendix E, “Type 2 Parameters’ or
from the Protocol Parameters Table.)

Minimum number of octetsin aPDU. A minimumt-length vaid datalink PDU shdl
contain exactly 2 flags, 2 addressfidlds, 1 control field, and the FCS. Thus, the
minimum number of octetsin avdid datalink PDU shdl be 9 or 10, depending on
whether the PDU isaU PDU, or an | or SPDU, respectively.

5.3.8.1.3 Type4 logicd daalink parameters. Thelogica datalink parameters for Type 4 operation
ghdl be asfollows:

a

Acknowledgment (T1) timer. The T1 timer isthe maximum time a gation shal wait for
an acknowledgment of atransmitted DIA PDU before that PDU isretransmitted. The
vaue of T1 shdl bein therange of 5-120 secondsin increments of 0.2 seconds. Each
DIA PDU trangmitted shal be assgned aT1 timer. When the T1 timer expiresfor DIA
PDU, that DIA PDU shdl be retranamitted in the next transmission opportunity for that
precedence, assuming the N2 count has not been reached. DIA PDUswith only one
destination will be discarded if the detination replied with a DRNR or DRR response
PDU. If the DIA PDU is multi-addressed, the receive ation isremoved (nulled) from
the dedtination addressfield. Thistimer shdl be paused whenever the net is busy with
voice. Thistimer isresumed when voice transmisson has completed.

Maximum number of retransmission attempts, N2. The N2 parameter shdl indicate the
maximum number of retransmission atempts to complete the successful transmisson of a
DIA PDU. Thevdue of N2 shdl be the maximum retransmit vaue (range = 0-5).

Kk maximum number of outstanding DIA frames. Thevaue of k indicates the maximum
number of DIA PDUsthat a taion may have outstanding (awaiting acknowledgment) to
dl daionsa any giventime. Thevaue of k rangesfrom 5 - 20 DIA PDUs.
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d. Minimum number of octetsin aPDU. A minimum-length valid datalink PDU shdl
contain exactly 2 flags, 2 addressfields, one (1) 16-bit control field, and the FCS. Thus,
the minimum number of octetsin avdid datalink PDU shdl be 10.

e. ACK lig length  The number of Type 4 DIA frames remembered in the list used to
detect and discard duplicates. The number in thelist can rangefrom 0 - 255. Thevaue
of “0” isused to turn off this detect capatility.

5.3.9 Frametransfer. After the station has joined the net, it can begin to send frames. The data link
layer shdl request the tranamission of aframe by the PL.

5.3.9.1 PDU transmisson Thedatalink layer initiates tranamisson by building a transmisson unit and
passing it to the PL. The dements of atransmission unit include one Transmission Header (see5.3.1),
one or more PDUs (see data link concatenation, below), the additiond bits resulting from the operations
of zero-hit-insertion, optional FEC encoding, optiona TDC and optiond scrambling. To request
transmission, a PL-Unitdata- Request isissued by the datalink layer protocol after a transmission unit has
been congructed. PDUs shdl be queued for transmission in such a manner that the highest precedence
PDUs are transmitted before lower precedence PDUSs. If aprioritized net access schemeis active, the
precedence access level used shall be the precedence of the PDU that isto be transmitted next.
Transmission units of the same precedence shdl bein firg-in firg-out (FIFO) order. Type 2 | PDUsfor
aparticular connection shal be transmitted in the order of their sequence numbers. Any PDUs may be
concatenated at the data link layer or PL except Type 1 PDUs with the P bit set to 1.

5.3.9.2 Datalink concatenation. The sending station may concatenate any PDUS, except Type 1 PDUs
that require the TP timer (P bit set to 1), by using one or two flags to separate each PDU. All receiving
sations shadl be able to de-concatenate the reception into separate PDUs. The combined length of the
concatenated PDUS, before O-bit insertion, may not exceed the established maximum PDU sizefor a
single PDU (see 5.3.8.1). The PDUs are concatenated after the O-bit insertion dgorithm is gpplied.
FEC, with or without TDC, and scrambling are optiondly applied before the transmission unit is passed
to the PL in a PL-Unitdata- Request. Data link concatenation to add another interior data frame shdl not
be performed if the resulting frame would take longer to transmit than the maximum transmit time alowed
for the network. Data link concatenation is shown in Figure 22.
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L “ - [Repeat Interior Data |, —
FLAG Transmission Interior Frames with flags Interior
(1 Octet) | Information FLAG(s) Data FLAG(S) | (as required) Data FLAG
& FCS Frame | |  xxxx» Frame | (1 Octet)
(See and within total length
5.3.4.2.1) (See 5.3.1) (See 5.3.4.2.1) (See below) restrictions]

“INTERIOR" DATA FRAME

LSB MSB | LSB MSB | LSB MSB | MSB LSB
Address Control Information FCs
(2-17 octets) | (1-32 octets) (4 octets)

(See 5.3.4.2.2) (See 5.3.4.2.3) | (See5.3.4.2.4) (See 5.3.4.2.5)

FIGURE 22. Datalink concatenation.

5.3.9.3 Physicd layer concatenation PL concatenation does not apply when Packet Mode is used.
More than one PDU may be passed to the PL without waiting for an intervening NAD period. Thetime
to tranamit the combined length of the transmission frame, shdl not exceed the maximum tranamit time
dlowed for the network. The PL shdl transmit each transmission unit following the complete PL
procedures with no additiona bits between Interior Transmission Units (except for bit synchronization
when used in Asynchronous Mode). PL concatenation is shown in Figure 23. Note that the Phasing
fied described in 5.2.1.2 shdl precede the first Interior Transmisson Unit only.
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TRANSMISSION FRAME

[Repeat Bit Sync and

“Interior” Bit “Interior” Interior Transmission Units Bit “Interior”
Phasing | Transmission svne Transmission * ok k% ok Svne Transmission
Unit y Unit as needed, within total y Unit

length restrictions]

NOTE: Bit Synchronization is used only
J !q Asynchronous Mode.

~— Y

“INTERIOR” TRANSMISSION UNIT
Transmission Header Data Link Frame
Transmission
Synchronization Flag | Transmission Information

Information | FCS | Flag | Flag | Address | Control FCS | Flag

(variable length) (up to 3345
9 (8 bits) (2 octets) (32 bits) | (8 bits) | (8 bits) | (2-17 octets) | (1-32 octets) octets) (32 hits) | (8 bits)

5.2.1.3 53421 5.3.1 5.3.4.2.5 5.3.4.2.2 5.3.4.2.3 5.3.4.2.4

FIGURE 23. Physca-layer concatenation

5.3.9.4 PDU transmissons. Both datalink layer (DL) and PL concatenation may be used to build a
sngle transmisson frame. All types of operation PDUs, except Type 1 PDUs with the P-bit set may be
concatenated within the same single transmission frame. PDUs are placed in the appropriate
precedence-level queue, with each level queue usng asingle FIFO order. If the firs PDU in the highest
precedence level queue (or only queue) may be concatenated, then other PDUs may be concatenated
with that PDU even if aPDU that does not alow concatenation is queued ahead of them. The PDU that
did not alow concatenation shal be at the head of its appropriate queue for the next net access period.
If the first PDU in the highest precedence level queue (or only queue) does not dlow concatendtion, it
ghdl be the only PDU transmitted in that net access period.

5.3.10 How control. FHow control provides the capability of reducing the allowed input rate of
information to prevent congestion to the point where norma operation may become impossible. The
control-field sequence numbers are available for this service.

5.3.10.1 Type 1 flow control. Type 1 transmissions can be acknowledged or unacknowledged.
Acknowledged and unacknowledged operations can perform flow control using URR and URNR
messages. These messages announce the station’s ability to accept incoming frames.
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5.3.10.2 Type 2 flow control. The N(S) and N(R) are used in conjunction with the V(S) and V(R) to
control dataflow. FHow control isimplemented by the window method. The window defines the
maximum number of unddivered frames a given user may have outstanding. The maximum number (K)
of sequentialy numbered | PDUs that may be outstanding (that is, unacknowledged) & any giventimeis
adata link connection parameter, which shal never exceed 127. The incrementa updating of N(R) acts
as the positive acknowledgment of tranamitted frames up to, but not including, that frame number. The
window flow-control mechanism requires that the highest sequence number tranamitted by the user be
less than the sum of the last received N(R) plusk mod MODULUS (see 5.3.5.2.1). Window size (k) is
afeature that is agreed upon by the users a initidization. The larger the window, the greeter the traffic
loading a given user places on asingle channd (SC).

5.3.10.3 Type4 flow control. Type 4 flow contral is performed usng DRR and DRNR messages.
These messages indicate a ation’ s ability to accept incoming DIA frames. In addition, awindow
method is used to define the maximum number of frames a given sation may have outstanding. The
maximum number of DIA PDUs that may be outstanding (unacknowledged) at any given timeisthe
Type 4 k parameter.

5.3.11 Acknowledgment and response. All UI, DIA or | PDUsthat require an acknowledgment shall
be acknowledged except for the following cases:

a the control field of the received PDU specifies that no acknowledgment is required,
b. the Quiet Mode (described in 5.3.11.2), has been set to ON,

C. the recalving sation is agroup (including globa) addressee only,

d. the receiving station’sindividua addressis not in the address field, or

e. the PDU isinvdid.

5.3.11.1 Acknowledgment. Acknowledgments are applicable for Type 1, Type 2 and Type 4
operations.

5.3.11.1.1 Type 1 acknowledgment. Each PDU, with the P-bit set to 1, shall be responded to before
another PDU istranamitted. Thisis defined as a coupled acknowledgment. All Ul and TEST command
PDUs that have the P-bit set to 1 shal be acknowledged. The RHD procedures (see C.4.2) shdl be
followed by dl stations on the network to alow each responding station an interva in which they can
transmit their response.
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5.3.11.1.2 Type 2 acknowledgment. Type 2 PDUs that require acknowledgment shdl activate the
acknowledgment timer. Type 2 aso uses P and F-bit procedures for acknowledgments, but these P and
F-bit procedures do not involve coupled acknowledgments. The Type 2 operation does not use the
RHD timer, which alows receiving stations to send their acknowledgments during the current net access
period. All acknowledgments are transmitted in another net access period. An | PDU acknowledgment
does not necessarily correspond on a one-to-one basis with the | PDU and does not necessarily apply to
the immediately preceding | PDU.

5.3.11.1.3 Type4 acknowledgment. The DIA PDU shdl activate the acknowledgment timer. The
Type 4 operation does not use the RHD timer. All acknowledgments are sent in another channel access
period. All DIA PDUs are independently acknowledged.

5.3.11.2 Quiet mode. The protocol shdl alow an operator to initiate Quiet Mode as an override
feature that, when invoked, prevents any transmission (including retransmission) without explicit
permission from the operator. As a security festure, the operator shall be able to turn off automatic
transmissions but il continue to receive. Norma protocol exchanges shal occur when the Quiet Mode
isOFF. Only the operator can initiate atransmission when the Quiet Mode is ON. The Quiet Mode
shdl override the Maximum Number of Retransmissions data link parameters. The default vaue of the
Quiet Mode is OFF. If the Quiet Modeis ON during Type 2 operations, the flow control mechanism
and retransmission timers in the remote system will eventually cause the connection to belost. UI, I, or
DIA PDUs received by a gtation with Quiet Mode ON shdl be serviced in the norma way except
nothing will be returned nor queued for later transmission.

5.3.11.3 Immediate retransmisson Certain time critical exchanges require immediate retransmisson if
the acknowledgment is not received in the dlocated response interva.  Thisis accomplished by using the
gpecid address of 3 in the destination field with the Type 1 operation with the P-bit setto 1. All
receiving stations caculate their TP based upon the total number of individua and specid addresses.
The sending gtation shdl not include the specid address 3in its TP caculation and shal schedule any
necessary retransmissions during the longer TP experienced by other stations.

5.3.12 Invdid frame. A frameisinvdid if it has one or more of the following characteridtics:
a not bounded by a beginning and ending flag,
b. too short,

C. too long,
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d. has aninvdid address or control fidd, and
e hasan FCS error.

A frameistoo short if it containslessthan 9 bytes. A frameistoo long if it exceeds the maximum PDU
length as described in 5.3.8.1. Any invaid frame shall be discarded.

5.3.13 Retrangmisson The datalink layer will retransmit a command frame waiting for aresponse.
The default number of retransmissonsis 2, but the data link layer protocol may beinitidized to
automaticaly retransmit 0 to 5times. If the Quiet Mode is ON, no automatic retransmissons shal be
made.

5.3.14 Error detection and correction (EDC). FEC coding aone, or FEC coding in unison with TDC,
may be used to provide EDC capabilities to compensate for errors induced during transmission. If
selected, the FEC process shdl be used to encode the data link frame of 5.3.4. If selected, the TDC
process shal be applied to the FEC-encoded data link frame and to thefill bits. Three modes of EDC
shall be supported: FEC OFF, FEC ON with TDC, and FEC ON without TDC (NOTE: FEC ON
without TDC may be used when the transmission channd provides the TDC capability). The EDC
modes are selectable.

5.3.14.1 Forward-error-correction coding. When FEC is selected, the Golay (24,12) cyclic block
code, described in detail in Appendix F, shal be used for FEC. The generator polynomid to obtain the
11 check hitsshall be

g =X+ X+ + X+ X+ + 1
where g(x) isafactor of X3 +1.

5.3.14.2 Forward-error-correction preprocessng. When either FEC only or FEC/TDC is selected,
data bits shal be divided into a sequence of 12-bit segments prior to Golay encoding. The total number
of 12-bit segments shdl be an integrd number. If FEC/TDC is selected and a coupled acknowledgment
of Type 1 URR, URNR and TEST Response frames with their F-bit set is being tranamitted, the coupled
acknowledgment frame shal be duplicated and then data link concatenated to the end of the origina
coupled acknowledgment frame. This provides a receiving station two opportunities for capturing an
error-free frame without increasing the Size of the transmisson. This shdl not be applied when the four
octets addressing, described in 5.3.4.2.2.1.2, isused. If the data bits do not divide into an integral
number of 12-bit segments, after coupled acknowledgment duplication (as appropriate), then from 1 to
11 zeros (0's) shdl be added at the end to form an integral number of 12-bit segments.
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5.3.14.3 Time-dispersve coding (TDC). TDC hit interleaving may be sdected in unison with FEC.
When TDC is selected, data shal be formatted into a sequence of TDC blocks composed of sixteen 24-
bit Golay (24, 12) codewords (thét is, there are 384 FEC-encoded bits per TDC block). Each TDC
block shdl contain atota of 16 FEC codewords. If the last TDC block of a message contains less than
16 FEC codewords, fill codewords shall be added to complete the TDC block. These 24-hit fill
codewords shdl be created by Golay-encoding an dternating sequence of 12-bit data words, with the
first word composed of 12 ones followed by aword composed of 12 zeros. Thefill codewords shal
dternate until the TDC block isfilled. The TDC block shdl be structured into a 16 x 24 matrix (the
Golay codewords appear as rows), as shown in Figure 24.

A; through A,, are the bits of the first Golay codeword. Ays isthefirst bit of the second Golay
codeword. Each TDC block matrix shall be rotated to form a24 x 16 matrix. The Golay codewords
now appear as columns, as shown in Figure 25. The TDC block is transmitted row by row with the
LSB (A,) of thefirst row fird. At the receiver, the TDC-encoded bit stream shall be structured into a 24
x 16 matrix. Each received TDC block matrix shal be rotated to form the origind 16 x 24 matrix, as
shown in Figure 24. The TDC decoder at the recelver shal perform the inverse of the TDC encoding
process.

Ay Az Az Az
Ao A Asz Aug
A49 A50 A71 A72
A361 A362 A383 A384

Golay Codeword in each row
A1, AZ y ey A231 A24

FIGURE 24. 16 x 24 matrix before interleaving.
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A1 A25 A337 A361
A2 Aze A338 A362
A3 A27 A339 A363
Ay Aus Asgo Asgy

Golay Codeword in each row
AL A251 A337, A361

FIGURE 25. Tranamitter's 24 x 16 matrix after interleaving.

5.3.15 Daascrambling. Data scrambling shal be performed if the transmisson medium does not have

aDC response and there is the possibility that “long” strings of NRZ ones or zeros are transmitted.
Long isaredative term that is dependent on the data rate, the low frequency channd cutoff frequency,
and the channd S/N, since at low SN thereisless margin for DC drift.

a

At the Data Link layer, the Transmission Header sdectsa CCITT V.36 scrambler,
which includes arandomizer function as well as a pseudo-noise (PN) generator. Itis
gpplied indde the FEC (that is, before FEC is applied).

CCITT V.36 scrambling shall not be applied outside the FEC because bit errors at the
receiver will be extended. Inaddition, aCCITT V.33 scrambler, which usesaPN
generator but not arandomizer, is specified for use at the PL. Inahigh BER
environment this extension will become catastrophic. For that reason aCCITT V.33
scrambler, which uses a PN generator but not a randomizer, is specified for use a the
PL (as part of the multi-dwell protocol; see J.3.3). In both cases, thereisavery smal
probability that the interleaving for the Data Link layer scrambler or the fixed PN
sequence for the PL scrambler may do more harm than good. Therefore, they are
individualy sdectable. Both scramblers should not be used a the sametime. If CCITT
V.36 scrambling/descrambling is used, the contents of the 20-gate shift register shall be
initidized to al ones prior to scrambling or descrambling data link frames in each interior
transmission unit. The adverse state detector (ASD) counter shdl be initidized such that
at least 32-bits will have been counted, Sarting from the firgt bit input to the 20- state shift
register, when the first adverse state is detected. The operation of the
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scrambling/descrambling shdl be as shown in Figure 26. Figure 27 illudtrates an example
implementation for the CCITT V.36 scrambling/descrambling.

ALL CCITT V.36
O's < Scrambler ¢
Transmitted Data output from Scrambler
OXFF, OxFF, OxFF, Ox7F, OxDB, 0xB6, 0x65, 0x59,
0x16, Ox61...
ALL CCITT V.36 ¢
O's Descrambler

FIGURE 26. Required CCITT V.36 scrambling/descrambling operation.
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* 5 BIT COUNTER IF (COUNT == 30)
* INCREMENTS AFTER THEN
EACH NEW BIT —P OUTPUT = ‘1’ ——
* ROLLS FROM 31 TO 0 ELSE
OUTPUT = 0’
IF (1)
THEN
SET COUNTER TO 31
ELSE
¥OR  INCREMENT COUNT

XNOR
XNOR
STAGE | STAGE | STAGE STAGE STAGE
B! 2 ; 00@® 00
20 BIT SHIFT REGISTER >
«
Scrambled data/ (
Data Output
p Scramblor Data/Scrambled
Data Input
XNOR.
Descrambler
B B NOTES:
1. SHIFT REGISTER SHIFTS AND COUNTER
XNOR XOR IS SET OR INCREMENTS AFTER EACH
A B C A B C INPUT/OUTPUT
0 0 1 0 0 0
o1 1o o111 2. SHIFT REGISTER INITIALIZED TO ALL ‘1s’
T To o T o AND COUNTER INITIALIZED TO ‘31’ BEFORE
1 1 1 1 1 0 FIRST INPUT/OUTPUT

FIGURE 27. Exampleimplementation of CCITT V.36.

5.3.16 Daalink layer interactions. The datalink layer interacts with both the next higher and next lower
layer to pass or receive information regarding services requested or performed. Three primitives are
used to pass information for the sending and receiving of data across the upper layer boundary.

a Requests for transmission of data are sent by the upper layer, usang the data link layer
(DL) Unitdata Request primitive, with the following parameters:
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DL-Unitdata Request

Message ID

Dedtination(s)

Source

Topology Update ID

Qudity of Service
Precedence
Throughput Requested (Normal/High)
Delay Requested (Normal/Low)
Rdiahility Requested (Normal/High)

DatalData L ength

b. Indications are provided to the upper layer through the DL-Unitdata Indication and DL-
Unitdata Status Indication primitives with the following parameters.

DL-Unitdata Indication
Dedtination(s)
Source
Topology Update ID
Data/Data L ength

DL-Status Indication
Message ID
Dedtination(s)
Acknowledgment Success/Failure
Connection Status
Neighbor detection

C. Descriptions of the above parameters follow:

@

)

3

Message ID isan indicator established by the upper layer in the DL-Unitdata
Reqguest and used to associate a subsequent DL-Status Indication
acknowledgment status with that request.

The destination(s) can be 1 to 16 individua, specid or multicast (including
global) addresses.

The source addressis the individua address of the outgoing link.
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4 Topology Update ID, in a DL-Unitdata Request, shdl contain the most recent
Topology Update ID sent from the upper layer. Topology Update ID, inaDL-
Unitdata Indication, shdl contain the Topology Update Identifier field from the
Transmisson Header.

) Quality of Service parameters are used to determine the service provided by the
datalink layer.

@ Precedence parameters are used by the prioritized transmisson scheme
and are used to order outgoing queues. The precedence levels available
to the network will be mapped into three levels (urgent, priority, and
routine) in the data link layer. Precedence levelsin the network layer
shdl be mapped as shown in Table VII.

(b) Precedence and the other Qudity of Service parameters are used to
select a preferred data link type of procedure. The recommended
mapping shown in Table VI is provided for guidance.

(6) Daa/Data Length is the block of data exchanged between the data link layer and
its upper layer user, and an indication of the data s length.

@) Acknowledgment Success/Failure is an indicator to inform the upper layer whether
adatalink acknowledgment was received from the remote station when high
reliability was requested in a Unitdata Request.

8 Connection Status is an indicator to inform the upper layer if a Type 2 connection
has been established, reset or disconnected.

9 Neighbor detection is an indicator to inform the upper layer when adata link
transmisson is detected from a previoudy unknown station.
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TABLE VII. Network layer to datalink layer precedence mapping.

Networ k Data Link
Precedence Precedence
Critic/ECP
Hash Overide
Flash URGENT
Network Control (NETCON)
I nternet Control
IMMEDIATE
PRIORITY PRIORITY
ROUTINE ROUTINE

TABLE VIII. Mapping intranet TOS fidd to datalink TOS.

TOS STATION CLASS (see5.3.3.5)
D|IT|R Precedence A B C D
0[0fO0 Urgent 1(ACK) 1(ACK) 1(ACK) 1(ACK)
(& other) Priority 1(ACK) 2 1(ACK) 2
Routine 1 (No ACK) 2 4 4
110]|0 Urgent 1(ACK) 1(ACK) 1(ACK) 1(ACK)
Priority 1(ACK) 2 1(ACK) 2
Routine 1 (No ACK) 1(No ACK) 1(NoACK) 1 (No ACK)
011]|0 Urgent 1(ACK) 2 1(ACK) 2
Priority 1(ACK) 2 1(ACK) 2
Routine 1(No ACK) 2 4 2
o(of1 Urgent 1(ACK) 2 1(ACK) 2
Priority 1(ACK) 2 1(ACK) 2
Routine 1(ACK) 2 4 2

Throughput and Reliability (DTR) is 000 or 100.

NOTE: Type 3 Immediate Retransmission isinvoked for Urgent precedence messages when Delay,
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5.4 Network layer.

5.4.1 Intranet protocol. The Intranet layer (IL), layer 3a, has been dedicated to routing intranet packets
between a source and possibly multiple destinations within the same radio network. The IL aso
accommodates the exchange of topology and connectivity information. An Estelle language forma
specification of the IL is available viathe CNR Implementation Working Group World Wide Web page:
http:/Aww-cnrwag.its.disamil.

5.4.1.1 Intranet header. Figure 28 definesthe Intranet header. The Verson Number, Message Type,
Intranet Header Length (HLEN) and Type of Service (TOS) fidds shdl be present in dl Intranet
Headers. When optiond intranet relaying is being utilized dl fields shdl be present in the Intranet Header
as gppropriate based on the topology of the network. The Intranet Header shal be exchanged using Ul,
| and/or DIA PDUs.

MSB LSB
7 6 5 4 3 2 1 0
MESSAGE TYPE VERSION NUMBER

INTRANET HEADER LENGTH
TYPE OF SERVICE

MESSAGE IDENTIFICATION NUMBER

SPARE |  MAX.HOP COUNT

ORIGINATOR ADDRESS

DESTINATION/RELAY STATUSBYTE 1

DESTINATION/RELAY ADDRESS 1
DESTINATION/RELAY STATUSBYTE 2

DESTINATION/RELAY ADDRESS 2

DESTINATION/RELAY STATUSBYTE N
DESTINATION/RELAY ADDRESSN

FIGURE 28. Intranet header.

5.4.1.1.1 Verson. The verson number shdl indicate which verson of theintranet protocol is being
used. The current valueisO.
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5.4.1.1.2 Messagetypes. The message typeisanumber O to 15 which indicates the type of datain the
datafidd of the IL packet. TableX ligsdl the vaid message types. Since the message type field in the
intranet header is dways present in information frames of any link layer type, it is used to determine what
type of datais borne by the information frame. The transmission and reception of al vaid message types
are supported such that systems using MIL-STD-188-220 implementations can support any of the
upper layer protocols corresponding to the valid message types. Systems using MIL-STD-188-220
shdl not be required to use dl the upper layer protocols indicated in the message type fied.

TABLE IX. Intranet message types.

Reserved

I ntranet Acknowledgment
Topology Update

Topology Update Request

| P Packets

ARP/RARP

XNP

MIL-STD-2045-47001 Header
Reserved

Reserved
Segmentation/Reassembly (S'R) Protocol
11to 15 Spare

OR[N0~ [W|IN|F|O

=
o

5.4.1.1.2.1 ARPIRARP. The ARP isdefined in Request For Comment (RFC) 826. All systems shall
be able to respond to an ARP request in accordance with RFC 826. The Reverse Address Resolution
Protocol (RARP) isdefined in RFC 903. For hardware type (ar& hrd) = 22 (CNR), the source
hardware address (ar$sha) field shal contain the data link address (see 5.3.4.2.2). The hardware
address length (ar$hin) field value (specifying the number of octets in the hardware address field) shdl be
et to one octet when the net is configured for 7-bit addressing or to four octets when the net is
configured for 32-bit addressing.

5.4.1.1.2.2 XNP. XNP messages are used for CNR management. See Appendix E.

5.4.1.1.2.3 MIL-STD-2045-47001 header. When st to 7, the Intranet message type field specifiesa
direct connection from the IL to the MIL-STD-2045-47001 Application header. This alows messages
using N-layer pass through to utilize the upper layer services provided by the MIL-STD-2045-47001
header.
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5.4.1.1.2.4 Segmentation/Reassembly (SR) Protocol. When the Intranet Message typeis set to 10, it
specifies a direct connection from the Intranet Header to the Segmentation/Reassembly Protocol header
defined in MIL-STD-2045-47001. Thisadlows messages usng N-layer pass through to utilize the upper
layer services provided by the Segmentation/Reassembly Protocol including segmentation, reassembly,
ETE recovery, and ddlivery to any application as specified within the SR header destination port
number.

5.4.1.1.3 Intranet heeder length. The HLEN shall be the number of octets in the intranet header only.
The minimum length is 3 octets.

5.4.1.1.4 Typeof service (TOS). The TOSfidd in the intranet header is modeled exactly upon the
Internet protocol (IP) TOSfidd, including the Precedence subfield.

5.4.1.1.5 Message identification number. The message identification number shal be a number, 0-255,
assigned by the originating hosts. Together with the originator address it uniquely identifies each packet
being relayed.

5.4.1.1.6 Maximum hop count. The maximum hop count shal be the maximum number of timesthis
intranet packet can be relayed on theradio net. A hop is defined as a single link between two adjacent
nodes. This number is set by the source host and is decremented each time a device receives the intranet
header. If the maximum hop count is decremented to O, the intranet packet shal not be forwarded any
further, however it shal be processed locdly if gpplicable.

5.4.1.1.7 Dedination/Relay daus byte. The Destination/Relay Status Byte (see Figure 29) shall
provide intranet routing information for each destination and/or relay address. In addition, this octet also
selects ETE intranet acknowledgments.

MSB LSB
7 6 | 5| 4 3 2 1] 0
ACK | DES | Relay Type | REL Distance

FIGURE 29. Dedinaion/Reay satus byte.

5.4.1.1.7.1 Digance. The distance subfield specifies how many hops arday address is away from the
originator node. For fina destination addresses which are not reayers, the distance field givesthe
number hops from the originator node to the destination node.

5.4.1.1.7.2 REL. The REL hit when sat indicates that the given node will participate in rlaying.
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5.4.1.1.7.3 Rday type. The Relay Type bitsindicate the type of reaying to be performed. Therelay
types are defined in Table X. The value of O indicates source directed relay defined in Appendix |.

TABLE X. Relay types.

Source Directed Relay

w| N |+ o
&
Q
®

5.4.1.1.7.4 DES. Whenthe DES hit is s, the following addressis at least one of the destinations for
the packet. The following address may aso be a next hop relay for another destination.

5.4.1.1.7.5 ACK. The ACK bit when set requests ETE intranet acknowledgments for the associated
node only. The procedure for ETE intranet acknowledgment follows.

5.4.1.1.7.5.1 Recaving ETE intranet ACK. When a node receives an Intranet Packet with the ACK
bit s, it shdl return an Intranet Acknowledgment packet at the first possible opportunity. The Intranet
Acknowledgment packet shall have the same Message | dentification Number as the received Intranet
Packet. The path specified in the Intranet Acknowledgment packet shall be the reverse path specified in
the recaived Intranet Packet. The Intranet Acknowledgment packet shall specify exactly one destination,
namely the originator of the received Intranet Packet.

5.4.1.1.7.5.2 ETE intranet ACK timeout. When anode sends an intranet packet with the ACK bit set,
it shdl gart its ETE acknowledgment timer. The ETE acknowledgment timer is an intranet parameter
that defines the period within which a sending station shal expect an acknowledgment from the
destination(s). The value of the ETE acknowledgment timer shdl be a fixed factor plus a factor
proportiona to the number of hops required for al destinations to receive the packet. The default value
for the fixed factor shal be 20 seconds. The default vaue for the proportiona factor shall be twice the
vaue of the DL acknowledgment timer, multiplied by the number of hops to the furthest destination. The
maximum value for the ETE Intranet Acknowledgment Timer shdl be 10 minutes (600 seconds).

5.4.1.1.7.5.3 Recelving an intranet acknowledgment packet. When an Intranet Acknowledgment
Packet is received, that destination shall be removed from the list of destinations from which an

88



MIL-STD-188-220C

acknowledgment is required. When dl destinations have acknowledged, no further action istaken at the
IL.

5.4.1.1.7.5.4 Expiration of the ETE intranet ACK timer. When the ETE acknowledgment timer
expires, the sending station shdl retry the transmisson of the Intranet packet. The number of retries shdl
be a vaue between 1 and 4, with adefault of 2. Each retransmisson may use a new path to each
unacknowledging destination. If only one path exists to a destination, that path shdl be used until either
the acknowledgment is received or the maximum number of Intranet retransmissonsis exhaugted. If no
acknowledgment is received after the maximum number of Intranet retransmissons, an IL- Status-

I ndication would be sent to the upper layer indicating acknowledgment failure.

The retransmitted packet shall have a recreated Intranet Header with the same TOS field and Message
Identification Number. The Intranet Header shall be recreated to specify the new path to the destination.
This recreated Intranet Header shall not specify paths to nodes that have aready acknowledged the
message. Thisrecreated Intranet Header shdl not specify paths to nodes from which an
acknowledgment is not required. This recreated Intranet Header shal include pathsto al nodes from
which an acknowledgment is required, but from which an acknowledgment has not yet been received.

5.4.1.1.8 Originator address. The originator address shal be the link layer address of the origineting
node. Both single octet and four octets addressng may be used following the link layer addressing rules
in5.3.4.2.2. Thefour octets of address space shall be preceded by a single octet 32-bit marker
subfield, as per 5.3.4.2.2.2.

5.4.1.1.9 Dedination/Relay address. Theintranet destination/relay address shdl be the link layer
address. It isether the destination address for an intranet packet or the relay address. The extension bit
(LSB) isavailable for use by relaying procedures. Both single octet and four octets addressing may be
used following the link layer addressing rulesin 5.3.4.2.2. The four octets of address space shdl be
preceded by a single octet 32-bit marker subfield, as per 5.3.4.2.2.2.

5.4.1.2 Topology update. Connectivity and topology information of the intranet is essentid for anode
to initiate and/or perform intranet relay. Each node on the radio network needs to determine what nodes
are on the network and whether they are 1 or more hops away. Thisinformation can be partialy
determined passvely by listening to anode straffic at layers 3aand 2 and/or actively by exchanging
topology information. The topology update data structure, defined in Figure 30, has been provided for
nodes in the intranetwork to exchange topology and connectivity information. Appendix H specifies the
procedure for exchanging topology information between nodes.
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aAPAAN
7 6 5 4 3 2
Topology Update Length
Topology Update ID
Node 1 Address
Node 1 Status Byte
Node 1 Predecessor Address
Node 2 Address
Node 2 Status Byte
Node 2 Predecessor Address

Node N Address
Node N Status Byte
Node N Predecessor Address

FIGURE 30. Topology update data structure.

5.4.1.2.1 Topology update length. The Topology Update Length field is the length in octets of topology
update data. Topology Update Length shdl not exceed the maximum transmission unit (MTU) minus 8
octets.

5.4.1.2.2 Topology update ID. The Topology Update ID isanumber from 1 to 255. Together with
the originator’slink layer address, the Topology Update ID uniquely identifies each topology update
generated by the originating node. This number isincremented by 1 every time atopology updateis
generated. The Topology Update ID for the first topology update generated shdl be 1.

5.4.1.2.3 Node address. The Node Addressisthelink layer address of node in the intranet.

5.4.1.2.4 Node status byte. Theith Node Status Byte characterizes the link between originator host
(the host whose address appears in the originator address of the intranet header) and the ith node
predecessor whose address immediately follows the Node Status Byte as defined in Figure 31.

MSB LSB
7 6 5 4 3 2 1 0
QUIET | NR HOP LENGTH LINK QUALITY

FIGURE 31. Node gtatus byte.
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5.4.1.2.4.1 Link qudity. The Link Quality subfied for the ith node provides an assessment of the link
quality between the ith node predecessor and the ith node. The Link Quadlity is set to O if the qudity of a
link isunknown. Increasing Link Qudity vaue infersa poorer link. Link Quality is set to 7 to indicate that
the node is tatic. Static nodes have pre-assigned data link addresses, and do not affect Intranet
Topology asthey enter and leave the network. Table XI ligsthe Link Qudlity vaues.

TABLE XI. Topology link qudity vaues.

Link Quality Description
0 Unknown
1 Best Link
2
3
4
5
6 Worst Link
7 Static Node

5.4.1.2.4.2 Hoplength The Hop Length subfield defined in Table X11 indicates the distance in hops from
the source to the given node. Hop Length = 1 means the node can be reached directly by the source - no
relaysare required. A hop length of O indicates the source node itsdlf or that the source may know that
node should be on the network but does not know whereit is.

5.4.1.2.4.3 NR. The NR bit when st to 1 indicates that the node is not participating as arelayer.

5.4.1.2.4.4 Quigt. The Quiet bit, when s, indicates the node is either in quiet mode or going into quiet
mode and cannat transmit any traffic.
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TABLE XII. Hop length vaues.

Hops Description
0 Unknown
1 0 Relays required
2 1 relays required
3
4
5
6
7 6 or more relays required

5.4.1.2.5 Node predecessor address. Each node maintains intranet topology as routing tree rooted at
itsdlf. For the ith node in the routing tree, the Node Predecessor Addressisthe link layer address of the
node one branch up from the ith node in the routing tree. The predecessor for al nodes within 1 hop of
the originator node, which isthe root of the routing tree is the originator node. The predecessor for dl
nodes n hops away is anode which is 1 hops away from the originator and that can talk directly with the
node n hops away. If the ith node has not been integrated into the source node' s routing tree, the Node
Predecessor Address for the ith node should be set to O.

5.4.1.3 Topology update request message. The Topology Update Request message, Intranet Relay
Message Type 3, conssts of the Intranet Header with one originator and possibly multiple detination
addresses. No Information field is permitted. The maximum hop count and distance field shall be set to 1.
The Reay, Rday Type, and ACK hit shdl be dways zero. The DES bit shal beadways1. The
destination address in the Intranet Header shall be the link layer address to which this request has been
made. The addressing a the link layer may be ether the broadcast address or the individud link layer
addresses.

5.4.1.4 Intranet layer (IL) interactions. The IL (Layer 3A) interacts with both the next higher layer and
next lower layer to pass or receive information regarding services requested or performed. Three
primitives are used to pass information for the sending and receiving of data across the upper layer
boundary.

a Requests for transmission of data are sent by the upper layer, using the IL Unitdata
Request primitive, with the following parameters:

IL-Unitdata Request

Dedtination(s)
Source
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Quadlity of Service
Precedence

Throughput (Norma/High)
Delay (Normal/Low)
Rdiability (Norma/High)
Data/Data L ength

Intranet Message Type
IL-Unitdeta-1D

b. Indications are provided to the upper layer when data is received through the IL-
Unitdata Indication primitive, with the following parameters:

IL-Unitdata Indication
Dedtination(s)
Source
Data/Data L ength

|L-Status Indication
Acknowledgment falure

Intranet Path Status
IL-Unitdata- 1D
C. Descriptions of the above parameters follow:
1 The destination can be 1 to 16 individua or DL multicast (including globd)
addresses.
2. The source addressisthe DL individua address of the outgoing link.
3. Qudity-of-service parameters are used in determining the service provided by

theIL. Quality of service parameters are identicd to those at the DL, described
in5.3.16.c(5).

@ Precedence shal be mapped from the TOSfield (see 5.4.1.1.4) as
follows

PPP  Precedence

111  Network Control

110 Internet Control

101 CRITIC/Emergency Command Precedence (ECP)
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100 Fash Overide

011 Hash

010 Immediate
001 Priority
000 Routine

where the LSB is shown to the right under PPP.

(b) The other Quality of Service parameters shal be mapped from the TOS
fidd (see 5.4.1.1.4) asfollows:

Norma Throughput
High Throughput
Norma Delay
Low Ddlay

Norma Reiahility
High Rdliability

:U:UUUﬁﬁi
RPOpRPOPFrO

(© The ETE intranet acknowledgment procedures described in 5.4.1.1.7.5
shal be used when R=1, and relaying is used to ddiver the message to
any destination of the packet.

4, Data/Data Length isthe block of data exchanged between the IL and its upper
layer (i.e. IP) user, and an indication of the data s length.

5. Acknowledgment Failure is an indicator to inform the upper layer if an Intranet
acknowledgment was not received from the remote station when high rdiability
was requested in an IL-Unitdata Request.

6. Whenever a node becomes reachable or unreachable, an Intranet Path Status
indication is sent to the upper layer identifying the destination link address.

7. Intranet Message Typeisdefinedin5.4.1.1.2.

8. IL-Unitdata- 1D is an indicator established by the upper layer in the IL-Unitdata
Reguest and used to associate a subsequent |1L-Status Indication
acknowledgment status with that request.

5.4.2 Subnetwork Dependent Convergence Function (SNDCF). The 1SO description of the network
layer defines a subnetwork dependent convergence layer, between the intranet and Internet layers. The
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layer dhdl perform the necessary functions to assure that expected services are provided within a particular
subnetwork type for both 1P datagram exchanges and n-layer pass through exchanges. Note that the 1SO
description does not include n+layer pass through exchanges. Implementers shdl insure that the
functiondity to support n-layer pass through is supported. The functions required to converge services
within aMIL-STD-188-220 subnetwork (layers 3a and below) services are: (1) determine the complete
list of IPfina destinations within the subnetwork; (2) determine the associated subnetwork address(es) for
each address, and (3) determine the subnetwork TOS requirements (rdiability, throughput, delay,
immediate retransmission and precedence). The preceding information is contained in the 1P header (for

| P datagram exchanges) or in the application interface (for n-layer pass through exchanges). If the IP
protocol implementation does not provide the required information, the SNDCF must query the upper
layer to “learn” the destinations and TOS. The SNDCF is only active for an IL-Unitdata request from the
upper layer. The convergence functions for a MIL-STD-188-220 subnetwork using n-layer pass through
exchanges or the Selective Directive Broadcast protocol described in RFC 1770 for IP datagram
exchanges are described below.

5.4.2.1 Determine dedtination function The Determine Destination function obtains find destination
information from the upper layer protocol (1P header for |P datagram exchanges or 47001 application
interface for n-layer pass through or the gpplication associated with the Segmentation and Reassembly
protocol for n-layer with SR). For IP datagram exchanges, the I P detination address field of the IP
header is examined fird. If the addressin that fidld isan individua address, broadcast address (dl 1's), or
multicast address (Class D IP address), the Determine Destination function is complete and it passes the
single IP address to the Address Mapping Function. If the IP destination addressis a directed broadcast
address, (al onesin the host portion of the IP address only) the network portion of the IP address (NET
ID) is compared to thelocal NET ID. If the NET ID portion of the directed broadcast addressis not the
same asthelocal NET ID, the single I P directed broadcast addressis passed to the Address Mapping
function. If the NET ID portion of the directed broadcast IP addressis the same asthe local NET 1D, the
Determine Degtination function examines the IP option field for the presence of the multi-address IP option
(selective directed broadcast). If the option is present, the list of individua 1P addresses contained in the
option is passed to the Address Mapping function. If the option is not present, the single I P directed
broadcast address is passed to the Address Mapping function. For n-layer pass through exchanges, (both
47001 direct connection and SR) the interface shdl provide the necessary addresses using the IL
Unitdata Request primitive.

5.4.2.2 Address mapping function The SNDCF Address Mapping function is provided one or more
addresses from the Determine Destinations function. The Address Mapping function determines the data
link address(es) associated with an | P address or with the addresses provided in the IL Unitdata Request
primitive. The Address Mapping function accesses an information base to determine the DL addresses
associated with | P addresses or the addresses provided from the Application. Application broadcast
address(es), IP broadcast (dl 1's) addresses and directed broadcast address for the loca subnetwork
are mapped to the data link global address.
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5.4.2.3 Typeof sarvice (TOS) function. The SNDCF TOS function obtains the requirements from the IP
TOS header fidld or the IL Unitdata Request primitive. The vauesin the field are provided to the IL
protocoal.

5.4.2.4 Intranet send request. After the SNDCF layer performs dl of itsfunctions, it issuesan IL-
Unitdata Request that includes the list of data link addresses and the TOS data.
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6. NOTES

(This section contains information of agenerd or explanatory nature that may be helpful, but is not
mandatory.)

6.1 Subject term (key word) listing. The follow key words and phrases apply to this document.

CNR

Combat Network Radio

Data Communications Protocol
DaaLink

Error Detection and Correction
I nteroperability

Intranet

Logica Link Control

MAC

Media Access Control

NAD

Network Access Delay
Packets

Radio

Reay

Tactica Internet

6.2 Issue of the DoD index of specifications and sandards. When this document isused in
procurement, the gpplicable issue of the DoDISS will be cited in the solicitation.

6.3 Interoperability condgderations. This section addresses some of the aspects that termina designers
and systems engineers should consider when gpplying MIL-STD-188-220 in thelr communications
system designs. The proper integration of MIL-STD-188-220 into the totd system design will ensure
the interoperability of stations that exchange information over a data communications link conssting of a
DMTD, atransmission channd, and aDMTD or C*I system.

6.3.1 Transmission channd. For the purpose of this document, the transmission channd (from the
tranamitter to the receiver) is conddered transparent to the DMTD subsystem. However, the
transmisson channe will be interoperable within itself. The transmisson channel may be secured or non
secured, using such media as line-of-sight (LOS) radio, high frequency (HF) radio, wirdine, and satdllite
communications (SATCOM).
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6.3.2 Physcd interface. The specific detalls of the physical interface for connecting DMTDs to the
equipment that implements the transmisson channel are beyond the scope of this document. The actua
physical connections will depend on the interface characteristics required by the particular transmission
equipment. These unique physical interface characteristics may be defined in the equipment
gpecifications or in technica interface specifications. Therefore, the requirements for the dectrica
features (such as data, clock, and control) and mechanical features (such as connectors, pin assgnments,
and cable) of the connection between the DMTD and the associated transmission channdl equipment are
|eft to the equipment designer. The design philosophy isthat what appears a the input end of the
transmisson channel should be the same at the output end. Implementation notes for effecting aworking
interface to specific radios are provided in the following subparagraphs.

6.3.2.1 SINCGARS sysem improvement program (SIP) recaiver/tranamitter (R/T) interface. TheDTE
(DMTD or C*I system) interacts with the DCE viaan X.21 datainterface and an External Control
Interface. When the precedence leve of the transmission changes, the DTE will set the precedence level
for the new transmisson via the Externd Control interface. This precedence level will correspond to the
frame with the highest precedence vaue within the series of concatenated frames.

Information on interfaces for SINCGARS ASIP radios can be found in the following reference:

| nterface Control Document (1CD) Title

A3266178 SINCGARS ASIP — RT1523E Advanced
SINCGARS SIP Interface Control Document

6.3.2.1.1 Carrier sense multiple access (CSMA) network access. Although dl SNCGARS SIPR/Ts
in agiven network are not required to use the same CSMA dot offsats and limits for voice and/or
precedence levels, it is highly recommended that the same dot settings be used within anetwork. All
SINCGARS SIP R/Tsin anetwork will be usng the same dot width (18ms- FH; 54ms - SC) and the
same mode of operation (plain text or cipher text).

6.3.2.1.2 Network busy sensing and receive tatus. The presence of multiple gations on asingle
random access communications network requires voice/data Network Busy Sensing and the use of
NAC to reduce the possibility of data collisons on the net. The combined Data and V oice Networks
require cooperation between the DTE (DMTD or C*I system) and the DCE.

The DCE indicates the presence of receive data and voice viathe X.21 Indication line“1” sgnd. A
precise determination of the network statusis obtained viathe X.21 DTE Recelveline“R” signd in
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|=OFFandR=1s-> Idle/Transmission Completed
| = OFF and R = Fags-> Data being transmitted
| =ON and R = FHags-> Data being received

I=ONandR=1s-> Voice operdtion if this condition perssts for more than 750
msec. From 0 to 750 msec theradio is busy, but voice or data
reception can't be determined until either the presence of flags
on the R-linefor data or the expiration of 750 msec when voice
reception is assumed.

The transmission of data takes effect by driving the X.21 Control line“C” (push-to-talk) and DTE
Trangmit line“T”, asfollows:

Verify | =OFFand R =1's, then assert C = ON and send flags T = Hags
Veify | = OFF and R = Flags, then transmit data T = Data
Upon transmit completion, assert C=OFFandsend T=1's

The time between the SINCGARS SIP R/T detection of network busy and the determination of network
busy with voice is added to any suspended timers. Thetimers are suspended in the INC only after
network busy with voiceisindicated. Therefore, adding the time period in which the radio detects
network busy with “something” until network busy with voice is determined accounts for the period of
time voice was actudly present.

6.3.2.1.3 Network timing modd parameters. The Network Timing Modd is described in Appendix C.
The mode defines parameters necessary to insure interoperability. 1t isimportant to insure that all
systems participating in a network use the same parameter values. Parameter values are provided in a
separate document entitled “MIL-STD-188-220 Media Access Configuration (MAC) Parameters and
Parameter Vaues’'. These parameters and vaues should be utilized by al systems.

6.3.2.1.4 Other SSINCGARS SIP implementation detalls.

a The RE-NAD dot assgnment for Type 3 PDUs is offset=0, limit=0. The “offset” isthe
number of the first dot while the “limit” is the number of dots associated with the
particular parameter (e.g., aprecedence level). Offset=0, limit=0 means thereisno
randomized delay associated with the Type 3 PDUs or the returned Type 3
acknowledgmentsin the SIP R/T due to the RE-NAD process. The 0-second
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Immediate Mode scheduler is used with these PDUs and returned acknowledgments so
that no additiona randomized delay isincurred from the INC (where the scheduler is
implemented).

b. The SINCGARS SIP R/T does not manipulate any traling flags included in the data
stream presented to it. These flags are tranamitted over the air.

C. From the SINCGARS SIP R/T perspective, any trailing flags are part of the data stream
and should be caculated into DATA.

d. The DTE (e.g. INC) will achieve synchronization with the SINCGARS SIP R/T within
four flag sequences. Datamay be sent upon detection of avalid flag sequence.

6.3.2.2 SINCGARS integrated COMSEC (ICOM) R/T interface.

Information on interfaces for SINCGARS ICOM radios can be found in the following reference:

| nterface Control Document (1CD) Title
A3017864 SINCGARS ICOM — Receiver- Tranamitter
Radio RT-1523

6.3.2.2.1 NRZ physica interface between DTE and R/T. The SINCGARS ICOM digita data
interface to aDTE is a synchronous, unbaanced, haf-duplex serid interface.

a The sgnaing format is NRZ, a voltage levels competible with those specified in MIL-
STD-188-114A for asingle receiver load termination.

b. Digital datarates of 600, 1200, 2400, 4800 and 16000 bps are supported by the
ICOM R/T. When a data rate below 16000 bps is selected at a transmitter, a Data
Rate Adapter (DRA) interna to the ICOM converts the data to 16000 bps, using
mgority logic FEC techniques.

C. The ICOM R/T dso provides areceive squelch indication to the DTE when channd
activity is sensed.

6.3.2.2.2 Network busy sensing and receive status. Network Busy Sensing provides a mechanism to
manage channe access among members of a common network. Without managed channd access,
multiple stations atempting Smultaneous transmissions will collide, degrading network performance.
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Managing channd access dso minimizes the network performance loss due to mixing both voice and
datain a common net.

a

For both voice and digitdl data receptions, the DCE provides areceive squelch

indication viathe Anaog Data Mode Control_Not (ADMC_N) line. ThisADMC_N
squelch indication is a composite signd from severd internd sources. Using thissignd,
the worgt-case network busy detect times are 350 msec for FH and 100 msec for SC.

For digital data receptions, the DCE presents a synchronous clock on the Digitd Data
Clock Out (DDCO) line. ADMC_N will typically precede DDCO for dl digital data
receptions. The exception isfor PT 16000 bps data, when both ADMC_N and DDCO
will be coincident.

For voice receptions, the DCE will provide areceive squelch indication viaADMC N,
but will not present DDCO.

If both ADMC_N and DDCO are consdered as binary sgndls, there are four possible
indications which aDTE can useto infer network status. Table XI11 summarizes the four
possible recalve states and thelr interpretation.

TABLE XIIl. SINCGARS ICOM receive states.

ADMC N Active ADMC N Inactive

DDCO Active

Digitd data reception Not Applicable

DDCO Inectiv

e Voicereception RTide

6.3.2.2.3 Netw

ork timing model parameters. The Network Timing Modd is described in Appendix C.

Parameter values are provided in a separate document entitled “MIL-STD-188-220 Media Access
Configuration (MAC) Parameters and Parameter Values'. These parameters and values should be
utilized by dl systems.

6.3.2.3 HAVEQUICK Il R/T interface.

6.3.2.3.1 Network timing modedl parameters. The Network Timing Modd is described in Appendix C.

Parameter values are provided in a separate document entitled “MIL-STD-188-220 Media Access
Configuration (MAC) Parameters and Parameter Vaues'. These parameters and values should be
utilized by al sysems.
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6.3.2.4 COMSEC interoperability. The COMSEC function provides alink encryption capability. In

the traditiond COMSEC mode of operation, the COM SEC function (normaly implemented in ancillary
equipment) is consdered part of the transmission channd. In the embedded COMSEC mode, the
COMSEC functionisan integrd part of the DMTD subsystem.

6.3.3 Daalink layer. The following implementation details should be consdered when implementing the
DL of MIL-STD-188-220:

a

Thefirg bit of the Transmisson Heeder that is tranamitted (after the flag) will be the FEC
selection bit and the last bit transmitted will be bit 9 of Figure 10.

The last 2 sentences of 5.3.1 saysthat the TDC block for the 12-bit TWC and 64-bit
Transmisson Header contains seven 24-bit codewords, encoded as a 168-hit TDC
block. 5.3.14.2 saysthat if the (12+64=76, plus afew inserted zeros) data bits do not
divideinto an integra number of 12-bit segments, fill bits of zeros are added to the end.
Note that this does NOT require the PL to parse the Transmission Header, since the
length of the Transmission Heeder isfixed a 64 bits (see Figure 9).

Rdiable broadcast involves the need for stations to return an acknowledgment to the
originator of messages that are received with only the globa data link address (see
5.3.4.2.2.2.2.7) -- the broadcast address is used at higher protocol layers) -- and the
recelving station is not individualy addressed in the message. There is no requirement
for reliable broadcast at the Intranet or Data Link layer.

Type 4 acknowledgments (DRR and DRNR are discussed in 5.3.7.3.5.3.1.2 and
5.3.7.3.5.2.3, respectively) may be transmitted twice. The second transmission of the
DRR/DRNR should be concatenated with other datalink frame transmissons. The DTE
should not access the network merdly to transmit the second DRR/DRNR.

When a gation receives an out-of-sequence | frame (see 5.3.7.2.5.4) it may send either
an REJ or SREJ, depending upon whether the station can perform resequencing. A
gation should send SREJ when it can resequence received | frames and should send
REJ otherwise.

N4 (see 5.3.8.1.1.c) isthe number of permitted re-transmissons. The number of times
that a message may be transmitted is N4+1.

The following definition of Quiet Mode (see 5.3.11.2) will be used: When a gation can
not determine whether another station isin Quiet Mode, it should assume that the station
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isnot in Quiet Mode. The fact that a station has entered Quiet Mode will be known
globdly over the Internet. While there is a possibility that some stations will not get the
information, or will ignore the information; the protocol will not try to fix the problem.
Specificaly, thereis no requirement for the last relayer to issue a proxy acknowledgment
for stations that are operating in Quiet Mode.

6.3.4 Intranet layer. The following implementation details should be considered when implementing the
DL of MIL-STD-188-220:

a

Relayers optionally may collapse the Intranet Header to remove addresses that are not
on the path to or from the relaying node (see 5.4.1.1.7.5.1). The destination node
would gill have sufficient information to return an acknowledgment. Interoperability is
not affected because the complete path between originator and destination is not
corrupted. Collgpsing the Intranet Header would minimize bandwidth utilization but
would probably increase processing time at each relayer and could destroy information
that might be useful to network management functions.

The source node will be included asthe first entry in every Topology Update (see
5.4.1.2) sent by the INC. The Node Address and Node Predecessor will be set to the
gtation ID (link address) of the source node. The Quiet and Non-rday Status bitswill
be st to that station’s current status. The hop length field will be setto 0. The
remaining entriesin the Topology Update have no implied ordering. A node aware only
of itsdf will generate an initid update containing judt its own entry.

Topology Update messages (see 5.4.1.2) are broadcast unreliably.

In the Topology Update Data Structure (Figure 30), the “node address’ and “node
predecessor address’ (see 5.4.1.2.3 and 5.4.1.2.5, respectively) have been
implemented in the INC and the IDM in the following manner, for Sngle octet addressng
only:

Both of these addresses are “ the link address of the node in the Intranet” .
The link addressis seven bitslong (see 5.3.4.2.2.1). As such, bits 0 through
6 contain the “ link address’ used in the node address and node
predecessor address. Bit 7 will be zero. Note: The C/R bit and the
extension bit associated with the link address will not be used in the
Topology Update Data Sructure.

Topology Update (see 5.4.1.2) and Topology Update Request messages (see 5.4.1.3)
use Data Link Type 1, unacknowledged, procedures.
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The precedence of Topology Update (see 5.4.1.2) and Topology Update Request
messages (see 5.4.1.3) is user defined.

Recelving a Topology Update Request (see 5.4.1.3) indicates an operationd two-way
(bi-directiond) link.

It ispossible for the Min_Update Per parameter (see H.4.4.2) to take different values
on anode-by-node basswithin anet. Thereis essentially no problem unless one of the
nodes takes the value 0. Assume node A has thisvalue set to 0. Node A is not
permitted to respond to topology requests. Nodes without traffic for this node issue
topology update requests to try to set up links. Node A does not respond. Once a
node (eg. B) setsup avdid link with alink layer acknowledgment, a topology update
ligting this connection is advertised. All other nodes without alink will switch to a2-hop
path usng node B as arelayer to node A. Therefore, it islogicd that the
Min_Update Per value should be set on a network-wide bass. An dternative solution
isavalable The non-participant can announce thisfact in a Topology Update message
that identifiesitself in the Node 1 Address field and the Node 1 Predecessor Address
field and by setting the NR bit in the Node 1 Destination/Status Byte.

1.5.3 presents the solution to Source Directed Relay Example 3 as C-E-F-G-H-D. An
equdly vdid solution is D-C-E-F-G-H.

6.3.5 CNR management process.

a

The CNR Management process is recommended to reduce operator burden by
providing automated support for the management function.

Thereis no requirement to respond to an XNP Join Request message (see E4.2.1). If
operationa conditions permit, an interval timer may be used to schedule the
retransmission of an XNP Join Request message (see E.6.2).

6.3.6 Interoperation with internet protocols (1Ps).

a

The Technica Architecture requiresthe IP protocol. Systems implementing Intranet
message type 7 (MIL-STD-2045-47001 Header) will dso implement Intranet message
type 4 (IP Packet).
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Figure 4 of RFC 791 (Internet Protocol) is interpreted as having the LSB on the
RIGHT. This meansthat the Internet Header Length (IHL) field will be tranamitted
before the Verson Number by the MIL-STD-188-220 lower layers.

Message exchanges using this sandard over CNR should be accomplished using User
Datagram Protocol (UDP). Transmission Control Protocol (TCP) should be reserved
for upper layer services that require Transport layer rdidbility.

The Internet Address Numbering Authority has assigned open shortest path first (OSPF)
2 interface Type Vaue 85 for CNR.
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APPENDIX A

ABBREVIATIONS AND ACRONYMS

A.l. Gengd.

A.1.1 Scope. Thisagppendix used to contain alist of abbreviations and acronyms pertinent to
MIL-STD-188-220. The definitions are in section 3 of this sandard. This appendix isleft blank to
maintain gppendix conformity.
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APPENDIX B

DoD Standardized Profile Implementation Conformance Statements (DSPICS)
Requirements Ligt (DPRL)

B.1 Generd. Thisappendix providesthe DoD Standardized Profile Implementation
Conformance Statements (DSPICS) Requirements List (DPRL) for implementations of Combat
Net Radios. Animplementation’s completed DPRL is called the DSPICS. The DSPICS dates
which capabilities and options had been implemented.

The main part of this gopendix is afixed-format questionnaire divided into a number of mgor
subclauses; these can be divided into further subclauses each containing a group of individua
items. Answersto the questionnaire items are to be provided in the Support column by Smply
marking an answer (i.e., by checking the applicable entry) to indicate arestricted choice (Yesor
No) or by entering avaue or a set of range of vaues.

The structure of the DSPICS questionnaire consists of 3 main sections:

Q) Physcd Layer

2 DataLink Layer

3 Network Layer [Intranet and Subnetwork Dependent Convergence
Function (SNDCF)]

An item identification number in the firgt column identifies each item. The second column
contains the statement of function or the question to be answered. The third column contains the
reference to the materid that specifies the item in the main body of the standard. The next two
columns record the status of the item — whether support is mandatory, optiond, prohibited or
conditional — and provide the space for answers. The last column is used to list comments by
thelr numerica endnote designator.

An implementer shows the extent of compliance by completing the DPRL. That is, compliance
to al mandatory requirements and the options that are not supported are shown. The resulting
completed DPRL iscalled aDSPICS. If aconditiona requirement isingpplicable, use the No
choice. If amandatory requirement is not satisfied, exception information must be supplied by
entering areference Xi in the Notes column, where i is a unique identifier, to an accompanying
rationde for the noncompliance.

B.1.1 Scope. Thisappendix contains the minimum set of MIL-STD-188-220 features required
for joint interoperability. It isintended to guide system developers and users. The following can
use the DSPICS:

(@) the protocol implementer, as a checklist to reduce the risk of falure to conform to the
gtandard through oversght
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(b) the supplier and acquirer or potentid acquirer of the implementation, as a detailed
indication of the capabilities of the implementation, stated relative to the common
basis for understanding provided by the standard DSPICS proforma

(c) theuser or potentid user of the implementation, as abassfor initidly checking the
possihility of the interworking with another implementation (note thet, while
interworking can never be guaranteed, failure to interwork can often be predicted
from incompatible DSPICSs)

(d) aprotocol tester, asthe basis for selecting appropriate tests against which to assess
the clam for conformance of the implementation

B.1.2 Application Thisagppendix isamandatory part of MIL-STD-188-220. Thisinformation
contained herein isintended for compliance. The DSPICS will take precedence over the
standard.

B.2 Applicable documents. None.

B.3 Notation. The following notations and symbols are used in the DPRL to indicate the status
of features:

Satus Symbols

M - mandatory

M.<n> - support of every item of the group labeled by the same numerd <n> required,
but only oneisactive a atime

@) - optiona

O.<n> - optiond, <n> isthe number of optiona selections

P - item number

P.O.<n> - parent item number of this option and number of options related to the parent
when there is more than one

C - conditiona

- - non-gpplicable (i.e. logicaly impossible in the scope of the profile)
X - excluded or prohibited
i - out of scope of profile (left as an implementation choice)

In addition, the symbol “- " is used to indicate an option whose statusis not congtrained by the

profile (status in the base standard). The O.<n> notation is used to show a set of selectable
options (i.e., one or more of the set must be implemented) with the same identifier <n>.
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Notations for Conditional Status
The following predicate notations are used:

<predicate>:: This notation introduces a group of items, al of which are conditiona on
<predicate>.
<predicate>: This notation introduces a single item, which is conditiona on <predicate>.

In each case, the predicate may identify a profile feature, or a Boolean combination of predicates.
(“~" isthe symbol for logical negetion.)

<index>: This predicate symbol means that the status following it goplies only when the
DSPICS dates that the features identified by the index are supported. Inthe
amplest case, <index> istheidentifying tag of asngle DSPICSitem. The
symbol <index> aso may be a Boolean expression composed of severd indices.

<index>:: When this group predicate is true, the associated clause should be completed.

Support Column Symbols
The support of every item as claimed by the implementer is stated by checking the appropriate
answer (Yesor No) in the support column:

Yes Supported by the implementation
No Not supported by the implementation
- Not gpplicable

B.4 Implementation requirements. MIL-STD-188-220 requirements are described in Section 5
and AppendicesB, C,D, E, F, G, H, I, J K and L. Thisappendix categorizes requirements,
identified by MIL-STD-188-220 paragraph numbers, as Mandatory, Conditional or Optional.
Unless otherwise specified, the category assigned to a requirement gppliesto al subordinate
subparagraphs for the requirement. Fully compliant systems shal implement all mandatory and
conditiona requirements. Minimadly compliant syssems shdl implement al mandatory
requirements and some conditional requirements as described in this appendix.

B.5 Ddailed Requirements.

B.5.1 Physcal Layer
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ANNEX A (normative)

Al MIL-STD-188-220C Profile Protocol Stack
MIL-STD-188-220C Layers Base Standard
INTRANET LAYER 54
DATA LINK LAYER 53
PHYSICAL LAYER 51&5.2
A2 Implementation | dentification
Supplier

Contact point for queries about the DSPICS

Implementation Name(s) and Version(s)

Other information necessary for full identification
(e.g. name(s) and version(s) of machines and/or

operating systems, system name(s))
A21 Protocol Summary

Identification of Protocol Military Standard, Interoperability Standard for Digita

Specification Message Transfer Device Subsystems, MIL-STD-188-220C.
Military Standard, Interoperability Standard for Digital
Message Transfer Device Subsystems, MIL-STD-188-220C.
Am.: Corr.:

Identification of amendments and Am. Corr.:

corrigenda to the DSPICS AL Cort-

Proforma. m.: orr..
Am.: Corr.:
Am:: Corr..

Protocol Version(s) supported

Date of Statement
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The following tables give the DPRL for the MIL-STD-188-220 Intranet Layer, Data Link Layer and Physica Layer.
The support column describes the implementation.

A31 Basic Requirements
Item
. Protocol Feature Reference Status Support Notes
(series)
100 Physcd Layer 5.1and 5.2 M Yes No__
200 DataLink Layer 5.3 M Yes No
300 Network Layer 54 M Yes No
301 Intranet Layer Protocol 54.1 M Yes No__
Subnetwork Dependent
302 Convergence Function (SNDCF) 542 M ves _No_
A4 Physical Layer DPRL
Item Protocol Feature Reference Status Support Notes
100 Physcd Layer 51 M Yes No
The physicd layer (PL) shall
provide the control functions
100.a required to activate, maintain, and 51 M Yes No__
deactivate the connections
between communications systems
. 51.1and
101 Transmisson Channd Interfaces : Yes No
Appendix L
102 Physical Layer Protocol 52 Yes No__
A4l Transmission Channel Interfaces
Item Protocol Feature Reference Satus Support Notes
101 Trangmisson Channd Interfaces 511 an_d M Yes No
Appendix L —
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A.42 Physical Layer Protocal
[tem Protocol Feature Reference Status Support Notes
102 Physical Layer Protocol 52 M Yes No__
102.1 Physica Layer PDU 521 M Yes No__
Thetrangmisson frame shdll be
102.1.a the basic PDU of the PL 521 M Yes No__
102.1.1 Communication Security Preamble 5211 o Yes No
and Postamble —
COMSEC preamble fidd shdl be
102.1.1.a | usedto achieve cryptographic 5211 102.1.1:M Yes_ No__
synchronization over the link
COMSEC pogtamble field shdll
be used to provide an end-of- _
102.1.1.b transmission flag to the COMSEC 5211 102.1.1:M Yes No
equipment at the recaiving tation
102.1.2 Phasing 5212 O Yes No__
Phasing shdl be agtring of
aternating ones and zeros, ,
102.1.2.a beginning with aone, sent by 5212 102.1.2:M Yes No
DTE
For Packet Mode interfaces, the
102.1.2.b | length of thisfield shal be 0 5212 412.1.1.6:M Yes No
(zero)
10213 | Lomisson Syndvonizztion 5213 M Yes No__
Asynchronous Mode
102.1.3.1 | Transmission Synchronization 52131 0] Yes No__
FHdd
102311 Frame synctvonization sbfidd (521,311 102131M | Yes No__
102131 Frame synchronization subfield
1a e ghdl consg of one-of-two fixed |5.2.1.3.1.1 102.1.3.1:M Yes No
' 64-hit synchronization pattern
102131 Thereceiver shal correlate for
1b U the frame synchronization 521311 102.1.3.1:M Yes No_
' pattern
102131 A pattern shall be detected if 13
1c U or fewer bitsare in error with 521311 102.1.3.1:M Yes No_
' nortinverted or inverted data
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Item Protocol Feature Reference Saus Support Notes
If the correlation detects an
inverted synchronization
102.1.3.1. pattern, all received data shall :
14 be inverted before any other 521311 102.1.3.1:M Yes No
received processing is
performed
If the frame synchronization
subfield is detected before the
102.1.3.1 robust frame synchronization
1 T subfidd, the receiver shdl 521311 102.1.3.1:M Yes No
e :
assume the optional robust
processing is not requested for
this transmisson
If the robust frame
synchronization paternis
102.1.3.1 detected, the robust frame
T format subfield shall be 521311 102.1.3.1:M Yes No__
' decoded to determine what
physica levd processng is
required for data reception
If the robust frame
102.1.3.1. synchronizetion pattern is used, :
1g the frame synchronization 5.2.1.3.1.1 102.1.3.1:M Yes No__
pattern shal not be used
102.1.3.1. - :
5 Robust Frame Format subfield 521312 102.1.3.1.0 Yes No__
The robust frame format
subfield shdl be formetted with
102.1.3.1. multi-dwell mgjority vote 3 out 102.1.3.1.2:
2a of 5BCH (15,7) coding and no | >> 1312 M Yes No__
scrambling or convolutiona
encoding
292434 Message Indicator 521313 o Yes No__
202311 rwe apfied 521314 102131M | Yes No__
The TWC cdculaion shdl )
2231 indudethelength of the TWC  [5.21.3.1.4 10205141 ves No_
' and datafield
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Item Protocol Feature Reference Saus Support Notes
If the number of bitsin the data
fiedd will not be evenly divisble
by 16, the word count shall be
rounded to the next higher
102.1.3.1. integer and a variable number 102.1.3.1.4:
4.b of zeros, 0 to 15, shdl be 521314 M Yes _No__
appended after the find link
layer frame in order to make the
Trangmisson Unit anintegrd
number of 16-bit words
102.1.3.1. These zeros shdl not be subject  |5.2.1.3.1.4 and 102.1.3.1.4: Yes No
4.c to FEC or TDC G.3.7.13 M —
Synchronous Mode Transmission
102.1.3.2 Synchronization Fidld 52132 M Yes No
102.1.3.2. o , 5.2.1.3.2.1 and
1 Frame Synchronization subfield 521311 M Yes No__
102.1.3.2. : 5.2.1.3.2.2 and
5 Robust Frame Format subfield 5213192 @) Yes No__
102.1.3.2. , 5.2.1.3.2.3and
3 Message Indicator 521313 @) Yes No
102.1.3.2. . 5.2.1.3.2.4 and
4 TWC subfidd 521314 M Yes No__
Packet Mode Transmission
102.1.3.3 Synchronization Fidd 52133 o Yes No__
When aDTE hasdatato send to
the radio (DCE) it shal tranamit
102.1.3.3 flagsonthe'T lead until flags
a A are received from the radio 52133 102.1.3.3:M Yes No
(DCE) onthe ‘R’ lead, then data
shdl be sent to the radio (DCE)
onthe'T" lead
102.1.3.3 A variable number (at least one)
b e of lead flags shdl be tranamitted 5.2.1.33 102.1.3.3:M Yes No
prior to the actual data
On the receive Sde, theradio
1021.33.| (DCE)shdlsendatleastore |, 53 102133M | Yes No__
Cc flag prior to the data it sends to
the DTE
102.1.3.4 Multi-dwell Protocol 52134 O Yes No
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The PL shdl use the data length
102.1.34 information to determine the
o | most efficient multi-cwell 5.2.1.3.4 102.1.3.4:M Yes No__
parameters to use for data
transmission.
102.1.4 Datafied 5214 M Yes No__
The datafield shdl contain the
sring of bits, comprising the
Transmission Header and
concatenated data link frames,
102.1.4.a | created by thedatalink layer 5214 M Yes No__
following the procedures for
framing, zero bit insertion,
concatenation, FEC, TDC, and
scrambling.
102.1.5 Bit Synchronizetion fidd 5215 102.1.3.1.0 Yes No__
Thisfied shdl be used to provide
102.1.5.a | therecaver asgnd for re- 52.15 102.1.5:M Yes No
establishing bit synchronization
The bit synchronization fidd shdll
be a 64-hit pattern that conssts of 102.1.5and
102.1.5.b alternating ones and zeros, 5215 209.4'M Yes No
beginning with aone.
102.2 NAC reated indications 522 Yes No
Upon detection of anet busy, the
102.2.a net busy indicator shall be set 5.2.2 Yes No_
The net busy sensing indicator
shdl be reset when neither digital 522and
1022 data nor voice is detected by the Cc41 M Yes_No_
net busy senang function
102.3 PL to upper layer interactions 523 M Yes No
102.3.a g-;;”'tdata Request oataldata |55 5 5 102.3:0 Yes No_
102.3b F;]'gtlﬂ]”'tdaa Indication dataldata | g 5 5, 102.3:0 Yes No__
102.3.c PL-Status Indication net activity 5.2.3.c 102.3.0 Yes No_
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A5 Data Link Layer DPRL
[tem Protocol Feature Reference Status Support Notes

200 DataLink Layer 5.3 M Yes No

The datalink layer shdl provide

the control functions to ensure the

trandfer of information over
200.a established physicd paths, to 53 M Yes No__

provide framing requirements for

data, and to provide for error

control
201 Transmission Header 531 M Yes No
202 Net Access Control (NAC) 5.3.2 M Yes No_
203 Types of Procedures 533 M Yes No__
204 DataLink Frame 534 M Yes No
205 Operationd Parameters 535 M Yes No
206 Commands and Responses 5.3.6 M Yes No__
207 Description of Proceduresby Type  |5.3.7 M Yes No
208 DaalLink Initidization 538 M Yes No
209 Frame Transfer 5.3.9 M Yes No_
210 Flow Control 5.3.10 M Yes No
211 Acknowledgement and Response 5311 M Yes No__
212 Invdid Frame 5.3.12 M Yes No
213 Retransmisson 5.3.13 M Yes No__

. . 102.1.3.1:M Yes No__
214 Egri Ee‘aﬁg”mﬁe?’”w' on(not 15314 102132M | Yes No_
P 102.1.3.3:X No
215 Data Scrambling (not used in 5315 o Yes No
packet mode)
216 DataLink Layer Interactions 5.3.16 @) Yes No__
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Ab51 Transmission Header
ltem Protocol Feature Reference Satus Support Notes
201 Transmisson Header 531 M Yes No
The TWC, MI and Transmisson
Heeder shdl have Golay FEC
201.a applied when operdting in the 5.3.1 M Yes No__
Asynchronous and Synchronous
modes
TDC (7x24) hit interleaving shal
be goplied in unison with the FEC
20L.b on the TWC and Transmisson 3.1 M Yes_No_
Header
The datashdl be formatted into a
TDC block composed of seven (7) |5.3.1and
20Lc 24-bit Golay (24,12) codewordsin |5.3.14.3 M Yes _No
amanner analogous to 5.3.14.3
201.1 Sdection Bits 5311 M Yes No__
Scrambling, if used, shdl be
applied before any FEC and TDC
is applied. FEC, TDC and 102.1.3.1:0 Yes No__
201.1a scrambling are not gpplied when 5311 102.1.3.2.0 Yes No__
the Packet Mode Interface 102.1.3.3:X No
described in L.4.1.6 isused &t the
PL.
201.2 Topology Update Identifier 5312 M Yes No__
This subfield shdl contain the
least significant three bits of the 5312 and
201.2.a Topology Update ID used in the 5' 4' 1'2 M Yes No
most recent Topology Update T
message
If no Topology Update messages
201.2.b have been sent, this subfield shall 53.1.2 M Yes No
be dl zeros
201.3 Tranamisson Queue Fed 5313 M Yes No
201.3.1 T-bits 53131 M Yes No__
If the T-bitsare “00”, the
transmission queue subfield does
201.3.1.a not contain informetion and is 53131 M Yes No__
ignored
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If the T-bitsare“01”, the
tranamisson queue subfidd is ,
201.3.1.b wsed in eonjunction with RE- 53131 202.4.4:M Yes No__
NAD.
If the T-bitsare “10”, the
transmisson queue subfied is ,
201.3.1.c used in conjunction with DAP- 53131 202.4.5:M Yes No
NAD.
If the T-bitsare “11”, this bit
sequenceisinvdid and shal be
201.3.1.d ignored. Datalink frame(s) after 53.131 M Yes No
this header shdl be processed
normaly.
201.3.2 Queue Precedence 53.1.3.2 202.4.4:M Yes No
201.3.3 Queue Length 53133 202.4.4:M Yes No__
201.3.4 Datalink Precedence 53134 202.4.5:M Yes No
It shdl containthevdueOif an
urgent messageisin theframe, 1
if apriority but no urgent ,
201.34.a cisinthe frame and 2 if 53134 201.3.4:M Yes No__
neither an urgent nor priority
message isin the frame
Undefined precedence vaues ,
201.3.4.b hall be handled a5 routine 53134 201.3.4:M Yes No__
201.35 First Subscriber Number 5.3.1.35 202.4.5:M Yes No__
2014 Flag Sequence 53421 M Yes No__
201.5 Frame Check Sequence 5.34.25 M Yes No
A.5.2 Net Access Control (NAC)
Item Protocol Feature Reference Saus Support Notes
202 NAC 532 M Yes No__
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Asaminimum, DAP-NAD and R-
NAD shdl be avallable to regulate
202.a transmission opportunities for dl 532 M Yes No__
participants when the network is
operating in Synchronous Mode.
202.1 Network Busy Sensng Function Appendix C M Yes No
202.2 Response Hold Delay (RHD) Appendix C M Yes No
202.3 Timeout Period (TP) Appendix C M Yes No__
202.4 NAD Appendix C M Yes No
202.4.1 R-NAD Appendix C M Yes No__
202.4.2 P-NAD Appendix C @) Yes No__
202.4.3 H-NAD Appendix C O Yes No__
202.4.4 RE-NAD Appendix C o) Yes No
202.4.5 DAP-NAD Appendix C 102.1.3.2M Yes No__
5.3.2.1,
C444.1.1, ,
202.5 Scheduler CA4415and 202.44M Yes No__
C.44.4.16
When a gtation has data to
trangmit, it shdl cdculate the 5.3.2.1and ]
20258 | sheduler timer asindicated in CA4441 2025M | Yes No_
Appendix C
When thistimer expires, the link
2025 | [&veshalfird determinetha the |5, 202.5:M Yes No
previous frame concatenation was —
transmitted by the PL
If the frame concatenation was not
202.5.c transmitted, the link layer shdll 5321 202.5:M Yes No
request its transmission
If ahigher precedence individud
frame becomes available for
202.5.d transmission, the concatenated 5321 202.5:M Yes No__
frames shdl be re-built to include
the higher precedence frame
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If the previous frame
concatenation was transmitted, the
2025¢ | Inklayersndll uldarewtrame 555 4 2025:M Yes_ No
concatenation. Thisframe —
concatenation shall then be passed
to the PL for transmission
A.5.3 Types of Procedures
[tem Protocol Feature Reference Satus Support Notes
203 Types of Procedures 533 M Yes No__
Type 1 Operation (unacknowledged | 5.3.3.1 and
2031 connectionless) 5.3.3.3 M Yes _No__
2032 | 1Yype2Operation (connection- 5.33.2 0 Yes  No
mode) —
With Type 2 operation, adatalink
connection shall be established
203.2.a between two systems prior to any 5332 203.2M Yes No__
exchange of information bearing
PDUs
The connection normaly shdl
203.2.b remain open until a dation leaves 53.3.2 203.2M Yes No__
the net
The norma communications cycle
between Type 2 systems shdll
consg of trandferring PDUs from .
203.2.c the source to the destination, and 5.3.3.2 203.2M Yes No__
acknowledging receipt of these
PDUs in the opposite direction
Type 3 Operation (acknowledged 5.3.3.3and
2033 connectionless) 5.3.3.1 M Yes_No
Type 4 Operation (decoupled
203.4 acknowledged connectionless) 5334 O Yes No__
203.5 Station Class 5.3.35 M Yes No__
203.5.a ClassA 5.3.35 203.5:0.<4> Yes No
203.5.b ClassB 5.3.35 203.5:0.<4> Yes No__
203.5.c ClassC 5.3.35 203.5:0.<4> Yes No__
203.5.d ClassD 5.3.35 203.5:0.<4> Yes No__
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A54 Data Link Frame
[tem Protocol Feature Reference Status Support Notes
204 Daalink Frame 534 M Yes No
The datalink frame shdl be the
204.a basic PDU of the link layer 534 M Yes No_
204.1 Types of Frames 5341 M Yes No__
Unnumbered Frame (U-PDU)
Type 1 operations 203.1:M Yes  No
204.1.1 53411 203.3M Yes No
P’pei operaions 203.2:M Yes _No_
ype = oper 203.4:M Yes No__
Information Frame (1-PDU)
Type 1 operations X No
204.1.2 Type 2 operations 53412 203.2M Yes No
Type 4 operations X No
Supervisory Frame (S-PDU)
Type 1 operations X No
204.1.3 Type 2 operdtions 53413 203.2M Yes No__
Type 4 operdions 203.4:M Yes No
204.2 Data Link Frame Structure 534.2 M Yes No
The basic eements of the data link
frame shdl be the opening flag
sequence, the address field, the
20422 | ool fidd, theinformation fidd, | >>%2 M Yes _No__
the FCS, and the closing flag
sequence
Each Type 1, Type2 and Type 4
datalink frame shal be structured
204.2.b as shown in the datalink frame 5.34.2 M Yes_No_
portion of Figure 11
204.2.1 Hag Sequence 534.21 M Yes No
All frames shdl gart and end
with the 8-bit flag sequence of
204.2.1.a one 0 bit, Sx 1 bits, and one 0 bit 534.21 M Yes No
(01111110)
Theflag shdl be used for deta
204.2.1.b link frame synchronization 53421 M Yes No
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204.2.2 Address Fields 534.22 M Yes No
These fidds shdl identify the link
204.2.2.a | addressesof the source and 534.2.2 M Yes No
dedtinations
204.2.2.1 | AddressFormat 534221 M Yes No
Single octet addressing shall be
204.2.2.1 mandatory and four octet
a R addressing is optiona for 534.221 M Yes No
synchronous, asynchronous, and
packet modes of operation.
204.2.2.1. Single octet and four octets shall
b not be mixed in the same net. 534221 M Yes _No__
204.2.2.1. . .
1 Single Octet Addressing 5342211 M Yes No
204221 Each address in the address
1 e fields shdl consgt of asingle 5342211 M Yes No__
a
octet
The source address octet shal
204221 consst of a command/response
1b R (C/IR) designation bit (theLSB) [5.3.4.2.2.1.1 M Yes No
' followed by a 7-bit address
representing the source
Each dedtination octet shall
congg of an extenson hit (the
204221 L SB) followed by the 7-hit
1c T degtination address. The 5342211 M Yes No
' destination address uses a
modification of the HDLC
extended addressing format
The destination address shdl be
extended by setting the
204.2.2.1. extension bit of adestination
1d address octet to O, indicating 5342211 M Yes _No_
thet the following octet is
another destination address
The dedtination addressfield
204.2.2.1. shall be terminated by an octet
le thet hastheextenson bit setto | > +221-1 M Yes _No_
1
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Item

Protocol Feature

Reference

Status

Support

Notes

204.2.2.1.

1f

The destination address fidld
shdl be extendible from 1
address octet to 16 address
octets

5342211

Yes No

204.2.2.1.

1g

The format of the address fidds
shdl bein the extended address
fidd format

5342211

Yes No__

204.2.2.1.

2

Four Octets Addressing

5342212

Yes No

204.2.2.1.

2a

Each address in the address
fields shdl consst of four
octets, except for specid, globa
multicast and group multicast
addresses which areasingle
octet

5342212

204.2.2.1.2:
M

Yes No_

204.2.2.1.

2b

The four octets of address space
shall be preceded by asingle
octet 32-bit marker subfield

5342212

204.2.2.1.2:
M

Yes No_

204.2.2.1.

2.Cc

In the source addressfield the
32-hit marker subfield shal
congst of acommand/response
(C/IR) designation bit (the LSB)
followed by a 7-bit value=126

5342212

204.2.2.1.2:
M

Yes No

204.2.2.1.

2d

In the degtination address field
the 32-bit marker subfidd shdl
consst of an extension hit (the
L SB) followed by the 7-bit
vaue=126

5342212

204.2.2.1.2:
M

Yes No_

204.2.2.1.

2.e

The degtination addressfield
shall be extended by setting the
extenson hit of the 32-bit
marker subfield of a dedtination
address octet to 0. This
subsequent address may be
formatted in ether four octets
or asingle octet (i.e. specid,
group multicast or globd
multicast).

5342212

204.2.2.1.2:
M

Yes No
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The degtination addressfield
shall be terminated by an octet .
222l (@theravdidaddressor the2- (5342212 | 2242212 | yes No_
) bit marker subfield) that hasthe
extenson bit setto 1
The destination address field )
204.22.1- | sl be extencible from 1 5342212 | %2212 ves No_
9 address to 16 addresses
204.2.2.2 Addressng Convention 5.34.2.2.2 M Yes No
Thefollowing addressng
204.2.2.2 conventions shdl be
N e implemented in the 7 address 534222 M Yes  No__
bits of each address octet or 32-
bit marker octet
2042221 source and Destination 5342221 M Yes No__
i014.2.2.2. Source Address 53422211 M Yes  No__
204.2.2.9 The C/R designation hit shall
11a be set to O for commandsand 1 |5.3.4.2.2.2.1.1 M Yes  No__
o for responses.
io;.z.z.z. Destination Address(es) 53422212 M Yes No__
304-2-2-2- Types of Addresses 5342222 M Yes No__
3014-2-2-2' Reserved Address 53422221 M Yes No__
A dation recaiving avdue of 0
204.2.2.2 in the destination address fied
21 é e shdl ignore the address and 534.22221 M Yes No__
T continue processing any
remaining addresses
_ .| Send: | Reov:
3024-2-2-2' Special Addresses 53422222 S%d' REACV' Yes | Yes__
. No | No
3%4-2-2-2- 32-bit Marker Subfield 53422223 | %2212 ves No_
3‘114-2'2-2' Individual Addresses 53422224 M Yes No__
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Individua single octet
204.2.2.2. addresses shdll be assigned
24.a within the addressrange 4 to 53422224 M Yes_No_
95
Individud four octets
addresses shdl be assigned
204.2.2.2. within the address range 128 to
oy 2.1 (00.0.128 to g 53422224 M Yes No
255.255.255.255 in dot
notetion)
Stations shall be capable of
204.2.2.2 sending and recelving 1 to 16
5 4'C T individua degtination 534.22224 M Yes No
o addressesin asingle data link
frame
204.2.2.2 Sending sations shdl use any
o individua addressjust oncein 53422224 M Yes No__
2.4.d :
adatalink frame
When individua address(es)
are present, areceiving sation
shdl recelve al addresses,
2ON222 ) sarchforitsuiqueindividua | oo o224 M Yes No__
- address, and follow the media ppen
access procedures described in
Appendix C
. | Send: Recv:
2042.22. 1 Group Multicast Addresses 53422225 || ReV Gt | ves
2.5 0] M
No | No _
- Send: Recv:
204.2.2.2. The vadid address range shdll Send: | Recv:
554 be 96 t0 125 53422225 o M Yes | Yes
No | No
While the use of link group
multicast addressesis optiond, . .| Send: Recv:
204.2.2.2. dl siationsshall becapebleof 53422225 | N4 ROV Vo | ves
25Db . ) O M
recognizing received group No__ | No__
addresses
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If areceiving station does not
implement group addressing
procedures, it shal still process , | Send: Recv:
204222 | 1 received addresses, but 53422225 | S| RV ves™ | ves
25.c ) O M
ignore the group addresses No | No _
(that is, recognize range 96 to
125 as group addresses)
When group addressing is
implemented, agtation shdl be , | Send: Recv:
3%462'2'2' cgpable of sending and 534.22225 Segd. R'e\a/lcv. Yes | Yes
e recelving 1 to 16 degtination No | No _
group addresses
Coupled data link _ .
204.2.2.2. acknowledgement of group 534229925 Send: | Recv: YS(; d 5:\/
25e multicast addressesusingthe [T T @) M No | No
F-bit shdl not be dlowed — —
An uncoupled TEST response
PDU with its F-bit set to zero
shall be sent in responseto a ) :
204.222.|  TEST command PDU ca40p0ps | SoNE| Revi| N | RV
25f addressed to agroup multicast |~ T O M — —
o No No
address when thereceiving — —
gation isamember of the
specified group
Send: . :
204.222. |  Individud, Spedid and ca40p00 |2042|Rev| SN | RV
2.6 Multicast AddressesMixed |77 7T 222.| M No —
M o_ | No_
A dation that optionaly
implements multicast (group
and global) addressing shdll Send: Send: Recv:
204.2.2.2. a'so be capable of sending and 53422226 204.2.| Reov: Yes ' Yes '
2.6.a recaiving multicast, gpecid and |7 T 222.| M No | No
individua addresses * mixed” 4M — —
in a degtination address
subfidd
Send: . :
204222, Al sationsshal becapeblec! (¢, 00,5, |2042| Rev: fgd' o
2.6.b recaving mixed addresses [T T 222.| M — —
M No | No__
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The reception and
acknowledgement procedures Send: Sendt: Reov:
204.2.2.2. shdl bevdid even for gations 53422226 204.2.| Reov: Yes ' Yes '
2.6.c that donot implemet | T 222.| M No | No
multicast addressing 4M — —
procedures
Send: . :
204222, | Thetotd number of destinaion | o, 550 g, |2042.| ReV: Ysgd' ook
2.6.d addressesshall notexceed16 | 222.| M — —
4M No__ | No__
sodnao | Allindvidi andspecid 2 ey | S | Reov
e addresses shall precede 5.34.22226.c . | Yes | Yes
2.6.e . 222.| M
multicast addresses AM No | No _
The specia address 3, if used, Send: . ,
204.222. | sl follow all individd, 204.2.| Rev: | SANd | Reov:
; 5.3.4.22.2.2.6d Yes Yes
2.6.f reserved, and other specia 222.| M No | No
addresses 4M — —
The specid address 3, if used, Send:
may precede group or global ' | Send: Recv:
5064'2'2'2' addresses, but shdl not precede |5.3.4.2.2.2.2.6.d 220322 ' REACV' Yes | Yes
9 individud, reserved or other 4M ' No | No _
special addresses '
Only one type of multicast Send: i ,
204.2.2.2. (group or globd) shdl be 534222266 204.2.| Recv: YS:d' 5;?/
2.6.h mixed inadedinationaddress | T 222.| M No | No
subfidd 4M — —
If multicast, specid and Send:
individud addresses are mixed, : | Send: Recv:
3%4{2'2'2' only theindvidua andspecid (534222261 | a2 R&C"' Yes | Yes
e addresses shall be AM No__ | No__
acknowledged when indicated '
Multicast addresses shall not
be acknowledged but a data
link response (usng a TEST Send:
Response PDU) isdlowed in ) | Send: Recv:
20422.2. | ihe casewhere a TEST 53422226q |04 ROV ves | yes
2.6.] ; . . 222.| M
message is received with a AM No | No
multicast addressin the )
degtination field and the pall
bitissetto 0
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204.2.2.2.
2.6.k

A dation that optionaly
implements multicast (group
and globa) addressng shdll

a so be capable of sending and
receiving multicast, specid and
individual addresses “mixed”
in a dedtination subfield

5.34.2.2.2.2.6.h

Send:
204.2.
222.| M

4M

Recv:

Yes

Recv:
Yes
No | No__

204.2.2.2.
2.7

Globa Multicast Addressing

5.34.22227

Yes No

204.2.2.2.
27a

Globa multicast addressing,
used when broadcasting
messagesto dl sysemson a
broadcast subnetwork, shdl be
implemented through the
unique bit pattern 1111111
(127)

534.22227

Yes No_

204.2.2.2.
2.7b

This globa multicast address
shdl be used to indicate
broadcasting in Sngle octet
format and four octets format
of addressing

534.22227

Yes No

204.2.2.2.
2.7.c

If the global addressis used, it
shdl be the only multicast
destination address, but
individual addresses are
alowed with the globa
address

5.34.22227

Yes No

204.2.2.2.
2.7d

All broadcast gations shall be
cgpable of recalving and
sending this address, and dl
dations will process the
information contained within
the frame

5.34.22227

Yes No

204.2.2.2.
2.7.e

Datalink acknowledgement of
the globa address shall not be
dlowed, dthough the TEST
response PDU isdlowed in the
case where a TEST messageis
received with the globa

address in the destination field
and thepall bitissetto 0

5.34.22227

Yes No
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Coupled data link
204.2.2.2. acknowledgement of the globa
57f adidress using the F-bit shall 534.22227 M Yes No__
not be alowed
An uncoupled TEST response
204.222 PDU with its F-bit set to zero
57 A shdl be sentin response to a 534.22227 M Yes No__
19 TEST command PDU
addressed to the global address
204.2.2.3 | Mapping 534.2.23 M Yes No__
204.2.3 Control Fed 534.23 M Yes No
204.2.3.1 | Type1l Operdtions 534.231 M Yes No__
204.2.3.2 | Type2 Operations 5.34.23.2 203.2:M Yes No__
204.2.3.2 The Type 2 contral field shdl be
a R repested if more than one 534.23.2 203.2M Yes No
degtination addressis present
204.2.3.2 Each degtination address field
b R shall have a corresponding 5.34.23.2 203.2M Yes No__
control fied
Each of the corresponding
204.2.3.2. control fields (when repested) :
o shall beidentical except for the 5.34.23.2 203.2:M Yes No
P/F bit and sequence numbers
204.2.3.3 | Type4 Operdtions 534.233 203.4:M Yes No__
P/F Bit
Typel M Yes No
204.2.3.4 Type2 534.234 203.2:M Yes No_
Type4d X No
204.2.3.4 The P-bit set to 1 shall be used to
a T solicit aresponse PDU, withthe  |5.3.4.2.3.4 M Yes No__
F-bit setto 1
On adatalink, at most one PDU
with P-bit set to 1 shall be
outdanding in agiven direction
§04'2'3'4' a agventime 534234
Typel 203.1:M Yes No__
Type?2 203.2M Yes No__
Type4 X No
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Before a station issues another
PDU withthe P-bit setto 1to a
204.2.3.4 particular destination, it shal
c R have received aresponse PDU 534234 M Yes No__
from that remote stetion with the
F-bit set to 1 or have timed out
waiting for that response PDU
204.2.3.5 Sequence Numbers 534.2.35 203.2M Yes No
204.2.3.5. The T_ype2 | and SPDUs shdl 534235 203.2'M Yes No
a contain sequence numbers
204.2.3.5. The sequence numbers shdl be ]
b in the range of 0-127 5.34.235 203.2M Yes No
204.2.3.6 | Identification Numbers 5.34.2.3.6 203.4:M Yes No
The Type 4 DIA and
204.2.3.6. DRR/DRNR response S PDUs .
a il contain an identification 5.34.2.3.6 203.4:M Yes No
number
204.2.3.6. The identification numbers shal )
b bein the range of 1-255 5.34.2.3.6 203.4:M Yes No
204.2.3.6 The identification number of an
c R S PDU command (bits 9-16) 5.34.2.3.6 203.4:M Yes No
shdl befilled with zeroes
204.2.3.7 Precedence 5.3.4.2.3.7 203.4:M Yes No
204.2.4 Informetion fidd 534.24 M Yes No
Thelength of the information
204.2.4.a | fiddshdl beamultiple of 8 bits, 53424 M Yes No
not to exceed 3345 octets
If the datais not amultiple of 8
204.2.4.b | bits 1to 7 fill bits (0) shal be 53424 M Yes No
added to meset this requirement
204.2.5 FCS 5.34.25 M Yes No__
For error detection, al frames
204.25.a | dlindudea32-bit FCSpriorto [5.3.4.2.5 M Yes No
the closing flag sequence
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204.2.5.b

FCS generation shdl bein
accordance with the paragraph
entitled “32-bit Frame Checking
Sequence’ in 1SO 3309, and
implemented in a manner that
provides a unique remainder
when aframeis received without
bit errorsincurred during
transmisson

534.25

Yes No

204.2.5.c

When the FCSisimplemented via
a 32-hit shift regider, the shift
register shdl beinitidized to dl
ones before checking or
cdculaion of the FCS

5.34.25

Yes No

204.25d

If the FCS of areceived frame

proves the frameto beinvdid, the
frame shal be discarded

534.25

Yes No__

204.3

Datalink PDU Congtruction

5343

Yes No__

204.3.1

Order-of-Bit Transmisson

53431

Yes No

204.3.1.a

The Information Fied and control
fidd(s) shdl be trangmitted LSB
of each octet first

53431

Yes No

204.3.1.b

Theflag shdl be tranamitted LSB
fird

53431

Yes No

204.3.1.c

For the FCS, the MSB shall be
tranamitted first

53431

Yes No_

204.3.1d

The information fidd octets shdl
be transmitted in the same order
as received from the upper layers,
LSB of each octet first

53431

Yes No_

204.3.2

Zero-hit Insertion Algorithm

5.34.3.2

Yes No

204.3.2.a

The occurrence of aspuriousflag
sequence within aframe or
Transmisson Header shdll be
prevented by employing a O-bit
insartion dgorithm

53432

Yes No_

131

Appendix B




MIL-STD-188-220C

APPENDIX B
Item Protocol Feature Reference Saus Support Notes
After the entire frame has been
congtructed, the transmitter shall
2043.2p | AwaysinsataObit after the 53432 M Yes  No
gppearance of five I'sin the i
frame (with the exception of the
flag filds)
After detection of an opening flag
204.3.2.c sequence, the receiver shdl 53432 M Yes No
search for a pattern of five 1's.
When the pattern of five 1's
204.3.2.d | appears, the sixth bit shal be 53.4.3.2 M Yes No__
examined
If the axth bitisaO, the 5 bits
204.3.2.e | ghdl bepassed asdata, andthe0 |5.3.4.3.2 M Yes No
shall be deleted
If the sixth bitisa 1, the recaiver
204.3.2.f shall inspect the severth bit 53432 M Yes No
If the seventh bit isa 0, aflag
sequence has been received. If the
204.3.2.g | saventhbitisal, aninvdid 53432 M Yes No__
message has been received and
shall be discarded
A55 Operational Parameters
Item Protocol Feature Reference Status Support Notes
205 Operationa Parameters 535 M Yes No__
205.1 Type 1 Operationa Parameters 5351 M Yes No
The P-bit set to 1 shall be used to
solict (pall) animmediate
205.1a correspondent response PDU with  [5.3.5.1 M Yes No__
the F-bit set to 1 from the
addressed station
The response with F-bit set to 1
ghdl betransmitted in accordance  |5.3.5.1 and
205.1.b with the RHD procedures defined c4.z2 M Yes_No_
in Appendix C
205.2 Type 2 Operational Parameters 5352 203.2M Yes No__
205.2.1 Modulus 53521 203.2M Yes No__
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205.2.1.a

Each | PDU shdl be sequentidly
numbered with a numeric vdue
between 0 and MODULUS minus
ONE (where MODULUS isthe
modulus of the sequence

numbers)

53521

203.2M

Yes No_

205.2.1.b

MODULUS shdl equa 128 for
the Type 2 control fidd format

53521

203.2:M

Yes No_

205.2.1.c

The sequence numbers shdl cycle
through the entire range

53521

203.2M

Yes No_

205.2.1d

The maximum number of
sequentialy numbered | PDUs
that may be outstanding (thet is,
unacknowledged) in agiven
direction of adatalink connection
a any given time shdl never
exceed one less than the modulus
of the sequence numbers

53521

203.22M

Yes No

205.2.2

PDU State Variables and Sequence
Numbers

53522

203.2:M

Yes No__

205.2.2.a

A ddion shdl mantanaV (S

for thel PDUsit sendsand a
V(R) for the | PDUsit receiveson
each data link connection

53522

203.2:M

Yes No_

205.2.2.b

The operation of V(S) shdl be
independent of the operation of
V(R

53522

203.2:M

Yes No_

205.2.2.1

Send-state Variable V()

535221

203.22M

Yes No

205.2.2.1.

a

The V(S) shdl denote the
sequence number of the next in-
sequence | PDU to be senton a
specific datalink connection

535221

203.22M

Yes No

205.2.2.1.

b

The V(S) shdl take on avaue
between 0 and MODULUS
minus ONE

535221

203.2M

Yes No__
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205.2.2.1.

C

Thevadue of V(S) shdl be
incremented by one with each
successve | PDU trangmission

on the associated data link
connection, but shall not exceed
receive sequence number N(R)

of the last received PDU by more
than MODULUS minus ONE

535221

203.22M

Yes No_

205.2.2.2

Send-sequence Number N(S)

535222

203.2:M

Yes No_

205.2.2.2.

a

Only | PDUs shdl contain N(S),
the send sequence number of the
sent PDU

535222

203.22M

Yes No

205.2.2.2.

b

Prior to sending an | PDU, the
vaue of the N(S) shall be set
equd to the vaue of the V(S) for
that data link connection

535222

203.22M

Yes No

205.2.2.3

Receave-date Varigble V(R)

535223

203.2M

Yes No_

205.2.2.3.

a

The V(R) shdl denote the
sequence number of the next in-
sequence | PDU to be received
on a ecific datalink
connection

535223

203.22M

Yes No

205.2.2.3.

b

TheV(R) shdl teke on avaue
between 0 and MODULUS
minus ONE

535223

203.22M

Yes No

205.2.2.3.

C

Thevdue of the V(R) associated
with a specific datalink
connection shdl be incremented
by one whenever an error-free |
PDU isreceived whose N(S)
equals the value of the V(R) for
the data link connection

535223

203.22M

Yes No_

205.2.2.4

Receave- sequence Number N(R)

535224

203.2:M

Yes No_

205.2.2.4.

a

All | and SPDUs shdl contain
N(R), the expected sequence
number of the next received |
PDU on the specified data link
connection

535224

203.22M

Yes No
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205.2.2.4.

b

Prior to sending an | or SPDU,
the vdue of N(R) shal be set
equd to the current vaue of the
associated V(R) for that data link
connection

535224

203.2M

Yes No__

205.2.2.4.

c

N(R) shdl indicate that the
dation sending the N(R) has
received correctly dl | PDUs
numbered up through N(R)-1 on
the specified datalink
connection

535224

203.22M

Yes No

205.2.3

PIF bit

53523

203.2:M

Yes No_

205.2.3.a

The P/F bit shal serve afunction
in Type 2 operaion in both
command and response PDUs

5.3.5.23

203.22M

Yes No

205.2.3.b

In command PDUs the P/F hit
shall bereferred to as the P-bit

53523

203.2:M

Yes No_

205.2.3.c

In response PDUs it shdl be
referred to as the F-bit

53523

203.2:M

Yes No

205.2.3.1

Poll-hit Functions

535231

203.2:M

Yes No__

205.2.3.1.

a

A command PDU with the P-hit
set to 1 shdl be used to solicit
(pall) aresponse PDU with the
F-hit set to 1 from the addressed
gation on adatalink connection

535231

203.22M

Yes No

205.2.3.1.

b

Only one Type 2 PDU with aP-
bit set to 1 shdl be outstanding
inagiven direction a agiven
time on the data link connection
between any specified pair of
getions

535231

203.2:M

Yes No_

205.2.3.1.

C

Before a gation issues another
PDU on the same data link
connection with the P-bit set to
1, the station shdl have received
aresponse PDU with the F-bit
st to 1 from the addressed
dation

535231

203.2:M

Yes No_
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205.2.3.1.

d

If no valid response PDU is
received within a system- defined
P-bit timer time-out period, the
resending of a command PDU
with the P-bit set to 1 shdl be
permitted for error recovery
purposes

535231

203.2:M

Yes No_

205.2.3.2

Find-bit Functions

535232

203.2M

Yes No_

205.2.3.2.

a

The F-bit set to 1 shall be used to
respond to acommand PDU with
the P-bit set to 1

535232

203.2:M

Yes No__

205.2.3.2.

b

Following the receipt of a
command PDU with the P-bit set
to 1, the gation shdl send a
response PDU with the F-hit set
to 1 on the appropriate data link
connection at the first possible

opportunity

535232

203.22M

Yes No

205.2.3.2.

c

Theresponse PDU shdl be
assigned an URGENT
precedence

535232

203.2:M

Yes No_

205.2.3.2.

d

The gtation shall be permitted to
send appropriate response PDUs
with the F-bit set to 0 at any net
access opportunity without the
need for a command PDU

535232

203.22M

Yes No

205.3

Type 4 Operationa Parameters

5353

203.4:M

Yes No_

205.3.1

| dentification Number

53531

203.4M

Yes No

205.3.1.a

Each gtation shdll keep a number
for originating PDUs

53531

203.4M

Yes No

205.3.1.b

Duplicate frame identification
numbers from the same originator
shall not be used for more than
one outstanding
(unacknowledged) DIA PDU

53531

203.4M

Yes No
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206

Commands and Responses

5.3.6

Yes No_

206.a

A dngle multi-addressed frame
shdl not contain different PDU
types nor contain the same
individud address more than once

536

Yes No_

206.b

The control field for dl addresses
in asngle multi-addressed frame
shdl be the same except for the
P/F bit and sequence number

5.3.6

Yes No

206.c

Response PDUs requiring "earliest
opportunity” transmisson shdl be
gueued ahead of dl other PDUS,
except those queued for "firgt
possible opportunity” for
tranamission during the next
network access opportunity

536

Yes No

206.d

The response PDU shdl assume
the precedence leve of the highest
PDU queued or the mid
(PRIORITY) leve, whichever is
greater

536

Yes No_

206.e

The Type 4 DRR response PDU
shall assume the precedence of the
DIA frameit is acknowledging

5.3.6

Yes No_

206.1

Type 1 Operation Commands and
Responses

536.1

Yes No_

206.1.1

Ul Command

53611

Yes No_

206.1.1.a

The Ul PDU shdl be used to send
information to one or more
dations

53.6.1.1

Yes No

206.1.1.b

The Ul PDU shdl be addressed to
individua, specid, group or
globa addresses

53.6.1.1

Yes No

206.1.1.c

The source address shdl be the
individua address of the
transmitting station

53.6.1.1

Yes No

206.1.2

URR Command

5.3.6.1.2

Yes No
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206.1.2.a

The URR command PDU shdl be
transmitted to one or more
dationsto indicate that the
sending Station is ready to receive
[, DIA and Ul PDUs.

5.3.6.1.2

Yes No__

206.1.2.b

The URR PDU shdl be addressed
to individua, group or globd
addresses

536.1.2

Yes No__

206.1.2.c

The source address shdl be the
individua address of the
trangmitting Sation

536.1.2

Yes No__

206.1.3

URNR Command

5.3.6.1.3

Yes No_

206.1.3.a

The URNR command PDU shdl
be transmitted to one or more
dationsto indicate that the
sending Station is busy and cannot
receive |, DIA or Ul PDUs

5.3.6.1.3

Yes No__

206.1.3.b

The URNR PDU shdll be
addressed to individual, group or
globa addresses

53.6.1.3

Yes No__

206.1.3.c

The source address shdl be the
individua address of the
trangmitting Sation

53.6.1.3

Yes No_

206.1.4

TEST Command

53614

Yes No_

206.1.4.a

The TEST command shdl be
used to cause the destination
dation to respond with the TEST
response at the earliest

opportunity, thus performing a
basic test of the transmission path

536.14

Yes No__

206.1.4.b

If aninformation field is present,
the received informetion field
shdl bereturned, if possible, by
the addressed station in the TEST
response PDU

53.6.1.4

Yes No
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206.1.4.c

The TEST command, with the P-
bit set to 1, shal cause the
individually addressed destination
gation(s) to respond with aTEST
response PDU (with no
information fidd), with the Fbit
set to 1, after the appropriate
RHD period.

5.3.6.1.4 and
C4.2

Yes No_

206.1.4.d

The TEST command, with the P-
bit set to 0 shall cause each
dedtination gtation (including
members of group and globa
addresses) to respond with a
TEST response (with information
field) with the F-bit set to O at the
earliest opportunity

53.6.1.4

Yes No

206.1.4.e

The TEST command PDU shdll
be addressed to an individud
and/or group or globa destination
addresses

53.6.14

Yes No

206.1.4.f

The source address shall be an
individua address

53.6.14

Yes No

206.1.5

BLANK

5.3.6.1.5

206.1.6

URR Response

5.3.6.1.6

Yes No_

206.1.6.a

The URR response shall be used
to acknowledge a Ul command
that requested an
acknowledgement (P-bit set to 1)

5.3.6.1.6

Yes No_

206.1.6.b

The URR response shdl be the
first PDU sent by the receiving
Station upon recalving a Ul
command after the appropriate
RHD period

5.3.6.1.6 and
C4.z2

Yes No__

206.1.6.c

The source and destination shall
beindividua addresses

5.3.6.1.6

Yes No__

206.1.7

TEST Response

53.6.1.7

Yes No_

206.1.7.a

The TEST response, with F-bit
st to 1, without an information
fidd shdl be used by individud
addressesto reply to the TEST
command with the P-bit setto 1

5.3.6.1.7

Yes No
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206.1.7.b

The TEST response shdl bethe
first PDU sent by the receiving
Station upon receiving a TEST
command PDU, after the
appropriate RHD period

5.3.6.1.7 and
C4.z2

Yes No__

206.1.7.c

The TEST response, with the F-
bit set to O, shall be used by all
addresses (individua, group and
globd) to reply to the TEST
command with the P-bit set to O at
the earliest opportunity

5.3.6.1.7

Yes No

206.1.7.d

If aninformation fidd was
present in the TEST command
PDU that had the P-bit set to O,
the TEST response PDU shdll
contain the same information
fidd contents

5.3.6.1.7

Yes No

206.1.7.e

The source and destination
addresses hdl be anindividud
address

5.3.6.1.7

206.1.8

BLANK

53.6.1.8

206.1.9

URNR Response

53.6.1.9

Recv:

206.1.9.a

The URNR response PDU shdll
be used to reply to a Ul command
with the P-bit set to 1, if the Ul
command cannot be processed
due to abusy condition

5.3.6.1.9

206.1.9:M

Yes No

206.1.9.b

If used, the URNR response shal
be the first PDU transmitted by
the receiving station, upon
receiving a Ul command, after the
appropriate RHD period

5.3.6.1.9and
C4.2

206.1.9:M

Yes No_

206.1.9.c

The URNR response shal have
the F-bit set to 1 and shdl be
addressed to the source of the Ul
command

5.3.6.1.9

Yes No

206.2

Type 2 Operation Commands and
Responses

5.3.6.2

203.22M

Yes No

206.2.1

Information Transfer- Format
Command and Response

53621

203.2:M

Yes No_
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206.2.1.a

The function of the | command
and response shdl be to transfer
sequentialy numbered PDUS that
contain an information fidd
across adata link connection

536.21

203.2M

Yes No__

206.2.1.b

N(S) and N(R) associated with
group and globa addresses shdll
be st to zero by the transmitter
and ignored by the receiver and
are not acknowledged

53.6.21

203.22M

Yes No

206.2.1.c

The encoding of the | PDU
control field for Type 2 operation
shdl be aslised in Figure 16

53.6.2.1

203.22M

Yes No

206.2.1.d

Thel PDU contral fied shdll
contain two sequence number
aubfidds N(S), which shdll
indicate the sequence number
associated with the | PDU; and
N(R), which shdl indicate the
sequence number (as of thetime
the PDU is sent) of the next
expected | PDU to be received,
and, consequently, shal indicate
that the | PDUs numbered up
through N(R)- 1 have been
received correctly

53621

203.2:M

Yes No_

206.2.2

Supervisory-Format Commands
and Responses

5.3.6.2.2

203.22M

Yes No

206.2.2.a

SPDUs shall be used to perform
numbered supervisory functions
such as acknowledgements,
temporary suspension of
information transfer, or error
recovery

5.3.6.2.2

203.2M

Yes No__

206.2.2.b

SPDUs shdl not contain an
information fidd and, therefore,
shdl not increment the V(S) a
the sender or the V(R) at the
receiver

5.3.6.2.2

203.22M

Yes No

206.2.2.c

Encoding of the S PDU control
field for Type 2 operation shdl be
as shown in Figure 17

5.3.6.2.2

203.2M

Yes No__
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206.2.2d

An SPDU shdl contain an N(R),
which shdl indicate, at thetime

of sending, the sequence number
of the next expected | PDU to be
received. This shal acknowledge
that dl | PDUs numbered up
through N(R)-1 have been
received correctly, except in the
case of the selective rgject (SREJ)
PDU.

5.3.6.2.2

203.22M

Yes No

206.2.2.1

RR Command and Response

53.6.221

203.2M

Yes No__

206.2.2.1.

a

The RR PDU shdl beused by a
dation to indicate it is ready to
receive | PDUs

53.6.221

203.2M

Yes No_

206.2.2.1.

b

| PDUs numbered up through
N(R)-1 shdl be considered as
acknowledged

53.6.221

203.2M

Yes No_

206.2.2.2

REJ Command and Response

53.6.222

203.2:M

Yes No_

206.2.2.2.

a

TheREJPDU ghdl beusad by a
Sation to request the resending
of | PDUs, garting with the PDU
numbered N(R)

5.3.6.2.2.2

203.22M

Yes No

206.2.2.2.

b

| PDUs numbered up through
N(R)-1 shal be considered as
acknowledged

5.3.6.2.2.2

203.22M

Yes No

206.2.2.2.

c

It shdl be possibleto send
additiona | PDUs awaiting
initid sending &fter the resent |
PDUs

5.3.6.2.2.2

203.2M

Yes No__

206.2.2.2.

d

With respect to each direction of
sending on adatalink
connection, only one “sent REJ’
condition shdl be established a
any giventime

5.3.6.2.2.2

203.22M

Yes No_

206.2.2.2.

e

The“sent REJ’ condition shdll
be cleared upon receipt of an |
PDU with an N(S) equal to the
N(R) of the REJPDU

5.3.6.2.2.2

203.22M

Yes No
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206.2.2.2.

f

Receipt of aREJPDU shall
indicate the clearance of abusy
condition except as noted in
5.3.7.25.8

5.3.6.2.2.2 and
5.3.7.25.8

203.22M

Yes No

206.2.2.3

RNR Command and Response

53.6.223

203.2:M

Yes No__

206.2.2.3.

a

The RNR PDU shdl be used by
adation to indicate a busy
condition (atemporary ingbility
to accept subsequent | PDUS)

5.3.6.2.2.3

203.22M

Yes No_

206.2.2.3.

b

| PDUs numbered up through
N(R)-1 shdl be considered as
acknowledged

5.3.6.2.2.3

203.22M

Yes No

206.2.2.3.

c

| PDUs numbered N(R) and any
subsequent | PDUs received
shall not be considered as
acknowledged; the acceptance
satus of these PDUs shall be
indicated in subsequent
exchanges

53.6.22.3

203.2:M

Yes No__

206.2.2.4

SREJ Command and Response

536.224

203.2:M

Yes No_

206.2.2.4.

a

If the P-bit inthe SREJPDU is
st to 1, then | PDUs numbered
up to N(R)-1 shdl be considered
acknowledged

536.224

203.2:M

Yes No_

206.2.2.4.

b

Each SREJ exception condition
shall be cleared (reset) upon
receipt of an | PDU with an N(S)
equal to the N(R) of the SREJ
PDU

53.6.2.24

203.22M

Yes No

206.2.2.4.

c

| PDUsthat have been
transmitted following thel PDU
designated by the SREJPDU
shall not be retransmitted as the
result of recaiving the SREJ
PDU

53.6.2.24

203.22M

Yes No

206.2.3

U Commands and Responses

53.6.2.3

203.2:M

Yes No_

206.2.3.a

U commands and responses shdll
be used in Type 2 operations to
extend the number of datalink
connection control functions

5.3.6.2.3

203.22M

Yes No_
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206.2.3.b

The U PDUs shdl not increment
the state variables on the data
link connection &t either the
sending or the recelving Station

5.3.6.2.3

203.22M

Yes No

206.2.3.c

Encoding of the U PDU control
fidd shdl be asin Figure 18

5.3.6.2.3

203.22M

Yes No

206.2.3.1

SABME Command

53.6.23.1

203.22M

Yes No

206.2.3.1.

a

The SABME command PDU
shdl be used to establish adata
link connection to the destination
gation in the ABM

53.6.231

203.2M

Yes No_

206.2.3.1.

b

No information shdl be
permitted with the SABME
command PDU

536.231

203.2:M

Yes No_

206.2.3.1.

c

The degtination station shal
confirm recept of the SABME
command PDU by sending a UA
response PDU on that data link
connection at the earliest

opportunity

53.6.23.1

203.22M

Yes No

206.2.3.1.

d

Upon acceptance of the SABME
command PDU, the destination
gation V(S)sand V(R)s shdl be
setto0

536.231

203.2:M

Yes No_

206.2.3.1.

e

If the UA response PDU is
received correctly, then the
initiating dation shal dso
assume the ABM with its
corresponding V(S)sand V(R)s
setto 0

53.6.231

203.2M

Yes No__

206.2.3.1.

f

Previoudy sent | PDUs that are
unacknowledged when this
command is executed shall
remain unacknowledged

5.3.6.23.1

203.22M

Yes No_

206.2.3.2

DISC Command

5.3.6.2.3.2

203.22M

Yes No

206.2.3.2.

a

The DISC command PDU shdll
be used to terminate an ABM
previoudy set by a SABME
command PDU

5.3.6.23.2

203.2:M

Yes No
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206.2.3.2.

b

It shall be used to inform the
destination station that the source
dation is suspending operation

of the data link connection and
the degtination station should
assumethelogicdly
disconnected mode

53.6.23.2

203.2:M

Yes No_

206.2.3.2.

c

No information fidd shal be
permitted with the DISC
command PDU

5.3.6.2.3.2

203.22M

Yes No

206.2.3.2.

d

Prior to executing the command,
the destination sation shdl
confirm the acceptance of the
DISC command PDU by sending
a UA response PDU on that data
link connection

53.6.23.2

203.2:M

Yes No_

206.2.3.2.

e

Previoudy sent | PDUs that are
unacknowledged when this
command is executed shall
remain unacknowledged

5.3.6.2.3.2

203.22M

Yes No

206.2.3.3

RSET Command

5.3.6.233

203.2:M

Yes No_

206.2.3.3.

a

The RSET command PDU ghdl
be used by agationin an
operational mode to reset the
V(R) in the addressed station

5.3.6.2.3.3

203.22M

Yes No_

206.2.3.3.

b

No informetion fidd shdl be
permitted with the RSET
command PDU

5.3.6.2.3.3

203.22M

Yes No

206.2.3.3.

c

The addressed gtation shall
confirm acceptance of the RSET
command by transmitting a UA
response PDU at the earliest

opportunity

5.3.6.23.3

203.2M

Yes No__

206.2.3.3.

d

Upon acceptance of this
command, the V(R) of the
addressed station shall be set to 0

5.3.6.233

203.2:M

Yes No_

206.2.3.3.

e

If the UA response PDU is
received correctly, the
initidizing gation shdl rest its
V(S to0

53.6.233

203.2:M

Yes No_

206.2.34

UA Response

5.3.6.234

203.22M

Yes No
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206.2.3.4.

a

The UA response PDU shdll be
used by a gtation on a data link
connection to acknowledge
receipt and acceptance of the
SABME, DISC and RSET
command PDUs

536.234

203.2M

Yes No_

206.2.3.4.

b

These received command PDUs
shdl not be executed until the
UA response PDU is sent

5.3.6.2.34

203.22M

Yes No_

206.2.3.4.

c

No informetion fidd shal be
permitted with the UA response
PDU

5.3.6.2.34

203.22M

Yes No_

206.2.3.5

DM Response

5.3.6.2.3.5

203.22M

Yes No

206.2.3.5.

a

The DM response PDU shdl be
used to report statusindicating
thet the gation islogicaly
disconnected from the data link
connection and isin ADM

53.6.235

203.2:M

Yes No_

206.2.3.5.

b

No informetion fidd shal be
permitted with the DM response
PDU

5.3.6.2.3.5

203.22M

Yes No__

206.2.3.6

FRMR Response

5.3.6.2.3.6

203.22M

Yes No

206.2.3.6.

a

The FRMR response PDU shdll
be used by the gation in the
ABM to report that one of the
fallowing conditions, which is
not correctable by resending the
identica PDU, resulted from the
receipt of a PDU from the
remote Station:

5.3.6.2.3.6

203.22M

Yes No

206.2.3.6.

al

Thereceipt of acommand PDU
or aresponse PDU that is
invaid or not implemented

53.6.23.6.a

206.2.3.6.a0
<4>

Yes No_

206.2.3.6.

a2

Therecept of an | PDU withan
information field that exceeded
the established maximum
information field length that can
be accommodated by the
receiving station for that data
link connection.

5.3.6.2.3.6.b

206.2.3.6.a0
<4>

Yes No__
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206.2.3.6.
a3

Thereceipt of an invalid N(R)
from the remote gation. An
invaid N(R) shdl be defined as
onethat sgnifiesan | PDU that
has previoudy been sent and
acknowledged, or one that
ggnifiesan | PDU that has not
been sent and is not the next
sequentid | PDU waiting to be
sent

5.3.6.2.3.6.c

206.2.3.6.a0
<4>

Yes No

206.2.3.6.
ad

The recaipt of an invaid N(S)
from the remote gtation. An
invaid N(S) shal be defined as
an N(S) that is greater than or
equal to the lagt sent N(R)+ k,
wherek isthe maximum
number of outstanding | PDUs.
The parameter k is the window
szeindicated in the XNP

message.

5.3.6.2.3.6.dand
Appendix E

206.2.3.6.a0
<4>

Yes No

206.2.3.6.
b

The responding station shal send
the FRMR response PDU at the
earliest opportunity

5.3.6.2.3.6

203.22M

Yes No

206.2.3.6.
C

Aninformation fidd shdl be
returned with the FRMR
response PDU to provide the
reason for the PDU regjection

5.3.6.2.3.6

203.2M

Yes No

206.2.3.6.
d

Theinformation fidd shdll
contain the fields shown in
Figure 19

5.3.6.2.3.6

203.2:M

Yes No__

206.2.3.6.
e

The gation recaiving the FRMR
response PDU shall be
responsble for initiating the
appropriate mode setting or
resetting corrective action by
initidizing one or both directions
of transmisson on the data link
connection, usng the SABME,
RSET or DISC command PDUSs,
as gpplicable

5.3.6.2.3.6

203.2:M

Yes No_

206.3

Type 4 Operation Commands and
Responses

5.3.6.3

203.4:M

Yes No__
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206.3.1

Unnumbered Informetion (DIA)
Trandfer Format Command

5.3.63.1

203.4M

Yes No

206.3.1.a

Thefunction of the Type 4 DIA
commands shdl beto transfer
PDUs that contain an
identification number and an
information fidd acrossa
connectionless link

53.63.1

203.4M

Yes No

206.3.1.b

The encoding of the PDU control

field for Type 4 operation shdl be

asliged in Figure 20

53631

203.4:M

Yes No__

206.3.1.1

DIA PDU Acknowledgement

53.63.11

203.4M

Yes No_

206.3.2

Supervisory Format Commands
and Responses

5.3.6.3.2

203.4M

Yes No_

206.3.2.a

The SPDUsghdl be used to
convey link acknowledgement of

aDIA PDU and whether or not a
dation isready to receive Type 4

PDUs

5.3.6.3.2

203.4M

Yes No

206.3.2.b

The command SPDU leve of
precedence shdl be set to the
highest precedence while
response S PDUs shall usethe
precedence of the DIA PDU
which they are acknowledging

53.6.32

203.4:M

Yes No_

206.3.2.c

The encoding of the SPDU
control field for Type 4 operation
shdl beasliged in Figure 21

5.3.6.3.2

203.4M

Yes No

AS.7

Description of Proceduresby Type

Item

Protocol Feature

Reference

Satus

Support

Notes

207

Description of Procedures by Type

5.3.7

Yes No_

207.1

Description of Type 1 Procedures

53.7.1

Yes No

207.1.1

Modes of Operation

53711

Yes No

207.1.1.a

A dation using Type 1 procedures
shdl support the entire procedure

st whenever it is operationa on
the network

53.7.11

Yes No_
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207.1.2

Procedure for Addressing

53.7.1.2

Yes No__

207.1.2.a

The address fidds shdl be used to
indicate the source and
degtinations of the tranamitted
PDU

53.7.1.2

Yes No__

207.1.2.b

The firgt bit in the source address
field shall be used to identify
whether a command or a response
is contained in the PDU

53.7.1.2

Yes No_

207.1.2.c

Individud, group, specid and
globa addressing shdl be
supported for destination
addresses in command PDUs

53.7.1.2

Yes No

207.1.2d

The source address fidld shdl
contain an individua or specid
address

53.7.1.2

Yes No__

207.1.3

Procedure for Using the P/F Bit

53.7.1.3

Yes No_

207.1.3.a

The dtation receiving a Ul or
TEST command PDU with the P-
bit set to 1 shall send an
appropriate response PDU with
the F-bit setto 1

Typel

Type 2

Type4

53.7.1.3

203.1:M
203.22M

Yes No
Yes No

207.1.4

Procedures for Logica Data Link
Set-up and Disconnection

53.7.14

Yes No

207.1.5

Procedures for Information
Transfer

53.7.15

Yes No_

207.15.1

Sending Ul Command PDUs

53.7.151

| £ LZ

Yes No_

207.1.5.1.

a

Information transfer from an
initiating Station to a responding
gation shal be accomplished by
sending the Ul command PDU

53.715.1

Yes No

207.1.5.1.

b

When a sending station sends a
Ul command PDU with the P-bit
sttol, it shdl gart an
acknowledgement timer for that
tranamission and initidize the
internd trangmission count
variableto zero

53.7.151

Yes No_
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207.1.5.1.

C

If dl expected URR and URNR
response PDUs are not received
before the timer runs out, the
sending gation shal resend the
Ul command PDU, increment
the internd transmission count
variable, and restart the
acknowledgement timer

53.7.151

Yes No_

207.1.5.1.

d

Prior to resending the Ul
command PDU, the group and
global addresses shdll be
removed aswdl asindividud
and specid addressesfrom
which aresponse (URR or
URNR) was received

53.7151

Yes No

207.1.5.1.

e

The specia address 3, if used,
shdll not be removed prior to
retrangmisson unlessit isthe
only address remaining

53.7.151

Yes No_

207.1.5.1.

f

No retransmisson shdl be
attempted unless an individua or
specid address other than 3
remans

53.715.1

Yes No

207.1.5.1.

g

If aURR response PDU is ill
not received, this resending
procedure shall be repeated until
the vaue of theinternd
transmisson count variableis
equd to the value of the logica
link parameter N4, a which time
aDL-Satus-Indication shal be
reported to the upper layer
indicating an acknowledgement
falure

53.7.151and
53811

Yes No__

207.1.5.1.

h

Aninternd transmisson count
shdl be maintained for each Ul
information exchange (where P-
bit = 1) between apair of
sending and recelving dations

53.7.151

Yes No
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207.1.5.1.

Both the acknowledgement timer
and internd transmisson count,
for that exchange, shal not affect
the information exchange with
other recalving saions

53.7.151

Yes No__

207.1.5.1

If aURNR response PDU is
received in responseto a Ul
command with the P-bit set to 1,
the recaiving gation shdl
designate the sending Station as

busy

53.7151

Yes No

207.1.5.1.
k

The retransmission of the Ul
command shdl follow the rules
for the busy condition

537151

Yes No_

207.1.5.1.
m

Tranamisson of the Ul
commands to that station shdl be
discontinued until the busy sate
iscleared

537151

Yes No__

207.1.5.2

Receiving Ul Command PDUs

5.3.7.1.5.2

Yes No

207.1.5.2.
a

Reception of the Ul command
PDU with P-bit set to O shdl not
be acknowledged

5.3.7.15.2

Yes No

207.1.5.2.
b

A daion shal acknowledge the
receipt of avaid Ul command
PDU, which hasthe P-bit set to 1
and contains the ation

individua address, by sending a
URR response PDU to the
originator of the command Ul
PDU

5.3.7.1.5.2

Yes No_

207.1.5.2.
Cc

If the recaiving gation is unable
to accept Ul PDUs due to a busy
condition, it may respond with a
URNR response PDU

53.7.152

Yes No_

207.1.5.3

Sending URR Response PDUs

5.3.7.1.5.3

Yes No

207.1.5.3.
a

A URR response PDU, with the
F-bit set to 1, shdl be sent only
upon receipt of a Ul command
PDU, with the P-bit setto 1

53.7.1.53

Yes No__
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207.1.5.3.
b

The URR response PDU shall be
sent to the originator of the
associated Ul command PDU

5.3.7.1.5.3

Yes No

207.1.5.4

Sending URNR Response PDUs

53.7.1.54

206.1.9:M

Yes No

207.1.5.4.
a

A URNR response PDU, with
the F-bit set to 1, may be sent by
the remote Station to advise the
originator of the associated Ul
command PDU that it is
experiencing abusy condition
and is unable to accept Ul PDUs

53.7.1.54

Yes No

207.1.55

Recaiving Ul Acknowledgement

5.3.7.1.5.5

Yes No_

207.1.55.
a

After sending a Ul command
PDU with the P-bit set to 1, the
sending station shdl expect to
receive an acknowledgement in
the form of aURR response
PDU from the station to which
the command PDU was sent

53.7.1.55

Yes No__

207.1.55.
b

No acknowledgement shdl be
expected from group or global
addresses or from the specia
address 3

5.3.7.1.55

Yes No__

207.1.55.
C

Upon recelving such aresponse
PDU, the gation shall stop the
acknowledgement timer
associated with the transmission
for which the acknowledgement
was received and reset the
associated interna transmission
count to zero

5.3.7.1.55

Yes No

207.1.5.6

Sending URNR Command PDUs

5.3.7.1.5.6

Yes No

207.1.5.7

Recelving URNR Command PDUs

5.3.7.1.5.7

Yes No_

207.1.5.8

Sending URR Command PDUs

5.3.7.1.5.8

Yes No

207.1.5.9

Recelving URR Command PDUs

53.7.1.59

Yes No__

207.1.5.10

Using TEST Command and
Response PDUs

5.3.7.1.5.10

gl = = I I

Yes No__
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Any TEST command PDU
207.1.5.10| receivedin eror shdl be
a discarded and no response PDU 5.3.7.1.5.10 M Yes No__
sLnt
In the event of atest failure, it
207.1.5.10| shdl be the responshility of the
b TEST function initiator to 53.7.15.10 M Yes _No_
determine any future actions
207.2 Description of Type 2 Procedures 53.7.2 203.2M Yes No
207.2.1 Modes of Operation 53721 203.2.M Yes No
207.2.1.1 Operationa Mode 537211 203.2M Yes No
207.2.1.1. The operational mode shdl be 537211 203.2°M Yes No
a the ABM —
Either station shall be dble to
207211 send commands at any time and
b D initiate response transmissons 537.211 203.2M Yes No__
without recaiving explicit
permission from the other Station
Such an asynchronous
tranamission shdl contain one or
more PDUs that shall be used for
information transfer and to
207211 indicate status changesin the
c . dation (for example, thenumber  [5.3.7.2.1.1 203.2:M Yes No__
of the next expected | PDU;
trangition from aready to abusy
condition, or vice versy;
occurrence of an exception
condition)
A ddionin ABM recaving a
207211 DISC command PDU shdll
d D respond with the UA response 537.211 203.2M Yes No_
PDU if it is cgpable of executing
the command
207.2.1.2 Non-Operationa Maode 53.7.21.2 203.2M Yes No
207.2.1.2. The non-operational mode shdl ]
a be the ADM 53.7.21.2 203.2:M Yes No__
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207.2.1.2.

b

ADM differsfrom ABM in that
the data link connection is
logicaly disconnected from the
physica medium such that no
information (user data) shal be
sent or accepted

537212

203.2M

Yes No_

207.2.1.2.

c

A daalink connection shdl be
systempredefined as to the
conditions that cause it to
assume ADM

53.7.2.1.2

203.22M

Yes No

207.2.1.2.

d

A gation on adatalink
connection in ADM shdl be
required to monitor
transmissions received from its
PL to accept and respond to one
of the mode-setting command
PDUs (SABME, DISC), or to
send aDM response PDU at a
medium access opportunity,
when required

53.7.21.2

203.2M

Yes No__

207.2.1.2.

e

A dationin ADM receiving a
DISC command PDU or any | or
S PDU shdl respond with the
DM response PDU

53.7.21.2

203.2M

Yes No__

207.2.1.2.

f

A dationin ADM shdl not
establish a FRMR exception
condition

537212

203.2:M

Yes No_

207.2.2

Procedure for Addressing

53.7.22

203.2:M

Yes No_

207.2.2.a

The addressfidds for aPDU
shdl be used to indicate the
individua source and up to 16
degtinations

5.3.7.2.2

203.22M

Yes No

207.2.2.b

Thefirg bit in the source address
fidd shall be used to identify
whether a command or response
is contained in the PDU

5.3.7.2.2

203.2M

Yes No__

207.2.3

Procedures for Using the P/F Bit

53.7.23

203.2:M

Yes No_
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207.2.3.a

Anindividualy addressed etion
receiving acommand PDU
(SABME, DISC, RR, RNR, REJ],
or 1) with the P-bit set to 1 shall
send a response PDU with the F-
bitsetto 1

53.7.2.3

203.2M

Yes No_

207.2.3.b

The response PDU returned by a
dation to aRSET, SABME or
DISC command PDU with the P-
bit set to 1 shal bea UA or DM
response PDU with the F-bit set
tol

5.3.7.2.3

203.2M

Yes No__

207.2.3.c

The response PDU returned by a
dationtoan |, RR or REJ
command PDU with the P-bit set
to1shal beanl, RR, REJ, RNR,
DM or FRMR response PDU with
the F-hitsetto 1

5.3.7.2.3

203.2M

Yes No__

207.2.3d

The response PDU returned by a
gation to an RNR command PDU
with the P-bit set to 1 shdl bean
RR, REJ RNR, DM or FRMR
response PDU with the F-bit set
tol

5.3.7.2.3

203.22M

Yes No

207.2.3.e

The response PDU returned by a
dation to a SREJwith the P-bit
st to one shall be the requested |
PDU (response) with the F-bit set
to one

5.3.7.2.3

203.22M

Yes No

207.2.4

Procedures for Logica Data Link
Set-up and Disconnection

53.7.24

203.22M

Yes No

207.24.1

Data Link Connection Phase

53.724.1

203.22M

Yes No

207.2.4.1.

a

Either sation shdl be ableto
taketheinitigiveto initidize the
data link connection

537241

203.22M

Yes No

207.2.4.1.

1

Initiator Action

5372411

203.22M

Yes No
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207.2.4.1.

la

When the gtation wishes to
intidize the link, it shdl send

the SABME command PDU to
one or more individua addresses
and gtart the acknowledgement
timer(s)

5372411

203.2M

Yes No_

207.24.1.

1b

Upon receipt of the UA response
PDU, the gtation shdl reset both
the V(S) and V(R) to O for the
corresponding data link
connection, shdl stop the
acknowledgement timer and

ghdl enter theinformation

transfer phase

5372411

203.2:M

Yes No__

207.2.4.1.

1c

When receiving the DM
response PDU, the station that
originated the SABME
command PDU shdl stop the
acknowledgement timers for that
link, shall not enter the
information transfer phase for
that sation, and shdl report to
the higher layer for gppropriate
action

5372411

203.2:M

Yes No_

207.2.4.1.

1d

Should any acknowledgement
timer run out before receiving dl
UA or DM response PDUs, the
dation shdl resend the SABME
command PDU, &fter deleting
the address and control fields
corresponding to the received
UAsor DMs, and restart the
acknowledgement timers

5372411

203.2M

Yes No__

207.24.1.

l.e

After resending the SABME
command PDU N2 times, the
station shal stop sending the
SABME command PDU, may
report to the higher layer
protocol and may initiate other
error recovery action

5372411

203.22M

Yes No_
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207.2.4.1.

1f

Other Type 2 PDUs received
(commands and responses) while
attempting to connect shall be
ignored by the station

5372411

203.22M

Yes No

207.2.4.1.

2

Respondent Action

5372412

203.22M

Yes No

207.24.1.

2.a

When a SABME command PDU
is received, and the connection is
desired, the station shdl return a
UA response PDU to the remote
gation, set both the V(S) and
V(R) to O for the corresponding
datalink connection, and enter
the information trandfer phase

5372412

203.2:M

Yes No_

207.24.1.

2b

The return of the UA response
PDU shall take precedence over
any other response PDU that
may be pending at the Sation for
that data link connection

53.724.12

203.22M

Yes No_

207.2.4.1.

2.Cc

It shdl be possible to follow the
UA response PDU with
additiond PDUs, if pending

53.724.12

203.22M

Yes No

207.2.4.1.

2d

If the connection is not desired,
the station shdl return aDM
response PDU to the remote
gation and remain in the link
disconnected mode

53.724.12

203.2M

Yes No__

207.2.4.2

Information Transfer Phase

5.3.7.24.2

203.22M

Yes No

207.2.4.2.

a

After having sent the UA
response PDU to an SABME
command PDU or having
received the UA response PDU
to asent SABME command
PDU, the gation shall accept and
send | and S PDUs according to
the procedures described in
53.7.25

5.3.7.2.4.2 and
5.3.7.2.5

203.22M

Yes No_
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207.2.4.2.

b

When receiving an SABME
command PDU whilein the
information transfer phase, the
dation shal conform to the
resetting procedure described in
5.3.7.2.6

5.3.7.2.4.2 and
53.7.2.6

203.2M

Yes No_

207.2.4.2.

c

When recaiving an RSET
commeand PDU whilein the
information trandfer phase, the
detion shdl conform to the
resetting procedure described in
53.7.2.7

5.3.7.24.2 and
5.3.7.2.7

203.2M

Yes No__

207.2.4.3

Data Link Disconnection Phase

5.3.7.24.3

203.22M

Yes No

207.2.4.3.

a

During the information transfer
phase, either sation shall be able
to initiate disconnecting of the
datalink connection by sending
aDISC command PDU and
garting the acknowledgement
timer

5.3.7.24.3 and
53.81l2a

203.2M

Yes No_

207.2.4.3.

b

When receiving a DISC
command PDU, the gation shall
return a UA response PDU and
enter the datalink disconnected
phase

53.7.243

203.2:M

Yes No_

207.2.4.3.

c

The return of the UA response
PDU shall take precedence over
any other response PDU that
may be pending at the Sation for
that data link connection

5.3.7.24.3

203.2M

Yes No__

207.2.4.3.

d

Upon receipt of the UA or DM
response PDU from aremote
dation, the Sation shall sop its
acknowledgement timer for that
link, and enter the link
disconnected mode

5.3.7.24.3

203.22M

Yes No
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207.2.4.3.

e

Should the acknowledgement
timer run out before receiving

the UA or DM response PDU for
aparticular link, the station shall
send another DISC command
PDU and restart the
acknowledgement timer

53.7.243

203.2:M

Yes No_

207.2.4.3.

f

After sending the DISC
command PDU N2 times, the
sending dation shall sop
sending the DISC command
PDU, shdl enter the datalink
disconnected phase, and shal
report to the higher layer for the
appropriate error recovery
action.

5.3.7.24.3 and
538.12d

203.22M

Yes No

207.2.4.4

Data Link Disconnected Phase

53.7.244

203.22M

Yes No

207.2.4.4.

a

After having received aDISC
command PDU from the remote
gation and returned a UA
response PDU, or having
received the UA response PDU
to asent DISC command PDU,
the gation shal enter the data
link disconnected phase

53.7.244

203.22M

Yes No

207.2.4.4.

b

In the disconnected phase, the
gation shall react to the receipt
of an SABME command PDU,
asdescribed in 5.3.7.2.4.1, and
shdl send a DM response PDU
in answer to arecelved DISC
command PDU

53.7.24.4and
537241

203.2:M

Yes No__

207.2.4.4.

c

When receiving any other Type
2 command, | or SPDU, the
gation in the disconnected phase
shall send a DM response PDU

53.7244

203.22M

Yes No

207.2.4.4.

d

In the disconnected phase, the
dation shdl be dbleto initiate a
datalink connection

53.7244

203.2M

Yes No__

207.2.4.5

Contention of Unnumbered
M ode- Setting Command PDUs

5.3.7.24.5

203.22M

Yes No
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207.2.4.5.

a

A contention Situation on a data
link connection shdl be resolved
in the following way: If the sent
and received mode-setting
command PDUs are the same,
each station shdl send the UA
response PDU ét the earliest

opportunity

5.3.7.24.5

203.22M

Yes No_

207.2.4.5.

b

Each gation shdl enter the
indicated phase either after
receiving the UA response PDU,
or after its acknowledgement
timer expires

5.3.7.24.5

203.22M

Yes No_

207.2.4.5.

c

If the sent and received mode-
setting command PDUs are
different, each station shal enter
the data link disconnected phase
and shdl issue aDM response
PDU at the earliest opportunity

53.7.245

203.2:M

Yes No__

207.2.5

Procedures for Information
Trandfer

5.3.7.2.5

203.22M

Yes No_

207.25.1

Sending | PDUs

53.7.25.1

203.22M

Yes No_

207.25.1.

a

When the sation hasan | PDU
to send (that is, an | PDU not
dready sent), it shall send the |
PDU with an N(S) equd to its
current V(S) and an N(R) equa
toitscurrent V(R) for that data
link connection

53.7.251

203.2:M

Yes No_

207.2.5.1.

b

At the end of sending the | PDU,
the gation shdl increment its
V(S byl

53.7.25.1

203.22M

Yes No

207.25.1.

c

If the acknowledgement timer is
not running a the time that an |
PDU is sent, the
acknowledgement timer shal be
started

53.7251

203.2:M

Yes No_
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207.25.1.
d

If the data link connection V(S)
isequd to the last vaue of N(R)
received plusk (wherek isthe
meaximum number of outstanding
| PDUs), the gation shall not
send any new | PDUs on that
data link connection, but shdl be
ableto resend an | PDU

5.3.7.251,
538.12¢
5.3.7.2.5.6 and
5.3.7.259

203.22M

Yes No_

207.2.5.1.
e

Upon sending an | PDU that
causes the number of outstanding
| PDUsto be equal to the k2
vaue for that connection, the
dation shal send an RR (or
RNR) command to the
destination Stetion

53.7.25.1

203.22M

Yes No

207.25.1.
f

The dedtination sation shall
respond with a RR Response
with the N(R) indicating the last
received | PDU

53.7.25.1

203.22M

Yes No_

207.25.1.
g

When alocd dation on adata
link connection isin the busy
condiition, the gation shdl il

be able to send | PDUs, provided
that the remote station on this
datalink connection isnot aso

busy

53.7251

203.2:M

Yes No_

207.2.5.1.
h

When the gation isin the FRMR
exception condition for a
particular datalink connection, it
shdl stop trangmitting | PDUs on
that data link connection

53.7.251

203.2:M

Yes No__

207.2.5.1.

When adationisin the timer
recovery condition, it shal not
send any new | PDUs on that
datalink connection

5.3.7.25.1 and
53.7.2511

203.22M

Yes No_

207.2.5.2

Recalving | PDU

5.3.7.25.2

203.22M

Yes No
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207.2.5.2.
a

When the gtation is not in a busy
condition and receivesan | PDU
whose N(S) isequa toitsV(R),
the station shall accept the
information fied of this PDU,
increment by 1itsV(R), and act
asfollows.

5.3.7.25.2

207.25.2M

Yes No_

207.2.5.2.
al

If an | PDU isavailableto be
sent, the station shadl be able to
act asinb5.3.7.25.1 and
acknowledge the received |
PDU by setting N(R) in the
control fidd of the next sent |
PDU to thevdue of itsV(R).
The gation shdl dso be dbleto
acknowledge the received |
PDU by sending an RR PDU

with the N(R) equd to the vaue

of itsV(R).

5.3.7.25.2.aand

53.7251

207.2.5.2.a0
<3>

Yes No__

207.2.5.2.
a2

If nol PDU isavailableto be
sent by the gation, then the
dation shdl ether:

53.7.25.2b

207.2.5.2.a0
<3>

Yes No_

207.2.5.2.
az.a

If thereceived | PDU isa
command PDU with the P-hit
set to 1, then send an SPDU
withits Fbit set to 1 and its

N(R) equd to the current value

of V(R) at thefirgt possible
opportunity (this transmisson
istime criticd to maintaining
the connection), and stop the
Response Delay Timer

5.3.7.2.5.2.0(1)

207.25.2.a2:

0.<2>

Yes No

207.2.5.2.
a2.b

If thereceived | PDU isnot a
command PDU with the P-bit
=t to 1, then the sation shall

5.3.7.2.5.2.0(2)

207.2.5.2.a2:

0.<2>

Yes No
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207.2.5.2.
a2b.l

If the number of outstanding |
PDUs received sincethe last |
PDU for which an
acknowledgment was sent is
equal to or greater than k3,
then send an SPDU with its
N(R) equd to the current
vaueof V(R) at the earliest
opportunity, and stop the
Response Delay Timer

5.3.7.25.2.b(2)(a
)and 5.3.8.1.2.g

207.25.2.a2.
b:0.<2>

Yes No

207.2.5.2.
a.2.b.2

If the number of outstanding |
PDUs received sincethe last |
PDU for which an
acknowledgment was sent is
lessthan k3, and if the
Response Delay Timer isnot
aready running, then sart the
Response Delay Timer. When
the Response Delay Timer is
running then the Sation shl:

5.3.7.25.2.b(2)(b
)and 5.3.8.1.2.g

207.25.2.a2.
b:0.<2>

Yes No

207.2.5.2.
a2.b.2(j)

If an1 PDU is sent back to
the originator of the recently
received | PDU before the
Response Delay Timer
expires, then stop the
Response Delay Timer. The
N(R) in the outgoing | frame
will acknowledge any
recently received correct in
sequence | PDU frames as
described in 5.3.7.2.5.1 (No
S PDU needs to be sent)

5.3.7.2.5.2.b(2)(b
)(i) and
5.3.7.2.5.1

207.2.5.2.a2.
bh.2:0.<3>

Yes No_
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207.2.5.2.
a.2.b.2(ii)

If another PDU of any type
that can be concatenated is
transmitted to any degtination
and adequate space existsto
concatenate additiond
frames, then concatenate
onto this PDU an SPDU
with its N(R) equd to the
current vaue of V(R)
addressed to the originator of
the recently received | PDU,
and stop the Response Delay
Timer

5.3.7.2.5.2.b(2)(b
)(i)

207.2.5.2.a2.

bh.2:0.<3>

Yes No__

207.2.5.2.
a.2.b.2(jii)

If the Response Delay Timer
expires, then at the earliest
opportunity, send an S PDU
with its N(R) equd to the
current value of V(R). (Note
that S PDUs to other
destinations may be
concatenated with thisframe
as described in the preceding

paragraph.)

5.3.7.2.5.2.b(2)(b
(i)

207.2.5.2.a2.

b.2:0.<3>

Yes No

207.2.5.2.
a3

If receipt of the | PDU caused
the station to go into the busy
condition with regard to any
subsequent | PDUS, the station
ghdl send an RNR PDU with
the N(R) equd to the value of
itsV(R). If | PDUsare
available to send, the gtation
shdl be ale to send them (asin
5.3.7.2.5.1) prior to or
following the sending of the
RNR PDU.

53.7.25.2.cand
53.7.251

207.2.5.2a0
<3>

Yes No__

207.2.5.2.
b

When the gation isin abusy
condition, the sation shdl be
ableto ignore the information
field contained in any received |
PDU on that data link connection

5.3.7.2.5.2 and
5.3.7.2.5.10

207.25.2M

Yes No

207.2.5.3

Recelving Incorrect PDUs

53.7.253

203.2:M

Yes No_

164

Appendix B




MIL-STD-188-220C

APPENDIX B

Item

Protocol Feature

Reference

Status

Support

Notes

207.2.5.3.

a

When the gtation receives an
invaid PDU or aPDU with an
incorrect source address, the
entire PDU shdll be discarded

5.3.7.25.3

203.22M

Yes No

207.25.4

Receiving Out- of- Sequence
PDUs

53.7.254

203.22M

Yes No

207.25.4.

a

When the station receives one or
more | PDUs whose N(S)s are
not in the expected sequence,
that is, not equd to the current
V(R) but iswithin the receive
window, the sation shdl

respond by sending aREJor a
SREJ PDU as described in either
53.7.254.10r5.3.7.25.4.2

5.3.7.254,
5.3.7.25.4.1 and
5.3.7.254.2

203.22M

Yes No_

207.2.5.4.

1

Reect Response

5372541

203.2:M

Yes No__

207.2.5.4.

la

When an | PDU has been
received out- of- sequence and
more than one frame ismissing,
the station may discard the
informetion field of thel PDU
and send aREJ PDU with the
N(R) st to the vaue of V(R).
The gtation shal then discard
the information field of dl |
PDUs until the expected | PDU
Is correctly received

5372541

203.2:M

Yes No_

207.25.4.

1b

When receiving the expected |
PDU, the gtation shall
acknowledge the PDU

5.3.7.254.1 and
5.3.7.25.2

203.22M

Yes No_

207.25.4.

1.c

The dation shall usethe N(R)
and P-bit indications in the
discarded | PDU

5.3.7.254.1

203.22M

Yes No_

207.2.5.4.

1d

On agiven datalink connection,
only one “sent REJ’ exception
condition from a given gation

to another given gtation shdl be
esablished at atime

53.7.254.1

203.22M

Yes No

207.2.5.4.

le

A “sent REY condition shdl be
cleared when the requested |
PDU isreceved

53.7.254.1

203.2M

Yes No__
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207.2.5.4.

1f

The“sent REJ' condition shdl
be able to be reset when aREJ
timer time-out function runs out

53.7.254.1

203.2M

Yes No

207.2.5.4.

19

When the gation perceives by
REJ timer time-out that the
requested | PDU will not be
received, because either the
requested | PDU or the REJ
PDU wasin error or logt, the
gation shdl be ableto resend
the REJPDU up to N2 timesto
reestablish the “sent REJ’
condition

5.3.7.25.4.1 and
538.12d

203.22M

Yes No

207.2.5.4.

2

Sdlective Reject Response

5.3.7.254.2

203.22M

Yes No

207.25.4.

2.a

A SREJPDU shdl not be
tranamitted if an earlier REJ
condition has not been cleared

53.7.254.2

203.2:M

Yes No_

207.25.4.

2b

When the gtation perceives by
the REJ timer time-out that the
request | PDU will not be
received, because either the
requested | PDU or the SREJ
PDU wasin error or logt, the
gation shdl be able to resend

dl outstanding SREJPDUSsIN
order to reestablish the “ sent
SREJ’ condition up to N2 times

5.3.7.25.4.2 and
5.3.8.1.2d

203.22M

Yes No_

207.25.5

Recelving Acknowledgement

5.3.7.25.5

203.22M

Yes No

207.2.5.5.

a

When correctly receiving an | or
SPDU, even in the busy
condition, the receiving sation
shdl consder the N(R)
contained in thisPDU asan
acknowledgement for dl the |
PDUsit has sent on this data link
connection with an N(S) up to
and including the received N(R)
minus one

5.3.7.25.5 and
5.3.7.25.10

203.2M

Yes No__
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207.2.5.5.

b

The gtation shall reset the
acknowledgement timer when it
correctly receivesan | or Type 2
S PDU with the N(R) higher than
the last received N(R) (actudly
acknowledging some | PDUS)

53.7.255

203.2M

Yes No_

207.2.5.5.

c

If the timer has been reset and
there are outstanding | PDUs il
unacknowledged on this data
link connection, the station shdl
restart the acknowledgement
timer

5.3.7.255

203.2M

Yes No__

207.2.55.

d

If the timer then runs out, the
dation shdl follow the
proceduresin 5.3.7.2.5.11 with
respect to the unacknowledged |
PDUs

5.3.7.25.5and
53.7.2511

203.22M

Yes No

207.2.5.6

Receiving SREJ PDU

5.3.7.25.6

203.2:M

Yes No__

207.2.5.6.

a

If the recaived transmisson isan
SREJ command or response
PDU, the | PDU corresponding
to the N(R) being rejected shdl
be retransmitted

5.3.7.2.5.6

203.22M

Yes No

207.25.7

Receiving RSET PDU

5.3.7.25.7

203.2:M

Yes No_

207.25.7.

a

Upon the receipt of the RSET
command PDU, the receiving
gation shdl reply with a UA
response PDU and shall then st
itsV(R) to O for the initiating
station

5.3.7.25.7

203.22M

Yes No

207.25.8

Recalving REJPDU

5.3.7.2.5.8

203.22M

Yes No

207.2.5.8.

a

When recaiving an REJ PDU,
the gtation shdl set its V(S) to
the N(R) received in the REJ

PDU control field

5.3.7.25.8

203.22M

Yes No

207.2.5.8.

b

The gation shal resend the
corresponding | PDU as soon as
itisavalabdle

5.3.7.25.8

203.2M

Yes No__
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207.2.5.8.

C

If other unacknowledged | PDUs
had dready been sent on that
datalink connection following

the one indicated in the REJ
PDU, then those | PDUs shdl be
resent by the station following
the resending of the requested |
PDU

5.3.7.2.5.8

203.22M

Yes No_

207.2.5.8.

d

If retransmisson beginning with
aparticular PDU occurs while
waiting acknowledgement and
an REJPDU isrecaived, which
would aso start retransmission
with the same | PDU [as
identified by the N(R) in the REJ
PDU]J, the retransmisson
resulting from the REJ PDU

shdl beinhibited

5.3.7.2.5.8 and
53.7.2511

203.2:M

Yes No__

207.2.5.9

Receiving RNR PDU

5.3.7.25.9

203.22M

Yes No_

207.2.5.9.

a

A dation receiving an RNR PDU
shdl, with one exception
described below, stop sending |
PDUs on the indicated data link
connection &t the earliest
possble time and shdl gart the
busy-gate timer, if not aready
running. EXCEPTION: A
gation may include a busy
destination in aPDU that is
addressed to multiple destination
addresses if at least one of the
multiple destingtionsis not busy.

5.3.7.25.9

203.2:M

Yes No__

207.2.5.9.

b

When the busy-date timer runs
out, the gation shdl follow the
procedure described in
5.3.7.25.11

5.3.7.25.9 and
53.7.2511

203.22M

Yes No
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207.2.5.9.
Cc

In any case, the dation shdl not
send any other | PDUs on that
data link connection before
recelving an RR or REJPDU, or
before receiving an | response
PDU with the F-bit set to 1, or
before the completion of a
resetting procedure on that data
link connection

5.3.7.25.9

203.22M

Yes No

207.2.5.10

Station-Busy Condition

5.3.7.2.5.10

203.22M

Yes No

207.2.5.10
a

A dation shdl enter the busy
condition on adatalink
connection when it is
temporarily unable to receive or
continue to receive | PDUs due
to internd condraints

5.3.7.25.10

203.2:M

Yes No_

207.2.5.10
b

When the gation enters the busy
condition, it shal send an RNR
PDU at the first possible

opportunity

5.3.7.25.10

203.22M

Yes No

207.2.5.10
.C

It shdl be possbleto send |
PDUs waiting to be sent on that
data link connection prior to or
following the sending of the
RNR PDU

5.3.7.25.10

203.2:M

Yes No_

207.2.5.10
d

While in the busy condition, the
gation shal accept and process
supervisory PDUs and return an
RNR response PDU with the F-
bit setto 1 if it receivesan Sor |
command PDU with the P-bit set
to 1 on the affected data link
connection

5.3.7.25.10

203.2:M

Yes No_
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207.2.5.10
.

To indicate the clearance of a
busy condition on adatalink
connection, the station shal send
an | response PDU with the F-bit
sttolif aP-bitssttolis
outstanding, an REJ response
PDU, or an RR response PDU on
the data link connection with
N(R) st to the current V(R),
depending on whether or not the
dation discarded information
fidds of correctly received |
PDUs

5.3.7.25.10

203.2:M

Yes No__

207.2.5.10
f

The sending of a SABME
command PDU or aUA
response PDU shdl indicate the
clearance of abusy condition a
the sending station on a data link
connection

5.3.7.25.10

203.2M

Yes No_

207.2511

Waiting Acknowledgement

53.7.2511

203.22M

Yes No

207.25.11
.a

The gtation maintains an internd
retransmission count variable for
each datalink connection, which
shdl be et to 0 when the station
receives or sends a UA response
PDU to a SABME command
PDU, when the station receives
an RNR PDU, or when the
dtation correctly receivesan | or
S PDU with the N(R) higher than
the last received N(R) (actudly
acknowledging some outstanding
| PDUs)

5.3.7.2511

203.22M

Yes No__

207.25.11
b

If the acknowledgement timer,
busy-gtate timer, or the P-bit
timer runs out, the gation on this
datalink connection shdl enter
the timer recovery condition and
add 1 to its retransmission count
varidble

5.3.7.2511

203.22M

Yes No__
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207.2511
.C

When adation isin the timer
recovery condition, the sation
shall not send any new | PDUsto
the dedtination Station

53.7.2511

203.22M

Yes No

207.2511
d

The gation shal then gtart the P-
hit timer and send an S command
PDU with the P-bit set to 1

53.7.2511

203.2M

Yes No__

207.25.11
.6

Thetimer recovery condition
shdl be cleared on the data link
connection when the gation
receivesavaid | or SPDU from
the remote station with the F-bit
settol

5.3.7.2511

203.2M

Yes No_

207.2511
f

If, whilein the timer recovery
condition, the station correctly
recelvesavadid | or SPDU with
one of the following:

53.7.2511

203.2M

Yes No__

207.2511
fl

The F-bit set to 1 and the N(R)
within the range from the last
vaue of N(R) received to the
current V(S) incdlusive, the
dation shdl clear the timer
recovery condition, setits V()
to the received N(R), stop the P-
bit timer, and resend any
unacknowledged PDUs

53.7.2511.a

207.25.11f:

O.<2>

Yes No__

207.2511
f.2

The P/F bit set to 0 and the
N(R) within the range from the
last value of N(R) received to
the current V(S) inclusive, the
dation shal not clear the timer
recovery condition but shall
treat the N(R) vaue received as
an acknowledgment for the
indicated previoudy tranamitted
| PDUs

53.7.2511b
and 5.3.7.2.5.5

207.25.11f:

0.<2>

Yes No__

207.2511
g

If the P-bit timer runs out in the
timer recovery condition, the
dation shall add 1 to its
retransmisson count variable

53.7.2511

203.2M

Yes No__
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If the retransmission count
vaiableislessthan N2, the
2;) 7.25.11 gation shall resend an SPDU gg;igél and 203.2:M Yes No
’ withtheP-bitsettoland |
retarts its P-hit timer
If the retransmission count
207.2.5.11 variableisequa to N2, the 5.3.7.25.11,
i . detion shdl initiate aresetting 5.3.8.1.2dand 203.2.M Yes No__
' procedure, by sendingaSABME [5.3.7.2.6
command PDU
207.2.6 Procedures for Mode Resetting 5.3.7.2.6 203.2M Yes No__
The resetting phase shdl apply i
207.2.6.a only during ABM 5.3.7.2.6 203.2:M Yes No
Either gation shdl be ableto
initiate aresetting of both
207.2.6.b | directionsby sendingaSABME 5.3.7.2.6 203.2.M Yes No
command PDU and garting its
acknowledgement timer
207.2.6.1 | Receiver Action 53.7.26.1 203.2M Yes No__
After recelving aSABME
command PDU, the station shall
207.2.6.1. return one of two typgs of 537261 203.2'M Yes No
a responses, at the earliest —
opportunity: 5.3.7.2.6.1.aor
5.3.7.26.1.b
A UA response PDU and reset .
2017'2'6'1' tsV(9adV(R toOtoresst  |537.261a | 2or*C| ves No_
the data link connection :
A DM response PDU if the data ,
2_027'2'6'1' link connection isto be 5.3.7.2.6.1b 207'2;62;;1'3'0 Yes No
terminated )
The return of the UA or DM
response PDU shdll take
207.2.6.1. precedence over any other .
b response PDU for that datalink 53.7.26.1 203.2:M Yes No
connection that may be pending
at the station
207.2.6.1 It shdl be possible to follow the
c R UA PDU with additiond PDUs, |5.3.7.2.6.1 203.2M Yes No
if pending
207.2.6.2 | |Initiator Action 5.3.7.26.2 203.2M Yes No__
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207.2.6.2.

a

If the UA PDU isreceived
correctly by the initiating station,
it shal reset itsV(S) and V(R) to
0 and stop its acknowledgement
timer

5.3.7.2.6.2

203.2M

Yes No__

207.2.6.2.

b

Thisshdl dso dear dl exception
conditions that might be present

at ether of the gaionsinvolved

in the reset

53.7.2.6.2

203.2:M

Yes No_

207.2.6.2.

c

The exchange shdl dso indicate
clearance of any busy condition
that may have been present at
ether gation involved in the
reset

5.3.7.26.2

203.22M

Yes No

207.2.6.2.

d

If aDM response PDU is
received, the station shall enter
the data link disconnected phase,
shdl stop its acknowledgement
timer, and shdl report to the
higher layer for appropriate
action

5.3.7.2.6.2

203.22M

Yes No

207.2.6.2.

e

If the acknowledgement timer
runs out before a UA or DM
response PDU isreceived, the
SABME command PDU shdl be
resent and the acknowledgement
timer shall be started

5.3.7.2.6.2

203.22M

Yes No

207.2.6.2.

f

After the timer runs out N2
times, the sending tation shdl
stop sending the SABME
command PDU, and shdl enter
the ADM, may report to the
higher layer protocol and may
initiate other error recovery
actions

5.3.7.2.6.2 and
53.8.1.2d

203.22M

Yes No

207.2.6.2.

g

Other Type 2 PDUs, with the
exception of the SABME and
DISC command PDUS, received
by the station before completion
of the reset procedure shdl be
discarded

5.3.7.2.6.2

203.2M

Yes No__

207.2.6.3

Resetting with the FRMR PDU

5.3.7.2.6.3

203.22M

Yes No
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207.2.6.3.

a

Under certain FRMR exception
conditions, it shal be possble
for theinitiating Sation, by
sending a FRMR response PDU,
to ask the remote station to reset
the data link connection

5.3.7.26.3and
5.3.7.2.8

203.2M

Yes No_

207.2.6.3.

b

Upon receiving the FRMR
response PDU (even during a
FRMR exception condition), the
remote Sation shdl ather initiste
aresetting procedure, by sending
aSABME or RSET command
PDU, or initiate a disconnect
procedure, by sending aDISC
command PDU

53.7.2.6.3

203.2:M

Yes No

207.2.6.3.

c

After sending an FRMR
response PDU, theinitiating
dation shal enter the FRMR
exception condition

5.3.7.2.6.3

203.22M

Yes No_

207.2.6.3.

d

The FRMR exception condition
shdl be cleared when the station
receives or sends a SABME or
DISC command PDU, DM
response PDU or RSET
command PDU

5.3.7.2.6.3

203.2:M

Yes No__

207.2.6.3.

e

Any other Type 2 command
PDU received while in the

FRMR exception condition shall
cause the gation to resend the
FRMR response PDU with the
same information fidd as
origindly sent

5.3.7.2.6.3

203.2:M

Yes No__

207.2.6.3.

f

In the FRMR exception
condition, additiona | PDUs
shdl not be sent, and received |
and S PDUs shdl be discarded
by the station

5.3.7.2.6.3

203.2M

Yes No__

207.2.6.3.

g

It shall be possible for the Sation
to art its acknowledgement
timer on the sending of the
FRMR response PDU

53.7.2.6.3

203.2:M

Yes No__
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207.2.6.3.
h

If the timer runs out before the
reception of a SABME or DISC
command PDU from the remote
dation, it shall be possble for
the gtation to resend the FRMR
response PDU and restart its
acknowledgement timer

53.7.2.6.3

203.2:M

Yes No__

207.2.6.3.i

After the acknowledgement

timer has run out N2 times, the
gation shal reset the data link
connection by sending aSABME
command PDU

5.3.7.26.3and
5.38.1.2d

203.2:M

Yes No__

207.2.6.3

When an additiond FRMR
response PDU is sent while the
acknowledgement timer is
running, the timer shal not be
reset or restarted

5.3.7.2.6.3

203.22M

Yes No

207.2.7

Procedures for Sequence Number
Resdtting

5.3.7.2.7

203.22M

Yes No

207.2.7.a

The addressed station shall
confirm acceptance of the RSET
command by transmission of a
UA response & the earliest

opportunity

5.3.7.2.7

203.2:M

Yes No_

207.2.7.b

Upon acceptance of this
command, the addressed station
V(R) shdl beset to 0

53.7.2.7

203.2:M

Yes No_

207.2.7.c

If the UA responseisreceived
correctly, theinitidization Sation
shdl resetits V(S) to 0

53.7.2.7

203.2:M

Yes No_

207.2.7d

The RSET command shall resst
al PDU rgection conditionsin
the addressed tation, except for
aninvdid N(R) sequence number
condition which the addressed
station has reported by FRMR

5.3.7.2.7

203.22M

Yes No

207.2.7.e

To dear aninvdid N(R) frame
rejection condition with an RSET
command, the RSET command
shdll be tranamitted by the ation
that detectsthe invdid N(R)

5.3.7.2.7

203.22M

Yes No_

207.2.8

FRMR Exception Conditions

5.3.7.2.8

203.2M

Yes No__
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The dtation shall request a
resetting procedure by sending an
FRMR response PDU, after 5.3.7.2.8,
207.2.8.a | recaving, during theinformation 5.3.7.2.6.3and 203.2M Yes No__
transfer phase, aPDU withoneof [5.3.6.2.3.6
the conditions identified in
5.3.6.2.3.6
The other gation shdl initiste a
resetting procedure by sending a 53728 and
207.2.8.b SABME or RSET command 5.3.7.2.6 203.2M Yes No
PDU, &fter receiving the FRMR R
response PDU
207.3 Description of Type 4 Procedures 53.7.3 203.4M Yes No
207.3.1 Modes of Operation 53731 203.4:M Yes No
A dation using Type 4 procedures
207.3.1.a | Sl support the entire st 53731 203.4:M Yes  No
whenever it is operaiond on the —
network
207.3.2 Procedure for Addressing 53.7.3.2 203.4M Yes No
The address field shdl be used to
indicate the source and :
207.3.2.a destinations of the transmitted 53.7.32 203.4:M Yes No
PDU
The firgt bit in the source address
207.32p | Sl beusedtoidentify whethera 5 5 7 55 203.4:M Yes No
command or aresponse is i
contained in the PDU
Individud, group, and globa
addressing shal be supported for :
207.3.2.c the destination addressesin 53.7.3.2 203.4:M Yes No__
command PDUs
The source address shdl contain .
207.3.2d anindividual address 53.7.32 203.4:M Yes No__
207.3.3 Procedure for Using the P/F Bit 5.3.7.33 X
Procedures for Logica Data Link .
207.3.4 Set-up and Disconnection 53.7.34 203.4:M Yes No__
All gations shdl advance to the )
207.34.a information trangfer rate 53734 203.4:M Yes No__
207.35 | Proceduresfor Information 53.7.35 203.4:M Yes No__
Trander
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207.35.1 Sending DIA Command Frames 53.7.35.1 203.4:M Yes No
207.3.5.2 | DRNR Procedure 5.3.7.35.2 203.4:M Yes No
i07'3'5'2' Sending DRNR Command PDU | 5.3.7.35.2.1 203.4:M Yes No__
207352 rooaving DRNR Command 5.37.3522 203.4:M Yes No__
Upon receipt of aDRNR PDU a
gation shdl, with one exception
described below, inhibit
transmisson of DIA PDUsto
the gtation which originated the
DRNR command by updating
207.3.5.2. thg dation staty; table to reflect 5373522 203.4:M Yes No
2a this busy condition. i —
EXCEPTION: A gation may
include abusy destination in a
PDU that is addressed to
multiple destination addressesiif
a least one of the multiple
degtinationsis not busy
207.35.2 The DRNR PDU shdl not
2b R change the Quiet Mode statusof | 5.3.7.3.5.2.2 203.4:M Yes No
' adaion
Any PDUsin the retransmisson
207.3.5.2 gueue addressed to the busy
2 R dation shal be modified to 5.3.7.35.22 203.4M Yes No_
' deete (null) the busy station
from the destination address list
Normal transmisson of DIA
207.3.5.2. PDUsto that station shal )
24 resume upon receipt of aDRR 53.7.35.22 203.4:M Yes No__
command from the Station
207.3.5.2. . _
3 Sending DRNR Response PDU 53.7.35.23 203.4M Yes No
A dation shal generate and
tranamit a DRNR response PDU
207.35.2 after it has sent aDRNR
3 a. T command PDU (if its Quiet 5.3.7.35.2.3 203.4:M Yes No
' Mode is disabled) whileit is
processing framesin itsrecelve
queues in the busy condition
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207'3'5'2' EDGCSV' ng DRNR Response 5373524 203.4M Yes No_
Upon receipt of aDRNR
response PDU, a station shall
207.3.5.2. search the destination addresses :
da sssociated with the 53.7.35.24 203.4:M Yes No__
identification number in the
DRNR response PDU
The response PDU originator’s
207.3.5.2 address shdl be deleted from
4b T the destination address field (if 53.7.35.24 203.4:M Yes No
' it isdtill there) of the DIA being
acknowledged
207.3.5.3 | DRR Procedures 5.3.7.35.3 203.4:M Yes No
207:353-1  sending aDRR PDU 53.7.3531 203.4:M Yes No__
A dation shal generate and
207353 trangmit aDRR PDU if its
1a R Quiet Modeisdissbledandone |5.3.7.3.5.3.1 203.4:M Yes No
' of the following conditions
exid:
The gation isno longer busy )
io;'f"s'?" and had previoudy sent a 53.7.3531la 2075’ 'Sés;l'a' Yes No__
' DRNR command PDU '
The gtation is not busy and the
station received aDIA PDU .
207353 from atranamitting Sation 5.3.7.35.3.1b 207.353.1.a Yes No
la2 : ; 0.<3>
which requires
acknowledgement
207.3.5.3. , . 207.353.1a
1a3 If directed by the user interface  [5.3.7.3.5.3.1.c 0.<3> Yes No
207.3.5.3. , :
11 Sending aDRR Command PDU  |5.3.7.3.5.3.1.1 203.4M Yes No
iO27'3'5'3' Sending aDRR Response PDU - |5.3.7.3.5.3.1.2 203.4M Yes No__
307'3'5'3' Receiving DRR Response PDU 5.3.7.353.2 203.4:M Yes No__
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Item

Protocol Feature

Reference

Status

Support

Notes

207.3.5.3.
2a

Upon receipt of aDRR
response PDU a gtation shall
search the destination addresses
asociated with the

identification number in the
DRR response PDU

5.3.7.3532

203.4M

Yes No_

207.3.5.3.
2b

The DRR response PDU
originator’ s address shdl be
deleted from the destination
addressfield of the DIA being
acknowledged

5.3.7.3532

203.4M

Yes No

A58

Data Link Initialization

ltem

Protocol Feature

Reference

Status

Support

Notes

208

DaaLink Initidization

5.3.8

Yes No

208.a

The Join Request is sent to the
default NETCON destination
address, which shdl be the sation
assigned to perform NETCON
dation respongbilities

538

Yes No_

208.1

Lig of Data Link Parameters

5381

Yes No

208.1.a

The maximum number of octetsin
the information fidld of aUl, | or
DIA PDU isan adjustable data
link parameter in the range of 708
— 3345

5381

Yes No_

208.1.1

Typel Logica DataLink

Parameters

53811

Yes No_

208.1.1.a

Thelogica datalink parameters
for Type 1 operation shall be as
follows

53811

Yes No__
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Protocol Feature

Reference Status

Support

Notes

208.1.1.a
1

The acknowledgement timer isa
datalink parameter that shall
define the timeout period (TP)
during which the sending Sation
shall expect an acknowledgement
from a specified destination
gation. The acknowledgment
timer should not be activated until
the corresponding PDU has been
transmitted.

5381l1la M

Yes No

208.1.1.a

TP shall take into account any
delay introduced by the physicd
sublayer. Thevaueof TPis
described in Appendix C (C.4.3).

5.38.1.1.aand
C43

Yes No

208.1.1.a
3

The busy-date timer isadatalink
parameter that defines the time
interva following recaipt of the
URNR command PDU during
which the gation shdl wait for the
other gtation to clear the busy
condition. Default vaue is 120
seconds.

53.8.1.1b M

Yes No

208.1.1.a

N4 isadatalink parameter that
indicates the maximum number of
timesthat an Ul or TEST

command PDU isretransmitted by

adation trying to accomplish a
successful information exchange.
Normdly, N4 is set large enough

to overcome the loss of a PDU due

to link error conditions. The
maximum number of timesthat a

PDU isretransmitted following the

expiration of the acknowledgment
timer is established a protocol
initidizetion. Thisvdueisin the
range of O through 5 and defaults
to 2. The retransmission of PDUs
may be overridden by the Quiet
Mode parameter, which is
described in 5.3.11.2.

5.38.1.1.cand
53112

Yes No
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Protocol Feature

Reference

Status

Support

Notes

208.1.1.a
4

The minimum+-length valid data
link PDU shdl contain 2 flags, 2
addresses, one 8-hit control fied,
and the FCS. The minimum
number of octetsin avdid data
link PDU shdl be 9.

53.8.1.1d

Yes No__

208.1.2

Type 2 Logica DataLink
Parameters

53812

203.2:M

Yes No_

208.1.2.a

Thelogicd datalink connection
parametersfor Type 2 operation
shdl be asfollows:

53812

208.1.22M

Yes No__

208.1.2.a
1

The acknowledgement timer isa
data link connection parameter that
shdl definethetimeinterva

during which the gation shal
expect to receive
acknowledgement to one or more
outstanding | PDUs or an expected
response to a sent U command
PDU. The acknowledgment timer
should not be activated until the
corresponding PDU has been
transmitted. Time vaduesare
established at protocol

initidization and are in the range

of 10 to 1800 secondsin one-
second increments. Default is 120
seconds.

53812a

203.2:M

Yes No_
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Protocol Feature

Reference Status

Support

Notes

208.1.2.a
2

The P-bit timer isadatalink
connection parameter that defines
the time interva during which the
dtation shal expect to receive a
framewiththe ~-bitsetto 1in
responseto asent Type 2
command with the P-bit set to 1.
The P-bit timer should not be
activated until the corresponding
PDU has been trangmitted. Time
values are established at protocol
initidization and are in the range
of 10 to 60 seconds in increments
of 1 second. Defaultis10
seconds.

53.8.1.2b 203.22M

Yes No_

208.1.2.a
3

The REJtimer isadaalink
connection parameter that defines
the time interva during which the
dation shal expect to receive a

reply to asent REJor SREJPDU.

The REJtimer vaue shdl be equd
to or lessthan twice the
acknowledgment timer. The REJ
timer should not be activated until
the corresponding PDU has been
transmitted.

53.8.12c 203.22M

Yes No_
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Item

Protocol Feature

Reference

Status

Support

Notes

208.1.2.a

4

N2 isadatalink connection
parameter that indicates the
maximum number of timesthat a
PDU (including the S command
PDU that is sent as aresult of the
acknowledgment P-bit or REJ
timer expiring) is sent, following
the running out of the
acknowledgment timer, the P-bit
timer, or the REJtimer. The
maximum number of timesthat a
PDU is retranamitted following the
expiration of thetimersis
established at protocol
initidization. Thisvadueisinthe
range of O through 5 and defaults
to 2. Theretransmission of PDUs
may be overridden by the Quiet
Mode parameter, which is
described in 5.3.11.2.

5.3.8.1.2.d and
53112

203.2:M

Yes No__

208.1.2.a

5

The maximum number (k) of
sequentialy numbered | PDUs that
the sending station may have
outstanding (i.e. unacknowledged)
on asingle datalink connection
amultaneoudy. Thevdue of this
parameter isin therange 1 through
127. (This vaue of this parameter
may be established through the use
of the Type 2 k Window fidd of an
XNP message as described in
Appendix E, "Type 2
Parameters'.)

5.3.8.1.2.eand
Appendix E

203.2:M

Yes No_
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Protocol Feature

Reference

Status

Support

Notes

208.1.2.a

The maximum number (k2) of
outstanding (i.e. unacknowledged)
| PDUsthat can be sent by a
source station on a data link
connection before the sation
requests acknowledgment. When
this threshold is reached the
sending station sends an S PDU
that both acknowledges received |
frames and causes an SPDU to be
sent in return to acknowledge
outstanding | PDUs. The vaue of
this parameter isin therange 1
through 127, but would normdly
be less than or equd to the vaue
of parameter k.

53.8.1.2f

203.22M

Yes No

208.1.2.a

The maximum number (k3) of
correct in sequence | PDUs
received on adata link connection
sncethelast | PDU received on
the data link connection was
acknowledged. When this
threshold is reached the receiving
station generates an S PDU to
acknowledge received frames.
Thevdueof thisparameter isin
the range 1 through 127, but would
normaly be less than or equd to
the vaue of parameter k.

5.3.8.1.2.9

203.2M

Yes No__
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Protocol Feature

Reference

Status

Support

Notes

208.1.2.a
8

The amount of time, as a percent
of Type 2 Acknowledgment Timer
seconds, that a station waits after
an | PDU Response or an | PDU
Command withits P-bit set to O is
received until it is acknowledged
by transmission of an SPDU in the
case that no other frames are
avalablefor tranamisson. The
vaue of this parameter isin the
range of 0- 99%. (Thevdueof
this parameter may be established
by the Type 2 Acknowledgment
Timer and Response Timer fidds
of an XNP Parameter Update
message as described in Appendix
E, “Type 2 Parameters’ or from
the Protocol Parameters Table))

Appendix E

5.38.1.2hand

203.2M

Yes No__

208.1.2.a

A minimum-length vdid datalink
PDU shdl contain exactly 2 flags,
2 addressfidlds, 1 control fidd and
the FCS. Thus, the minimum
number of octetsin avdid data
link PDU shdl be 9 or 10,
depending on whether the PDU is
aU PDU, oranl or SPDU,

respectively.

5.3.8.1.2.

203.2M

Yes No__

208.1.3

Type 4 Logicd Data Link
Parameters

5.3.8.13

203.4M

Yes No

208.1.3.a

Thelogical datalink parameters
for Type 4 operation shall be as
follows

5.3.8.13

208.1.3M

Yes No

208.1.3.a
1

The T1 timer isthe maximum
time agation shdl wait for an
acknowledgment of atransmitted
DIA PDU before that PDU is
retransmitted

538.13a

203.4:M

Yes No__

208.1.3.a
2

Thevdueof T1 shdl beinthe
range of 5-120 secondsin
increments of 0.2 seconds

538.13a

203.4:M

Yes No__

208.1.3.a
3

Each DIA PDU tranamitted shdll
beassgned a Tl timer

538.13a

203.4:M

Yes No__
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When the T1 timer expiresfor
DIA PDU, that DIA PDU shdll be

208.1.3.a | retrransmitted in the next :

4 transmission opportunity for that 5.3.8.13a 203.4:M Yes No_
precedence, assuming the N2
count has not been reached
DIA PDUswith only one

208.1.3.a | dedination will be discarded if :

5 the destination replied with a 538.13a 203.4:M Yes No__
DRNR or DRR response PDU
If the DIA PDU is multi-

208.1.3.a addressed, the recelve station is ]

6 removed (nulled) from the 53.813a 203.4M Yes No__
degtination address field
Thistimer shdl be pausd

208.1.3.4 whenever .thg net i's busy with

7 voice. Thistimer isresumed 53.8.13a 203.4M Yes No__
when voice transmisson has
completed.
The N2 parameter shdl indicate

208.1.3.2 | hemadmum number of

3 retransmission attempts to 5.3.8.1.3b 203.4:M Yes No
complete the successful
transmission of aDIA PDU

208.1.3.4 The _vd ue of N2 sh_ail be the

9 mgxgwum refrangmit vdue (range |5.3.8.1.3b 203.4:M Yes No__
Thevaueof k indicatesthe
maximum number of DIA PDUs

208.1.3.4. that a station may have

10 outstanding (awaiting _ 5.3.8.1.3.c 203.4:M Yes No
acknowledgment) to al stations at
any giventime. Thevaueof k
rangesfrom 5 - 20 DIA PDUs.
A minimum-length vaid data link

208.1.3.a. | PDU ghdl contain exactly 2fl

1 2 address fidlde, ore (1)y16_ bff’s 5.3.8.1.3d 203.4:M Yes No__
control field, and the FCS

208.1.3.a. | Theminimum number of octetsin

12 avalid datalink PDU shall be 10 5.3.8.1.3d 203.4:M Yes No__
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Protocol Feature

Reference

Status

Support

Notes

208.1.3.a
13

The number of Type4 DIA
frames remembered in the ligt
used to detect and discard
duplicates. The number inthe list
canrangefrom0- 255. The
vaue of “0" isused to turn off

this detect capability.

538.13e

203.4:M

Yes No_

A59

Frame Transfer

ltem

Protocol Feature

Reference

Status

Support

Notes

209

Frame Transfer

5.3.9

Yes No__

209.a

The daalink layer shal request

the tranamisson of aframe by the
PL

5.3.9

Yes No

209.1

PDU Transmisson

5391

Yes No

209.1.a

PDUs shdl be queued for
transmission in such amanner that
the highest precedence PDUs are
tranamitted before lower
precedence PDUs

5391

Yes No_

209.1.b

If aprioritized net access scheme
is active, the precedence access
level used shdl be the precedence
of the PDU that isto be
trangmitted next

5391

Yes No__

209.1.c

Transmisson units of the same
precedence shal bein FIFO order

5391

Yes No__

209.1.d

Type 2 | PDUs for a particular
connection shal be tranamitted in
the order of their sequence
numbers

5391

203.2M

Yes No__

209.2

Data Link Concatenation

5.3.9.2

Yes No_

209.2.a

All recaiving dations shdl be able
to de-concatenate the reception
into separate PDUs

5.3.9.2

Yes No
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Protocol Feature

Reference

Status

Support

Notes

209.2.b

Datalink concatenation to add
another interior data frame shdl
not be performed if the resulting
frame would take longer to
tranamit than the maximum
tranamit time dlowed for the
network

5392

Yes No_

209.3

Physica Layer Concatenation

5.3.93

Yes No_

209.3.a

The time to tranamit the combined
length of the transmission frame,
shdl not exceed the maximum
trangmit time alowed for the
network

5.3.9.3

Yes No

209.3.b

The PL ghdl tranamit each
trangmisson unit following the
complete PL procedures with no
additiond bits between Interior
Transmisson Units (except for bit
synchronization when used in
Asynchronous Mode)

5.3.9.3

Yes No_

209.3.c

Note that the Phasing field shdl
precede the first Interior
Trangmisson Unit only

5393and
5212

Yes No__

209.4

PDU Transmissons

5394

Yes No_

209.4.a

The PDU that did not alow
concatenation shall be at the head
of its appropriate queue for the
next net access period

5.3.94

Yes No_

209.4.b

If thefirgt PDU in the highest
precedence level queue (or only
queue) does not dlow
concatenation, it shall bethe only
PDU tranamitted in that net access

period

5394

Yes No__

A.5.10

Flow Contral

Item

Protocol Feature

Reference

Satus

Support

Notes

210

Flow Control

5.3.10

Yes No_
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2101 Type 1 Flow Control 5.3.10.1 M Yes No__
210.2 Type 2 Flow Control 5.3.10.2 203.2M Yes No
The maximum number (k) of
sequentialy numbered | PDUs that
may be outstanding (that is,
210.2.a unacknowledged) at any given 5.3.10.2 203.22M Yes No__
timeisadatalink connection
parameter, which shdl never
exceed 127
210.3 Type 4 FHow Control 5.3.10.3 203.4:M Yes No__
A5.11 Acknowledgement and Response
ltem Protocol Feature Reference Staus Support Notes
211 Acknowledgement and Response 5311 M Yes No
All Ul, DIA or | PDUs that require
’ 203.3:M Yes No
211.a ikmiﬁlegg;nmttﬁltﬁ: 5311 203.2:M Yes_ No__
WIedlged excep 203.4:M Yes No
following cases —
The control field of the received 203.3:M Yes No
211.al PDU specifiesthat no 531l1la 203.2M Yes No
acknowledgment is required 203.4M Yes No
The Quiet Mode (describedin | 5.3.11.b and 203.3M Yes _No__
21182 | 53112) hasbensttoON  |53.11.2 2032M Yes No_
s T 203.4M Yes No
The recelving sation isagrou 203.3M Yes _No_
211.a.3 i I?)bd o 9 Or'?l 53.11.c 203.2:M Yes_ No__
( g globdl) addressee only 203.4:M Yes No__
. L. 203.3:M Yes No__
21124 ;h;g?"'nnoﬂ ﬁf?ﬁg;g?;iﬁ‘g 4 |5311d 203.2:M Yes_ No__
S 203.4:M Yes No _
203.3:M Yes No
211.a5 The PDU isinvdid 531le 203.2M Yes No
203.4:M Yes No
211.1 Acknowledgement 53111 M Yes No
21111 Type 1 Acknowledgement 531111 M Yes No
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Protocol Feature

Reference

Status

Support

Notes

211.11a

Each PDU, with the P-hit set to 1,
shdl be responded to before
another PDU is tranamitted

531111

Yes No

211.1.1.b

All Ul and TEST command PDUs
that have the P-bit set to 1 shdll
be acknowledged

531111

Yes No

211.11.c

The RHD procedures shdl be
followed by dl sations on the
network to alow each responding
dation aninterval in whichthey
can trangamit their response

531111 and
C4.z2

Yes No__

211.1.2

Type 2 Acknowledgement

531112

203.22M

Yes No_

211.12.a

Type 2 PDUs that require
acknowledgment shdl activate
the acknowledgment timer

531112

203.22M

Yes No

211.1.3

Type 4 Acknowledgement

531113

203.4M

Yes No

211.1.3a

The DIA PDU shdl activate the
acknowledgement timer

531113

203.4M

Yes No

211.2

Quiet Mode

53112

Yes No__

211.2.a

The protocol shdl alow an
operator to initiate Quite Mode as
an override fegture that, when
invoked, prevents any
transmisson (induding
retrangmission) without explicit
permission from the operator

53112

Yes No

211.2.b

As asecurity feature, the operator
shdl be able to turn off autometic
transmission but il continue to
receive

53112

Yes No_

211.2.c

Normal protocol exchange shdll
occur when the Quiet Modeis
OFF

53112

Yes No

211.2d

The Quiet Mode shall override
the Maximum Number of
Retransmissons data link
parameters

53112

Yes No
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Ul, | or DIA PDUsreceived by a
gation with Quiet Mode ON shdll
211.2e be serviced in the norma way 53.11.2 M Yes No__
except nothing will be returned
nor queued for later transmisson
211.3 Immediate Retransmisson 5.3.11.3 @] Yes No
The sending station shdl not
include the specid address 3 inits
2113a | [Pcdcudionandshal schedue g5 o Yes No__
any necessary retransmissions
during the longer TP experienced
by other Sations
A5.12 Invalid Frame
[tem Protocol Feature Reference Satus Support Notes
212 Invadid Frame 5.3.12 M Yes No
A frameisinvdidif it has one or
212.a more of the following 5.3.12 M Yes No
characterigtics:
Frame not bounded by a
212.a1 beginning and ending flag 5.3.12a M Yes No_
212.a.2 Frameistoo short if itis<9bytes |5.3.12.b M Yes No
Frameistoo long if it is> the 5.3.12.cand
21223 maximum PDU length 53.8.1 M Yes _No_
Frame has an invaid address or
212.a4 control fidd 5.3.12d M Yes No__
212.a5 Frame has an FCS error 53.12e M Yes No
Any invdid frame shdl be
212.b discarded 5.3.12 M Yes No
A.5.13 Retransmission
Item Protocol Festure Reference Saus Support Notes
213 Retranamisson 5.3.13 M Yes No
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The default number of
retransmissionsis 2, but the data
213.a link layer protocol may be 5.3.13 M Yes No__
initidized to automaticaly
retrangmit 0 to 5 times
If the Quiet Modeis ON, no
213.b automatic retranamissions shal be 5.3.13 M Yes No
made
A5.14 Error Detection and Correction
Item Protocol Feature Reference Status Support Notes
102.1.3.1:M Yes No__
214 Error Detection and Correction 5.3.14 102.1.3.22M Yes No
102.1.3.3:X No
If selected, the FEC process shall .| Recv: | Send: Recv:
214.a be used to encode the data link 2224 and 28162 Ccl) 214: | Yes | Yes
frame of 5.3.4 o ) M No | No
If selected, the TDC process shdl Send: Recv:| Send: | Reov:
214.b be applied to the FEC-encoded 53.14 214 O 214: | Yes | Yes
data link frame and to thefill bits ’ M No | No
Three modes of EDC shall be
supported: FEC OFF, FEC ON
with TDC, and FEC ON without Send: Recv: | Send: Recv:
214.c TDC (NOTE: FEC ON without 5.3.14 21 4_0' 214: | Yes | Yes
TDC may be used when the ' M No | No__
transmission channe providesthe
TDC capability)
2141 Forward-Error-Correction Coding 53141 Send: ';?2/ Ysi d E;CV
(not used in packet mode) 214:0 M No No:
When FEC is selected, the Golay _ _ _
21414 (24,12) cyclic block code, 53.14.1and Send: Rz)al Ysi d 5;’\/
o described in detail in Appendix F, | Appendix F 214.0 M ' No No
shdll be used for FEC —
The generator polynomid to
obtain the 11 check bits shall be Send: Recv: | Send: Recv:
214.1.b g¥) =X+ x%+x8 +x° + x* + x° [5.3.14.1 0| 214 | Yes Yes
+1 whereg(x) isafactor of x*° ' M | No No
+1
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Send: Recv: | Send: Recv:
214.2 FEC Preprocessing 5.3.14.2 214 O 214. | Yes Yes
M No No
When FEC is sdlected, data bits i i i
inna | SHlbedvidedinoaseuence |g414s Send: F;i‘{' fe”d' Reov.
2. . 3.14. : es Yes
of 12-bit ssgmentsfor Golay 214:0 M No No
encoding __
The total number of 12-hit Send: Recv: | Send: Recv:
214.2.b segments shdl be anintegra 5.3.14.2 214 O 214: | Yes Yes
number ) M No No
If FEC/TDC is selected and a
coupled acknowledgment of Type
1 URR, URNR and TEST
Response frames with their F-bit
st isbeing tranamitted, the
coupled acknowledgment frame Send: Recv: | Send: Recv:
214.2.c shdl be duplicated and then data 5.3.14.2 4 O 214. | Yes Yes
link concatenated to the end of ' M No No
the origina coupled
acknowledgment frame. This
shall not be applied when the four
octets addressing, described in
5.3.4.2.2.1.2, is used.
If the data bits do not divide into
an integrad number of 12-bit
segments, after coupled i . .
214.2. acknowledgment duplication (as 5314.2 Send: RGC\{' Send. Reov.
2. : 3.14. ~| 214: | Yes Yes
appropriate), then from 1 to 11 214:.0 M No No
zeros (O0's) shall be added at the —
end to form an integra number of
12-bit ssgments
_ _ _ _ Send: Recv: | Send: Recv:
214.3 Time-Dispergve Coding 5.3.14.3 ~| 214: | Yes Yes
214:.0
M No No
When TDC is selected, data shdl
be formatted into a sequence of ) . .
2143.4 TDC_ blocks composed of sixteen 53143 Send: ';a/ Ysi d sgv
e 24-bit Golay (24,12) codewords e 214:.0 M ' NO No
(that is, there are 384 FEC- —
encoded bits per TDC block)
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. Recv: | Send: Recv:
Each TDC block shdl contain a Send: .
2143b | otal of 16 FEC codewords 5.3.14.3 40| 24| Yes | Yes
M No No
If thelast TDC block of a
message contains less than 16 Send: Recv: | Send: Recv:
214.3.c FEC codewords, fill codewords 53.14.3 214: O 214: | Yes | Yes
shdl be added to complete the ’ M No | No__
TDC block
These 24-bit fill codewords shdl
be creqted by Golay-encodi ng an | Reov: | Send: Reov:
dternating sequence of 12-hit Send: ,
214.3d . . 5.3.14.3 ~| 214: | Yes Yes
datawords, with the first word 214.0 M NoO NoO
composed of 12 onesfollowed by —
aword composed of 12 zeros
. Recv: | Send: Recv:
Thefill codewords shdl dternate Send: _
2143€ | il the TDC block isfilled 53143 o140 A4 | Yes_ | Yes
M No | No
The TDC block shdl be _ _ _
Structured into a 16 x 24 matrix Send: Ret:\{. Send. Recv.:
214.3f 53.14.3 . 214: | Yes Yes
(the Golay codewords appear as 214:0
M No No
rows) __ __
. Recv: | Send: Recv:
Each TDC block matrix shdl be Send: ,
214.39 rotated to form a 24 x 16 matrix 53143 214:0 214 | Yes ves
M No | No
At the receiver, the TDC-encoded Send: Recv: | Send: Recv:
214.3.h bit stream shdl be structured into 5.3.14.3 214 O 214: | Yes Yes
a 24 x 16 matrix ' M No | No
Each received TDC block matrix Send: Recv: | Send: Recv:
214.3. shdl be rotated to form the 53.14.3 212: O 214: | Yes Yes
origind 16 X 24 matrix ' M No | No
The TDC decoder at the receiver Send: Recv: | Send: Recv:
2143 ghdl perform the inverse of the 5.3.14.3 212: O 214: | Yes Yes
TDC encoding process ) M No No
A.5.15 Data Scrambling
Item Protocol Feature Reference Satus Support Notes
102.1.3.1:0 Yes No__
215 Data Scrambling 5.3.15 102.1.3.2.0 Yes No__
102.1.3.3:X No
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Item

Protocol Feature

Reference

Status

Support

Notes

215.a

Data scrambling shdl be
performed if the trangmisson
medium does not haveaDC
response and there is the
possihility that “long” strings of
the NRZ ones and zeros are
transmitted

5.3.15

215M

Yes No_

215.b

CCITT V.36 scrambling shdl not
be applied outsde the FEC
because bit errors at the receiver
will be extended

53.15b

215M

Yes No__

215.c

If CCITT V.36
scrambling/descrambling is used,
the contents of the 20-Sate shift
register shal beinitidized to dl
ones prior to scrambling or
descrambling datalink framesin
esch interior transmisson unit

5.3.15b

Yes No

215.d

The adverse state detector (ASD)
counter shal beinitidized such
that at least 32-hitswill have been
counted, Sarting from the firgt bit
input to the 20-date shift register,
when thefirs adverse date is
detected

53.15b

Yes No__

215.e

The operdtion of the
scrambling/descrambling shdl be
as shown

5.3.15b

Yes No_

A.5.16

Data Link Layer Interactions

Item

Protocol Feature

Reference

Satus

Support

Notes

216

DataLink Layer Interactions

5.3.16

Yes No_

216.a

DL Unitdata Request parameters

5.3.16.a

Yes No_

216.b

DL-Unitdata Indication parameters

5.3.16.b

Yes No__

216.c

DL-Status Indication parameters

5.3.16.b

O0|0|O

Yes No__
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Topology Update ID, inaDL-
Unitdata Request, shdl contain
216.c.1 the most recent Topology Update 5.3.16.c(4) O Yes No__
ID sent from the upper layer
Topology Update ID, inaDL-
Unitdata Indication, shdl contain
216.c.2 the Topology Update | dentifier 5.3.16.c(4) O Yes No
field from the Transmisson
Header
Precedence levels in the network
216.c.3 layer shall be mapped asshownin | 5.3.16.c(5)(a) @) Yes No
Table VII
A.6 Network Layer DPRL
ltem Protocol Feature Reference Satus Support Notes
301 Intranet Protocol 54.1 M Yes No__
Subnetwork Dependent
302 Convergence Function (SNDCF) 54.2 M Yes_No__
A.6.1 Intranet Protocol
Item Protocol Festure Reference Saus Support Notes
301 Intranet Protocol 54.1 M Yes No
301.1 Intranet Header 54.11 M Yes No__
The Verson Number, Message
Type, Intranet Header Length
301.1a (HLEN) and Type of Servicefidds |5.4.1.1 M Yes No
ghdl be present in dl Intranet
Headers
When optiond intranet relaying is
being utilized dl fidds shdll be
301.1.b present in the Intranet Header as 54.1.1 M Yes No__
appropriate based on the topology
of the network
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The Intranet Header shdl be
301.1.c exchanged usng Ul, I, andlor DIA  |5.4.1.1 M Yes No
PDUs
301.1.1 Version 54111 M Yes No
The verson number shdl indicate
which verson of the intranet
30L.1.1a orotocol is being used, The 54.1.1.1 M Yes No__
current valueis 0.
301.1.2 Message Types 54112 M Yes No
Sysgemsusng MIL-STD-188-220
30112a | Yalmtberequredtousedithe g, 4,5 M Yes_ No
upper layer protocolsindicated in —
the message type fidd
301.12p | 'ranet Acknowledgementshall 15,4 4 5 M Yes  No
be message type 1 —
301.12¢ | opology Updateshall be 54112 M Yes No
message type 2 —
301.12d | Jopology UpodteRequestshall 15, 4 4 5 M Yes_ No
be message type 3 —
0L12e | | Packets shall bemessagetype |5 44 4 » M Yes No__
301.1.2 @';E’E,RARP shall be message 541121 M Yes No__
301.1.2f All sysems shdl be ableto
1 A respond to an ARP request in 541121 M Yes No_
accordance with RFC 826
For hardware type (ar&hrd) = 22
301.1.2f. (CNR), the source hardware 54.1.1.2.1 and M Yes No
2 address (ar$sha) field shdll 534.2.2 —
contain the data link address
The hardware address length
(ar$hin) fidd vaue (gpecifying
the number of octetsin the
301.1.2f. hardware address field) shal be
3 st to one octet when the net is 541121 M Yes_No_
configured for 7-bit addressing
or to four octetswhen the net is
configured for 32 bit addressing
54.1122and
301.1.2.g | XNPshdl be messagetype 6 Appendix E M Yes No__
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MIL-STD-2045-47001 Header

301.1.2.h <all bem etype7 54.1.1.2.3 M Yes No__

. Reserved Message Types shdl be

301120 | types 0.8, and O, 54.1.1.2 M Yes No__

301.12) | SomentaioVResssambly shdl 5,445 M Yes No_
be message type 10

301.1.3 Intranet Header Length 54113 M Yes No__
The HLEN shdl be the number of

301.1.3.a | octetsintheintranet header only. 54113 M Yes No
The minimum length is 3 octets.

301.1.4 Type of Service 54114 M Yes No__

301.1.5 Message | dentification Number 54.1.15 301.1.b:M Yes No
The message identification

301.1.5.a | number shal beanumber, 0-255, |[5.4.1.1.5 301.1.5:M Yes No
assgned by the originating hosts

301.1.6 Maximum Hop Count 54.1.16 301.1.b:M Yes No
The maximum hop count shall be
the maximum number of times _

301.1.6.a this intranet packet can be relayed 54.1.1.6 301.1.6:M Yes No__
on the radio net
If the maximum hop count is
decremented to 0, the intranet

301.1.6.b | packet shal not beforwardedany |[5.4.1.1.6 301.1.6:M Yes No__
further, however it shdl be
processed locdly if applicable

301.1.7 Dedination/Relay Status Byte 54117 301.1.b:M Yes No__
The Degtination/Relay Status
Byte shdl provide intranet ,

301.1.7.a routing irformation for eech 54.1.1.7 301.1.7:M Yes No__
destination and/or relay address

301.1.7.1 Digtance 541171 301.1.7:M Yes No

301.1.7.2 | REL 54.1.1.7.2 301.1.7:M Yes No__

54.1.1.7.3and _

301.1.7.3 | Reay Type Appendix | 301.1.7:M Yes No__

301.1.7.4 | DES 541174 301.1.7:M Yes No__

301.1.7.5 ACK 541175 301.1.7:M Yes No

301.1.7.5. . .

1 Recaving ETE Intranet ACK 5411751 301.1.7:M Yes No
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When anode receives an
301175 Ir_1tranq Packet with the ACK
1a bit s, it shdl returnan Intranet |5.4.1.1.7.5.1 301.1.7:M Yes No__
Acknowledgement packet at the
first possible opportunity
The Intranet Acknowledgement
301.1.7.5. packet shall have the same ,
1b Message | dentification Nurmber 54.1.1.75.1 301.1.7:M Yes No
as the received Intranet Packet
The path specified in the
301175, Intranet Acknowledgement
1c packet shdl bethereversepath |5.4.1.1.7.5.1 301.1.7:M Yes No
' specified in the received
Intranet Packet
The Intranet Acknowledgement
301175 packet shall specify exactly one
14 R degtination, namely the 54.1.1.751 301.1.7:M Yes No
' originator of the received
Intranet Packet
301.1.7.5. . .
5 ETE Intranet ACK Timeout 5411752 301.1.7:M Yes No__
When a node sends an intranet
301.1.7.5. packet with the ACK bit s, it ,
24 Sl Sart its ETE 5411752 301.1.7:M Yes No__
acknowledgement timer
The ETE acknowledgement
timer is an intranet parameter
301.1.7.5. that defines the period within :
2b which asending station shal 54.1.1.75.2 301.1.7:M Yes No
expect an acknowledgement
from the destination(s)
Thevdueof the ETE
acknowledgement timer shall be
301.1.75. afixed factor plus afactor
2¢ proportiond to the number of 5411752 301.1.7:M Yes No__
' hops required for al
degtinations to receive the
packet
301.1.7.5. The default value for the fixed
>4 factor shall be 20 seconds 54.11.75.2 301.1.7:M Yes No__
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The default vaue for the
proportiond factor shal be

301.1.7.5. twice the vdue of the DL :

26 acknowledgement timer, 5411752 301.1.7:M Yes No
multiplied by the number of
hops to the furthest destination
The maximum vauefor the

301.1.7.5. ETE Intranet Acknowledgement :

Y Timer shall be 10 minutes (600 5411752 301.1.7:M Yes No__
seconds)

301.1.7.5. Receaving an Intranet

3 Acknovvlg edgement Packet 54.1.1.753 301.1.7:M Yes No__
When an Intranet
Acknowledgement Packet is

301.1.7.5. received, that destination shdll :

3a be removed from the list of 5411753 301.1.7:M Yes No
degtinations from which an
acknowledgement is required

301.175. | Bxpretionof theETE Intrenet 1 5 4 1 4 754 30L17M | Yes No

4 ACK Timer —
Whenthe ETE

301,175, |  cknowledgement timer

da expires, the sending ;tat.lon 5411754 301.1.7:M Yes No
shdl retry the transmission of
the Intranet packet

301175 The number of retries shd_l bea

4b vaue between 1 and 4, with a 5411754 301.1.7:M Yes No__

' default of 2

If only one path exigsto a
destination, that path shal be

301175 | Usdutieatherthe

dc acknowledgement isreceivedor  |5.4.1.1.7.5.4 301.1.7:M Yes No__

' the maximum number of

Intranet refranamissonsis
exhausted
The retrangmitted packet shall

301.1.7.5. have arecreated Intranet Header

44 with the same TOS field and 5411754 301.1.7:M Yes No
Message | dentification Number

301.1.75. The Intranet Hea_jer shdl be

de recreated to spgcnfy the new 5411754 301.1.7:M Yes No
path to the degtination
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The recrested Intranet Header
301.1.7.5. shall not specify paths to nodes ,
4f that heve dlreatly acknowledged 54.1.1.75.4 301.1.7:M Yes No__
the message
This recreated Intranet Header
301.1.7.5. shdl not specify paths to nodes _
4g from which an acknowledgment 54.1.1.75.4 301.1.7:M Yes No
is not required
Thisrecreated Intranet Header
shdl include pathsto dl nodes
301.1.7.5. from which an acknowledgment .
ah i reqired, but from which an 54.1.1.75.4 301.1.7:M Yes No__
acknowledgement has not yet
been received
301.1.8 Originator Address 54118 301.1.b:M Yes No
The originator address shdl be
301.1.8.a | thelink layer address of the 54.1.1.8 301.1.8:M Yes No__
originating node
The four octets of address space
shall be preceded by asingleoctet |5.4.1.1.8 and ,
301180 | 5 it marker subfield, as per 534222 0LL&M | Yes _No_
534222
301.1.9 Dedtination/Relay Address 54.1.19 301.1.b:M Yes No
Theintranet destination/rdlay
301.1.9.a | addressshdl bethelink layer 54.11.9 301.1.9:M Yes No__
address
The four octets of address space
shall be preceded by asingleoctet 5.4.1.1.9 and _
301190 | 35 bit marker subfield, as per 5.34.2.2.2 30L.LIM | Yes No__
534222
301.2 Topology Update 54.1.2 @) Yes No
301.2.1 Topology Update Length 54121 301.22M Yes No__
Topology Update Length shall
301.2.1.a not exceed the MTU minus 8 54121 301.2M Yes No
octets
301.2.2 Topology Update ID 54.1.2.2 301.2:M Yes No_
The Topology Update ID for the
301.2.2.a | firsttopology update generated 54.1.2.2 301.2:M Yes No
shdl bel
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301.2.3 Node Address 54123 301.2:M Yes No
301.2.4 Node Status Byte 54.1.2.4 30L.2:M Yes No
301.2.4.1 | Link Qudity 54.1.24.1 301.2.4:M Yes No__
301.2.4.2 Hop Length 541242 301.2.4:M Yes No
301.243 | NR 54.1.24.3 301.2.4:M Yes No__
301.2.4.4 Quiet 54.1.24.4 301.2.4:M Yes No
301.2.5 Node Predecessor Address 54125 301.2M Yes No
301.3 Topology Update Request Message  [5.4.1.3 301.2M Yes No
The maximum hop count and ]
301.3.a distance fidd shall be et o 1 54.1.3 301.2:M Yes No__
The Relay, Relay Type and ACK .
301.3.b bit shall be dways zero (0) 54.1.3 301.22M Yes No__
301.3.c The DES bit shal be dways 1 54.1.3 301.2:M Yes No
The dedtination address in the
Intranet Header shall be the link .
301.3d layer acickessto which this recquest 54.1.3 301.2:M Yes No__
has been made
301.4 Intranet Layer Interactions 5414 @) Yes No
301.4.1 IL Unitdata Request parameters 54.14.a @) Yes No
30142 | 'L -Unitddaindication 5.4.1.4b o Yes_ No
parameters —
301.4.3 IL - Status Indication parameters 54.14.b O Yes No
Precedence shall be mapped from | 5.4.1.4.c.3(a) and .
301.4.3.a the TOS fidd 54114 301.4.3:M Yes No__
The other Qudity of Service 5.4.1.4.c.3(b)
301.4.3.b | parametersshall be mapped from and 5 4 1 14 301.4.3:M Yes No
the TOSfidd T
The ETE intranet
acknowledgement procedures
shdl be used when R=1, and 5.4.1.4.c.3(c) and _
30143c relaying is used to ddiver the 54.11.75 301.4.3M Yes_No__
message to any destination of the
packet
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Item Protocol Feature Reference Satus Support Notes
Subnetwork Dependent
302 Convergence Function (SNDCF) 54.2 M Yes_No_
If the IP protocol implementation
does not provide the required
information through an inter-layer .
302.a interaction, the SNDCF shdl 54.2 302M Yes No__
examinethe |P header fiddsto
"learn” the destinations and TOS
302.1 Determine Degtination Function 54.2.1 M Yes No
302.2 Address Mapping Function 54.2.2 M Yes No__
302.3 TOS Function 54.2.3 M Yes No
302.4 Intranet Send Request 5424 M Yes No
A7 Appendixes
Item Protocol Festure Reference Saus Support Notes
401 Abbreviaions and Acronyms Appendix A X
402 Profile Appendix B M Yes No__
403 (NNetAN((:))rk Access Control Algorithm Appendix C M Yes No
Communications Security .
404 Standards Appendix D @) Yes No
405 CNR Management Process Appendix E O Yes No
102.1.3.1:M Yes No__
406 Golay Coding Algorithm Appendix F 102.1.3.2M Yes No
102.1.3.3:X No
Packet Construction and Bit .
407 Ordering Appendix G M Yes No
408 Intranet Topology Update Appendix H 301.2M Yes No
409 Source Directed Relay Appendix | 301.1.aM Yes No__
410 Robust Communications Protocol Appendix J 102.1.3.4M Yes No
Bose- Chaudhuri-Hocguenghem . )
411 (15, 7) Coding Algorithm Appendix K 102.1.3.4M Yes No
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Reference
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Support

Notes

412

Transmisson Channd Interfaces

Appendix L

Yes No__

A.7.2

Network Access Control Algorithm (NAC)

Item

Protocol Feature

Reference

Status

Support

Notes

403

Network Access Control Algorithm
(NAC)

Appendix C

Yes No_

403.1

Network Timing Mode

C3

Yes No_

403.1.a

The network access control
protocol shall be used to detect the
presence of active transmissons

on amultiple-subscriber-access
communications network and shall
provide a means to preclude data
transmissons from conflicting on
the network

C3

Yes No_

403.1.b

All stations on anetwork shdl use
the same network access control
protocol and timing parameter
vauesin order to maintain
network discipline

C3

Yes No_

403.1.1

Network Timing Modd
Ddfinitions

C31

Yes No_

403.1.2

Network Timing Model
Parameters

C3.2

Yes No_

403.1.2.1

Equipment Preamble Time
(EPRE)

C321

Yes No

403.1.2.2

Phasing Transmission Time
(PHASING)

C322

Yes No

a

403.1.2.2.

PHASING isthetimethe DTE
ghdl send an dternating
sequence of one and zero bits
after the completion of EPRE
and prior to sending the first bit
of DATA

C322

Yes No

b

403.1.2.2.

The DTE shdl use the DCE hit
rate to compute the number of
PHASING hits to tranamit

C3.22

Yes No_

403.1.2.3

Data Trangmission Time (DATA)

C323

Yes No_
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403.1.2.3. DATA dhdl begin immediatey
a after the end of PHASING €323 M Yes _No__
Thetrangmitting DTE shdll
403.1.2.3. indicate end of transmission
b immediady after thelat bitof | O o2 M ves _No_
datais sent to the DCE
403124 | Coupled Acknowledgement C.3.2.4 M Yes_ No
Trangmission Time (S) —
For these frames, the length of
the fields (including zero bit
403.1.2.4. insertion) used in network timing
a equationswhen the Multi-Dwell | ©3%4 M Yes_No__
protocol and convolutiona
coding are not used shadl be;
403.1.2.4. The 64-bit message
al synchronization field C3.24a M Yes No_
403.1.2.4. An optiona embedded
P COMSEC M| fidd C.3.24b M Yes No
The 168-bit TWC and
2054241 Transmission Header TDC C.324c M Yes No__
block
80 hitsif neither the FEC nor
403.1.2.4 TDC function is sdlected, 168
ad R bitsif only FEC issdlected, and |C.3.2.4.d M Yes No
384 bitsif both FEC and TDC
are selected
403.1.2.5 | Equipment Lag Time (ELAG) C325 M Yes No__
403.1.2.6 | Turnaround Time (TURN) C.3.26 M Yes No
DTE ACK Preparation Time
403.1.2.7 (DTEACK) C.3.27 M Yes No
DTE Processing Time
403.1.2.8 (DTEPROC) C.3.28 M Yes No
DTE Turnaround Time
403.1.2.9 (DTETURN) C.3.29 M Yes No
403.1.2.9. DTETURN shdl have afixed
a value of 10 millissoonds €329 ves_No_
403.1.2.10| Tolerance Time (TOL) C.3.210 Yes No__
SALT shdl belessthan or equa
403.1.2.10| totherecaiving DCE and
a transmitting DCE pair withthe | =220 M ves _No_
smdlest dday in the network
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403.1.2.10| If SALT isnot known, then zero
b (0) shall be assumed C.3.2.10 M Yes No__
403.2 Network Access Control CA4 M Yes No__
The dations shdl implement the
403.2.a following four basic NAC C4 M Yes No__
subfunctions:
403.2.a.1 Network busy sensng Cda M Yes No__
403.2.a.2 Response hold ddlay (RHD) C4b M Yes No__
403.2.a.3 Timeout period (TP) Cdc M Yes No__
403.2.a.4 Network access delay (NAD) c4d M Yes No__
403.2.1 Network Busy Sensing Function C41 M Yes No
Network busy sensing for adata
403.2.1a signd shall be provided Cc41l M Yes No__
403.2.1.1 | Daanetwork busy sensing C411 M Yes No
403211 When recelving adata
a e transmission, network busy shall C411 M Yes No
be detected within afixed time
403.2.1.1. Parameter B shdl be used to
b compute this fixed time c4ll M ves_No_
403211 For synchronous mode B shall
c e be less than or equal to (32/n) C411 M Yes No
seconds
403211 For asynchronous mode B shdll
d e be less than or equal to (64/n) C411 M Yes No
seconds
403.2.1.1. For packet mode B shal be less
e than or equa to 250 milliseconds Call M Yes_No_
403211 Upon detection of data network
f e busy, the datalink network busy | C.4.1.1 M Yes No__
indicator shall be st
Setting the data link network
403.2.1.1. busy indicator s@ mhpt al ' cAa11 M Yes No
g message tranamissions, including —
coupled response messages
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The datalink network busy
indicator shall be reset upon

403.2.1.1. indication frc_)m the physcd c411 M Yes No

h layer that neither voice nor —
digitd datais being detected by
the gtation

403.2.1.2 | Voice Network Busy Sensing C4.1.2 M Yes No
If voice transmissons are not

403.2.1.2. detected, this function shal

a report that the network is never Cal2 M Yes _No_
busy due to avoice transmisson

403212 Upon detection of voice network

b e busy, the datalink network busy | C.4.1.2 M Yes No__
indicator shall be st
Setting the data link network

403.2.1.2. busy indicator shdl |nh|p|tdl ‘ CA12 M Yes No

c message tranamissions, including e
coupled response messages
The datalink network busy
indicator shall be reset upon

403.2.1.2. indication from the physicd

d layer that neither voice nor c4l2 M Yes _No_
digital datais being detected by
the station

403.2.1.3 | Network Busy Detect Time C4.13 M Yes No__

403.2.13 Thetime alowed to detect data

a e network busy shall be the same C4.13 M Yes No
for dl stations on the network
The eguation below shdl be used

403213 asadefault in caseswhere the

b R MAC parameter table has not C4.1.3 M Yes No
been updated to reflect actual
measurements for specific device
Where a communications device

403213 providesasigna to detect

c R network busy earlier than the C4.1.3 M Yes No
cadculated parameter B vaue, the
DTE shdl interface to that sgnd
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403.2.1.3.

d

Where the communication media
does not provide specid
capabilities or these capabilities
cannot be used by al sationson
the network, the station shdll
examine received data to detect
data network busy

C4.13

Yes No_

403.2.1.3.

e

The time alowed to detect data
network busy shall be given by
the formula

Net Busy Detect Time=EPRE
+ELAG+B+TOL

C4.13

Yes No__

403.2.2

Response Hold Delay

C4.2

Yes No

403.2.2.a

Theindividud RHD vdueto be
used shdl be determined by the
position of the recalving Station’s
individua or specid addressin
the PDU destination portion of
the addressfidld

C4.2

Yes No_

403.2.2.b

The Reserved Address (0) in the
degtination portion of the address
fidd shal be ignored

C4.2

Yes No

403.2.2.c

When cdculating an individua
RHD value, the Reserved Address
shdl not be considered to occupy
apodgtion in the destination

portion of the addressfield

C4.z2

Yes No__

403.2.2.d

The RHD time shdl gart
precisdy at the end of ELAG

C4.z2

Yes No__

403.2.2.e

All gations on a subnetwork shdl
use the samevauesin cdculating
RHD

C4.z2

Yes No__

403.2.2f

The RHD, period shdl be
caculaed by the following
formula

RHDg = EPRE + PHASING + S
+ ELAG + TURN + TOL

C4.2

Yes No_

403.2.2.9

The TP shdl be cdculated by all
gations on the network/link as
follows.
TP=(j * RHDo) + TOL +
Maximum(DTEACK, TURN)

C4.2

Yes No
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403.2.2.h

The trangmitting station shdl not
include specid address 3 in the
totd for j, and the value of dl
norinteger variables (that is,
RHDy, TOL, and TURN) in the
TP equation are rounded to the
nearest one thousandth

C4.2

Yes No_

403.2.2.i

Theindividua addressed dation’s
response hold delay (RHD;) shdll
be calculated by

RHD; = (i —1) * RHDg +
Maximum (DTEACK, TURN) +
TOL

C4.2

Yes No_

403.2.3

Timeout Period

C43

Yes No__

403.2.3.a

TPisthetimed| saions shdl
wait before they can schedule the
NAD

C43

Yes No_

403.2.3.b

The tranamitting Sation shdl walit
to recelve the anticipated Type 1
coupled acknowledgement
response frame(s), if any, from al
applicable addressed stations

C43

Yes No_

403.2.3.c

The parameter values used to
compute TP shdl be the samefor
adl gations on a subnet unless
immediate retransmission has
been selected

C43

Yes No__

403.2.3.d

When immediate retransmisson
has been requested, the sending
gation shal compute the timeout
period using only individua
addresses and specia addresses 1
and 2

C43

Yes No

403.2.3.e

All receiving gations shdl
compute the timeout period using
the individua addresses and
specia addresses 1, 2 and 3

C43

Yes No_

403.2.3f

The TPtime shdl Sart precisdy
a theend of ELAG

C43

Yes No__
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403.2.3.9

A retransmisson of aType 1 P-
bit frame shall be executed
whenever TP has been exceeded
without expected
acknowledgements having been
received from dl Type 1
individua and pecid
dedtinations

C43

Yes No_

403.2.3.h

Prior to retranamission, the
address fidd of the frame shdl be
modified to ddete the destination
gation(s) that previoudy
acknowledged the frame

C43

Yes No_

403.2.3.i

Operationdly, TP shal be used as
follows

C43

Yes No

403.2.3i.1

Upon termination of amessage
transmission that requires an
immediate response, the
trangmitting Station shall st the
TPtimer

C43a

Yes No

403.2.3.i.2

If the tranamitting station does
not receive dl the expected
responses (TEST, URR, or
URNR) within the TP, and if the
number of transmissonsisless
than the Maximum Number of
Transmissions data link
parameter, the station shdll
retranamit the frame when it is
the highest precedence frame to
send

C43a

Yes No_

403.2.3.i.3

For dl sations, if aType 1
(P-bit=0), Type 2 or Type 4
frameisreceived when a
response-type frame is expected,
the newly received frame shal

be processed

C43a

Yes No

403.2.3.i.4

The RHD and TP timers shdl
not be suspended and the TP
proceduresin use for the Type 1
(P-bit=1) frame shdl be
continued

C43a

Yes No
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403.2.3.i.5

Response procedures, if any, for
the newly recaived frame shall
commence after the concluson
of the ongoing TP procedures

C43a

Yes No

403.2.3.i.6

If the unexpected frameisa
Type 1 (P-bit=1) frame the
current TP procedure is aborted
and the newly received Type 1
(P-bit=1) TP procedure shal be
started

C43a

Yes No_

403.2.3..7

After adaion transmits or
receives data that does not
require a Type 1 coupled
acknowledgment, and is not
itself a Type 1 coupled
acknowledgment, al stations
except those usng RE-NAD
shal compute TP as.

TP =Maximum(DTEPROC,
TURN) + TOL

C4.3b

Yes No__

403.2.3.i.8

Upon receiving a Type 1 coupled
acknowledgement, a tation shdl
determine whether it thinks a
timeout period isaready in
progress

C43.c

Yes No_

403.2.3.i.9

If no timeout period isin
progress, or if the
acknowledgement contains an
unexpected destination or source
address, the receiving ation shall
compute TP using the following
equation and shdl gart atimeout
period precisely at thetimethe
last bit of datafor the Type 1
coupled acknowledgment was
received.

TP=(15* RHDg) + TOL +
TURN

NOTE: RHDg isasdefined in
C.4.2

C4.3.c

Yes No_

403.2.4

Network Access Delay

c44

Yes No_
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403.2.4.a

NAD isdefined asthetimea
gation with a message to send
ghall wait to send aframe after
the TP timer has expired

C44

Yes No

403.2.4.b

All transmissions, except the
coupled acknowledgements, shal
begin at the sart of the next NAD
dot

C44

Yes No_

403.2.4.c

Two of the access schemes, DAP-
NAD and R-NAD, shdl be
avallableto dl network
participants usng Synchronous
Mode

c44

Yes No

403.2.4.d

In dl of the NAD schemes, if the
TPtimer is active, the dations
with frames to trangmit shdl wait
for the TP timer to expire before
the NAD is started

cC44

Yes No__

403.2.4.e

If the TP timer isnot active, the
dation shdl caculateitsNAD
using the proper NAD scheme for
the network

C44

Yes No_

403.2.4.f

A dation shdl andyze areceived

frameto determineif a TP timer
shdl be st

Cd4da

Yes No

403.2.4.9

Any other pending frames for
transmission shal be placed on
hold

Cd4da

Yes No

403.2.4.n

If the received frame was not a Ul
or TEST frame with the poll bit
s, aNAD vdue shdl be
computed and initiated after the
TP timer expires

C4d44a

Yes No__

403.2.4.i

An R-NAD or H-NAD vaue shdl
be cdculated and initiated if the
network busy satusis clear

C44a

Yes No_

403.2.4.]

If astation does not have aframe
to tranamit, it shal compute a
NAD time using routine priority
for its caculaions

C4.4b

Yes No_
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403.2.4.k

If the NAD time arrives before a
frame becomes available to
transmit or frame(s) are not yet
encoded for tranamission, the
gation shdl compute and use a
new NAD time

C4.4b

Yes No_

403.2.4.m

The garting time for the new
NAD shdl be the same asthe
darting time for the NAD that
was just completed

C4.4b

Yes No

403.2.4.n

The F vaue used in computing
the NAD shdl be the sum of the F
vaue used inthe NAD just
completed, plusavaue
dependent on the NAD in effect:
R-NAD

P-NAD

H-NAD

RE-NAD

DAP-NAD

C4.4b

403.2.4.1:M
403.2.4.2:M
403.2.4.3:M
403.2.4.4:X
403.2.4.5:M

Yes No_
Yes No_
Yes No
No
Yes No

403.2.4.n.

For P-NAD the F vaue shdl be
(NS+1)

C44b1

403.2.4.2:M

Yes No

403.2.4.n.

For R-NAD the F vaue shdl be
[(3/4) * NS+ 1]

C4.4Db.2

403.2.4.1:M

Yes No__

403.2.4.n.

For H-NAD the F vdue shdl be
1if the station has an urgent or
priority frame to transmit and
(Routine MAX +1—
Routine_MIN) if a station has
only aroutine frame(s) or no
frame(s) to tranamit

C.4.4b.3

403.2.4.3:M

Yes No

403.2.4.n.
4

For DAP-NAD the F vaue shdl
be (NS)

C.4.4.b5

403.2.4.5:M

Yes No_

403.2.4.0

All gations on the network shdl
continue to sense the link for data
or voice network busy and shal
withhold transmisson until the
appropriate NAD period has
expired

Cd4d.c

Yes No
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NAD shdl be caculated usng the
formula
403.24p | NAD=F* C4.4c M Yes No__
Net Busy Detect Time+ Max(0,
F-1)* DTETURN
403.2.4.1 Random Network Access Delay C44.1 M Yes No
The R-NAD cdculation method
403.2.4.1. shall ensure that each stetion hes ca41 M Yes No
a an equa chance of accessing the i —
network
403.2.4.1 Theinteger vaue of F shdl be
b e obtained from pseudorandom C441 M Yes No__
number generator
403.2.4.1 F shdl be an integer vdue
c e (truncated) in arange between 0 (C.4.4.1 M Yes No__
and (3/4)NS
403.2.4.2 Prioritized Network AccessDelay |C.4.4.2 O Yes No__
The P-NAD caculaion method
403.2.4.2. shall ensure that the network. CA449 403.2.4.9°M Yes No
a access precedence order assigned —
to subscribersis preserved
Each gation shdl cdculate three
403.2.4.2. unique P-NAD vaues, onefor CA442 403.2.4.9°M Yes No
b each of the three frame .
precedence levels
403.2.4.2 Theinteger vaue of F shdl be
T calculated as: C4.4.2 403.2.4.2M Yes No
¢ F=SP+MP+IS
403.2.4.3 Hybrid Network Access Delay C443 O Yes No
The integer vdue of F shdl be
403.2.4.3. cdculated as. :
a F= MIN + RAND * (MAX — C.4.4.3 403.2.4.3:M Yes No
MIN)
Radio Embedded Network Access
403.2.4.4 Dday (RE-NAD) C4.44 O Yes No__
1'03'2'4'4' RE-NAD Media Access C4.44.1 403.2.4.4:M Yes No
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If ahigher precedence
individud frame becomes
403.2.4.4. avalablefor tranamisson, the .
1a concatenated frames shall be re- C4441 403.2.4.4M Yes No
built to indude the higher
precedence frame
403.2.4.4. _
11 Random Schedule Interva C4441.1 403.2.4.4:M Yes No
1'023'2'4'4' V oice Component C444.1.2 403.2.4.4:M Yes No
403.2.4.4 Theinitid voice factor shdl be
12 é T the minimum voice factor C444.12 403.2.4.4M Yes No
- vaue
‘1‘023'12'4'4' Fast Attack C444121 | 403244M | Yes No
Voice detection shdl
403.2.4.4 increment the voice factor by
12 1 é o the voice factor increment C444121 403.2.4.4:M Yes No__
T value (range=0.0 sec to 10.0
seC) asindicated below:
If the voice factor is a the
minimum voice factor value,
1'023'12:"14' the scheduler isincremented %éﬁﬁ% 403'12 ;’G'LZ' Yes No_
T immediately to protectthe |~ T T '
next voice hit
Otherwise, the increment
403.2.4.4. occurs a the next scheduler C444.121b 403'2'4,"4'1'2' Yes No
l21la2 - laM —
expiraion
155 | Slow Decay C444122 | 403244M | Yes No_
The voice factor shall be
403.2.4.4 decremented every timethe
oo NAD expires by the voice C4.44.1.22 403.2.4.4:M Yes No
122a
decrement value (range=0.0
sec to 10.0 sec)
403.2.4.4. Cdculation of the Scheduler )
13 Random Parameter C.444.13 403.2.4.4:M Yes No
Continuous caculation of the
403.2.4.4 NumActiveMembers vaue
13 é T shall be performed based on C4.4.4.13 403.2.4.4:M Yes No
e the number of known active
data trangmitters on the net
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403.2.4.4 Schedulerinterval shdl be
13 b T recomputed after every C4.4.4.13 403.2.4.4:M Yes No
" transmission by the DTE
403.2.4.4. Calculation of the Load Factor C44414 403244 M Yes No
1.4 (Fload) —
403.2.4.4. 100 msec Immediate Mode )
15 Scheduling C44415 403.2.4.4:M Yes No
Any traffic, voice or data,
403.2.4.4 detected during the immediate
15 1 T mode operation shall abortthe [C.4.4.4.1.5.e 403.2.4.4:M Yes No
~ 100 msec Immediate Mode and
st it to OFF
‘1‘%”'2'4'4' Immediate Mode Scheduling | C.4.4.4.1.6 403244M | Yes No_
303'2'4'4' RE-NAD Network Access C4.442 403.2.4.4:M Yes No
When the precedence level of
403.2.4.4. the transmission changes, the )
2a DTE shall st the precedence C4.442 403.2.4.4:M Yes No
level of the new transmission
403.2.4.4. Network Busy Sensing and )
3 Receive StAUS C4443 403.2.4.4:M Yes No
Deterministic Adaptable Priority-
403.2.4.5 | Network Access Delay (DAP- C.4.45 102.1.3.2:M Yes No
NAD)
The subscriber that transmits the
message shd| increment the First
Subscriber Number subfied
403.2.4.5. contained in the last message it .
a received and place the number in C.4.45 403.2.4.5:M Yes No
the First Subscriber Number
subfield of the Transmisson
Header
Those subscribers that do not
have any urgent messages
403.2.4.5. awaiting transmisson shdl wait .
ala for at leagt the NS+1 a00ess C4.45a 403.2.4.5:M Yes No
opportunity before they can
tranamit
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403.2.4.5.

alb

Those subscribers that have
only routine messages awaiting
trangmisson shdl wait for at
least the 2NS+1 access
opportunity before trangmitting

C445a

403.2.4.5:M

Yes No__

403.2.4.5.

az.a

Those subscribers that only
have routine messages awaiting
tranamission shdl wait for at
least NS+2 access opportunity
before they can tranamit

C.4.45b

403.2.4.5:M

Yes No

403.2.4.5.

a2.b

The very first network access
period following completion of
the tranamisson whilein Priority
mode shdl be reserved for any
gtation with an Urgent message
to notify al other subscribersto
revert back to Urgent network
mode

C.4.45b

403.2.4.5:M

Yes No

403.2.4.5.

az2.c

After reverting to Urgent mode,
the subscriber with the station
number matching the Frst
Subscriber Number in the
Transmisson Header of the
transmission completed just
before the reserved dot shal
have the firg network access

opportunity

C4.450Db

403.2.4.5:M

Yes No_

403.2.4.5.

a2.d

The network shdl then remainin
the Urgent mode until al gations
have had an opportunity to
access the network

C4.450Db

403.2.4.5:M

Yes No_

403.2.4.5.

ald.a

The very firg network access
period following completion of
the transmisson shdl be
reserved for any station with an
Urgent or Priority message to
cause the network to go to
Urgent mode

C445.c

403.2.4.5:M

Yes No__

403.2.4.5.

1

DAP-NAD Information Fidd

C4451

403.2.4.5:M

Yes No_
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403.2.4.5.

la

Data Link Precedence subfield
shdl contain the vdue O if an
urgent message isin the frame, 1
if apriority but no urgent
messageisin theframeand 2 if
neither an urgent or priority
messageisin the frame

C4451

403.2.4.5:M

Yes No_

403.2.4.5.

1b

The varidble NP in the equations
below shdl be set equa to the
content of the Data Link
Precedence subfield for the next
network access period

C4451

403.2.4.5:M

Yes No__

403.2.4.5.

2

DAP-NAD Equetions

C4452

403.2.4.5:M

Yes No_

403.2.4.5.

2.a

If a subscriber does not begin
trangmitting & one term (eg.
NAD,), it shdl wait until at lesst
the next term (e.g. NAD3) before
it can begin transmitting

C.445.2

403.2.4.5:M

Yes No_

403.2.4.5.

2b

It shdl have avaue of O if there
are any urgent messages awaiting
transmisson, the value 1 if there
are any priority messages and no
urgent messages awaiting
transmisson, and the value 2 if
there are no urgent or priority
messages awaiting transmission

C.445.2

403.2.4.5:M

Yes No_

403.2.4.5.

2.Cc

NP shdl havethevdue O if an
urgent message was in the last
transmission, 1 if apriority but no
urgent message was in the last
transmission, and 2 if neither an
urgent or priority messagewasin
the lagt transmission

C445.2

403.2.4.5:M

Yes No

403.2.4.5.

3

Initid Condition State

C4453

403.2.4.5:M

Yes No_

403.2.4.5.

3.a

These subscribers shall be
condgdered to bein theinitid
condition state

C4453

403.2.4.5:M

Yes No__
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Regardless of what causesa
subscriber to bein theinitid
condition gtate, transmissons

shdl be delayed by at least the
403.2.4.5. | time specified by equation 7

3.b whilein that date.

Equation7: INAD =TP+ ((3*
NS) +1)*

Net Busy Detect Time+ (3*
NS) * DTETURN

C.4453 403.2.4.5:M Yes No__

INAD (Initid condition seate
Network Access Ddlay) isthe
minimum time that a subscriber
403.2.4.5. | ghdl delay transmisson of a
3.c message after it has become
capable of recelving and
trangmitting messages, but no
more than 20 seconds

C.4453 403.2.4.5:M Yes No__

The TP in the equation shdl be a
worst cae TP, i.e, asif there had
403.245, just been aType; message on the
34 network that required C.4.453 403.2.4.5:M Yes No
' acknowledgement and was
addressed to 16 subscribers on the
net

403.2.5 Voice/Data Network Sharing C.45 M Yes No

When operating in a mixed voice
and data network, voice and data
network sharing shall operatein
the following matter:

403.2.5.a C45 M Yes No__

A receive operation shdl be
403.2.5.a considered avoice reception
1 unlessavadid synchronization
pattern is identified

C4d5a M Yes No__

A receive operation that isless
403.2.5.a than 0.75 seconds in length shdll C.4.5aand
2 be considered a noise burst 6.3.2.2.2

instead of a voice reception

M Yes No_
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The network shdl be

403.2 5.4, synchronized based on RHD and

3 T TP timers, which are driven only C.45b M Yes No
by data transmissons and
receptions

403.2 5.4 Voice receptions and noise

4 N bursts shdl not be used for C.45b M Yes No
resynchronizing network timers
A dation shdl not tranamit

g03.2.5.a during anoise burst or avoice C4b5.c M Yes No
reception
After completion of avoice

403.2.5.a reception, a gation shal wait at

6 least TURN milliseconds before CAa5c M ves _No_
initiating tranamisson
After completion of avoice

403.2 5.4, reception, operation of the P-

7 T NAD network access scheme C.45d M Yes No
dhdl berenitiated if P-NAD is
being used
After avoice reception is
completed, the current, partialy-

403.2 5.4, completed NAD dot group and

3 T the next complete NAD dot C.45d M Yes No
group shdl be used only by
dations with urgent- precedence
data transmissons
The NAD dot group after these

403.25.4. groups shal be used only by

9 T dations with urgent- precedence C.45d M Yes No
or priority-precedence data
transmissons

403.2 5.4, RHD and TP timers shal not be

R suspended or resumed asaresult | C.4.5.e M Yes No

10 : .
of voice receptions

403.2.5.4 Datalink protocol timers shdl be

11 e suspended md r%umed asa C45f M Yes No
result of voice receptions

403.2 5.4, The Intranet layer timers shall

12 R not be suspended and resumed as | C.4.5.9 M Yes No
aresult of voice receptions
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Reaive priorities of voice and
403.2 5.4, data on the network shdl be
13 T adjusted by sdectively enabling C.45.h M Yes No
or disabling physical and/or data
link concatenation for agation
A.7.3 Communications Security Standards
Item Protocol Feature Reference Saus Support Notes
Communications Security .
404 Standards Appendix D O Yes No
404.1 I nteroperability D.1.3 404:M Yes No
The systems integrators and
systems planners shdl ensure that
404.1.a compdtible mediaand signding D.1.3 404:M Yes No__
are chosen if interoperability is
desired
404.2 Generd Reguirements D.4 404:M Yes No
The forward- competible mode
404.2.a shdl goply for dl DTE subsysems | D.4 404:M Yes No
with embedded COMSEC
404.3 Detalled Requirements D.5 404M Yes No__
40431 | Irediiond COMSEC D51 4040 Yes_ No
Transmisson Frame —
The traditiond COMSEC
tranamisson frame shdl be ,
40431a | o of thefollow g D.5.1 404.3.1:M Yes No__
COMpPONEnts.
41104.3.1.a COMSEC Bit Synchronization D51la 404.3.1.aM Yes No__
404.3.1.a COMSEC Frame _
5 Synchronization D.5.1b 404.3.1.aM Yes No__
304'3'1'3‘ Message Indicator D5.1c 404.3.1.aM Yes No
204'3'1""‘ Phasing D.5.1d 40431aM | Yes No__
304'3'1'3‘ Transmission Synchronization D51le 404.3.1.aM Yes No
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404.3.1.a DataFedd (indl. Trangmisson D5.1f 404.3.1.aM Yes No
6 Header) —
204318 | COMSEC Postamble D.5.1g 40431aM | Yes No__
404.3.1.1 COMSEC Preamble Fidd D511 404.3.1:M Yes No
The COMSEC preamblefield
ghdl consg of three
404311 components. a COMSEC hit
a T synchronization subfidd, a D511 404.3.1:M Yes No
COM SEC frame synchronization
subfield, and aMessage
Indicator (MI) subfield
404.3.1.1. COM SEC Bit Synchronization D5111 404.3.1°M Yes No
1 Subfield —
This subfield shdl be used to
404311 provi de as'gnd .for achieving
1a D bit synchronization and for D5111 404.3.1:M Yes No__
' indicating activity on adatalink
to the receiver
The duration of the COMSEC
404.3.1.1. bit synchronization subfield :
1b <hall be sslectzble from 65 D.5111 404.3.1:M Yes No
milliseconds to 1.5 seconds
The COMSEC hit
404311, synchronization ubfidd shal
1c conssts of the data-rate clock D511.1 404.3.1:M Yes No_
' signd for the duration of the
subfield
404.3.1.1. COMSEC Frame
5 Synchronization Subfield D.5.1.1.2 404.3.1:M Yes No
This subfield shdl be used to
404311 | Provideaframing sgnd
22 indicating the gtart of th_e_ D.5.1.1.2 404.3.1:M Yes No
encoded M1 to the receiving
sation
404311 Thissubfi_elc_l shdl be46_5 bits
2b long, consisting of 31 Phi- D.5112 404.3.1:M Yes No__
' encoded bits
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A logicd 1 databit shal be
encoded as Phi(1) =
404311 000100110101111 (MSB on the
2¢ T left), and logical O data bit shall D.5.1.1.2 404.3.1:M Yes No
' be encoded as Phi(0) =
111011001010000 (MSB on the
|€ft)
S Message Indicator Subfield D5.1.13 A431M | Yes No
Thissubfidd shdl contain the
404311 COMSEC-provided Ml, a
3a R stream of random bits that are D.51.1.3 404.3.1:M Yes No
) redundantly encoded using Phi
patterns
404312 | Phesing 2512 40431M | Yes No
Thisfied shdl be agring of
404.3.1.2. aternating ones and zercs, :
a beginning with a one, sert by the D.512 40431M Yes_No_
DTE
404313 ;rgf“'m” Synchronization D.5.13 A0431M | Yes No
Thisfied, conggting of the
404.3.1.3 frame synchronization subfield,
a T optiond robust frame format D.5.13 404.3.1:M Yes No
subfield, and the TWC subfidld,
shall be asdefined in5.2.1.3
404.3.1.4 | DaaFdd D.5.14 404.3.1:M Yes No
Thisfidd, induding
;‘04'3'1'4' Transmission Header, shall be as ?f’llf and 40431M | Yes No__
definedin5.2.1.4 o
404.3.1.5 | COMSEC Pogamble Feld D.515 404.3.1:M Yes No__
Thisfidd shall be used to
404.3.1.5. provide an end-of-transmisson :
. flag to the COMSEC a the D.5.15 404.3.1:M Yes No__
recalving station
404.3.1.6 | COMSEC Algorithm D.5.1.6 404.3.1:M Yes No
404316 The COMSEC agorithm shal be
a e backward-competible with D.5.16 404.3.1:M Yes No
VINSON equipment
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404.3.1.7 COMSEC Modes of Operation D.5.1.7 404.3.1:M Yes No__
404.3.1.7. The COMSEC shall be operated ,
. in Mode A D.5.17 404.3.1:M Yes No__
The rekey functions shal be
404.3.1.7. performed through the use of .
b KY-57 rekeys for backward D.517 40431M Yes_No_
compatibility
40432 | Embedded COMSEC D.5.2 404:0 Yes_ No
Transmisson Frame —
The embedded COMSEC
tranamisson frame shal be ,
404.3.2.a o | of the following D.5.2 404.3.2:M Yes No
COmpOoNents.
‘1‘04'3'2""‘ Phasing D.5.2a 40432aM | Yes No
304'3'2'3‘ Frame Synchronization D.5.2b 404.3.2.aM Yes No
304'3'2'61 Optiona Robust Frame Format D.5.2c 404.3.2.aM Yes No
204'3'2& Message Indicator D.5.2d 404.3.2.aM Yes No
2o+328 | Tranamission Word Count D5.2e 40432aM | Yes No
204'3'2'6‘ Data Fied D.5.2f 40432aM | Yes No_
204328 | COMSEC Postamble D529 40432aM | Yes No__
. D.5.2.1 and ,
404.3.2.1 | Phasing C3292 404.3.2:M Yes No
Thisfied shdl be a gring of
404.3.2.1. | dternating ones and zeros, ,
a beginning with a one, sent by the D.521 404.32M Yes _No_
DTE
404.3.2.2 | Frame Synchronization Subfield D.5.22 404.3.22M Yes No__
This subfild shdl be either the D522
404.3.2.2. Robyst Frame Synchronization 521312 and 404.3.2°M Yes No
a subfield or the Frame 521311
Synchronizationsubfidld ™~ | T
404.3.2.3 | Robusgt Frame Format Subfield D.5.23 404.3.2.M Yes No
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When the Robust Frame

404.3.2.3. | Synchronization subfield is used, D.5.2.3and ,

a the Robust Frame Format subfield | 5.2.1.3.1.2 404.32M Yes No_
aso shdl be used
The Robust Frame Format

404.3.2.3 subfield shdl not be used when

b T 1 the Robust Frame D.5.2.3 404.3.2M Yes No
Synchronization subfield is not
used

404.3.2.4 | Message Indicator Fied D524 404.3.2.M Yes No

404.3.0.4 Thisfidd shdl containthe MI, a D.5.24,

a T stream of random datathat shdll 5.3.14.1and 404.3.2:M Yes No__
be encoded using Golay 5.3.14.2

:3104.3.2.4. ;\I’/Ir;ebiSM SEC shall providethe D524 404.3.9°M Yes No

404.3.0.4 For backward compatibility, these

c T MI bitsshdl be redundantly D524 404.3.2M Yes No
encoded using Phi patterns

4043255 | Liensssion Word Court D.5.25 40432M | Yes No__

404.3.2.5. | Thissubfied shdl be as defined D.5.25and _

a in5.2.1.3.1.4 521314 40432M | Yes _No__

404.3.2.6 | DaaFdd D.5.2.6 404.3.2:M Yes No
Thisfidd, induding

204'3'2'6' Transmission Header, shdl be as 525122 and 404.3.2M Yes No
definedin5.2.1.4 T

404.3.2.7 | COMSEC Postamble Field D.5.2.7 404.3.2:M Yes No

404.3.0.7 Thisfield shdl be used to provide

a T enend-of-transmissonflagtothe | D.5.2.7 404.3.2:M Yes No
COMSEC &t the recelving station
The flag shdl be cryptographic

404.3.2.7. | function and may be used by the D527 404.3.2M Yes No

b data termind as an end-of- e
message flag as well

404.3.2.8 | COMSEC Algorithm D.5.2.8 404.3.2M Yes No__

404.3.2.9 | COMSEC Modes of Operation D.5.2.9 404.3.2:M Yes No

404.3.2.9. | COMSEC shall be operatedin _

a Mode A for all applications D.5.2.9 404.3.2:M Yes No

225 Appendix B




MIL-STD-188-220C

APPENDIX B
Item Protocol Feature Reference Saus Support Notes
The rekey functions shdl be
performed through the use of KY-
404.3.2.9 57 rekeys for backward-
b T compatibility and shdl be D.5.29 404.3.2:M Yes No
performed through over-the-air-
rekeying (OTAR) techniques for
forward compatibility
404.3.2.9. | Rekey 9gndingfor OTAR shdl ,
c be supplied by the host equipment D.5.29 404.3.2:M Yes No__
A.74 CNR Management Processes
[tem Protocol Feature Reference Satus Support Notes
405 CNR Management Processes Appendix E @] Yes No__
405.1 Network Configuration E.3 405:M Yes No__
Exchange Network Parameters ,
405.2 (XNP) M o E4 405:M Yes No__
405.2.1 XNP Message Structure E4.1 405.22M Yes No__
Undefined bits shall be set to zero
405.2.1.a | ontransmisson andignored on E4.1 405.2:M Yes No
recei pt
The processing of XNP messages
405.2.1.b | contaning undefined/invdid E4.1 405.2:M Yes No
vaues shdl be:
iOS.Z.l.b. Irgggreany undefined bitsin a bit E41a 4052 1b:M Yes No
405.2.1b If the Verson Number isinvaid
2 R or unsupported, discard the XNP  |E.4.1.b 405.2.1.b:M Yes No
message
405.2.1b If any fidd in the Forwarding
3 B Header isinvaid, discard the E4d.lc 405.2.1.b:M Yes No_
XNP message
405.2.1b If the Message Number fidd is
4 B invaid, discard the XNP E4.1d 405.2.1.b:M Yes No_
message
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If the Length fidd isinvdid in
any Message Block (i.e, the
valueindicates that there are
405.2.1.h. more octets than actudly exist in .
5 the XNP message), discard the E4le 405.2.1.b:M Yes No__
rest of the XNP message and
continue processng the XNP
message.
If the Block Number fidd is
405.2.1.b. invalid in any XNP message, .
6 discard the block and continue E4Lf 4052.1.b:M ves _No_
processing the XNP message
If the Length fidd isinvdid in
any DataBlock (i.e., the value
405.2.1b indicates thet there are more
7 B octets than actudly exigt in the E41lg 405.2.1.b:M Yes No
XNP message), discard the rest
of the XNP message but act on
the preceding blocks if possble
If any other fidd isinvdidin
405.2.1.b. any Data Block, discard th_e data E41h 4052 1b:M Yes No
8 block and continue processing e
the XNP message
405.2.1b If any other fidd isinvdidinan
9 B XNP message, discard the XNP  |E.4.1Li 405.2.1.b:M Yes No
message
405.2.1.1 Forwarding Header E4.11 405.2:M Yes No__
405211 An “Unknown” Forwarder Link
a T Address shdl be represented by E4.1.1 405.2:M Yes No
avaue of 0 (zero)
405212 | Messageand DaaBlock E41.2 4052:M Yes  No
Structure —
405.2.1.2 Any blocks or messages
a B appearing after the Terminator E4.1.2 405.22M Yes No__
Block shall be ignored
405.2.2 XNP Message Formats EA4.2 405.2:M Yes No_
405.2.2.1 | Join Request E421 @) Yes No__
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If thereisno URN aunique

405.2.2.1 identifier shal be assigned to

a T each potentia user by a E4.21 405.2.2.1:M Yes No__
mechanism outside the scope of
this appendix

405.2.2.2 | Join Accept E4.2.2 @) Yes No__

405.2.2.3 | Join Regect E.4.2.3 O Yes No__
When addtion receivesa Join
Reject message, the station

405.2.2.3. identified in the Station Identifier )

a fidd shall be removed from its E.4.2.3 405.2.2.3:M Yes No__
topology tablesunlessitisa
datic node (link quaity is7)

405.2.2.4 Hello Message E4.24 405.2:M Yes No__

405.2.2 4 When agation receives aHello

a R message, it shall update its E4.24 405.2:M Yes No
topology tables

405.2.2.5 | Goodbye Message E.4.25 405.22M Yes No__

405225 When a gation receives a

a B Goodbye message, it shall E4.25 405.2:M Yes No
update its topology tables

405226 | Paameter Update Request E4.26 Yes No

Message —

405.2.2.7 Parameter Update Message E4.2.7 @) Yes No__
The Parameter Update message

405.2.2.7. shdl be sent in response to the .

a Parameter Update Request E.4.2.7 405.2.2.7:M Yes No__
message

405.2.2.8 | Dday Time Message E4.28 @) Yes No__

405.2.29 | Satus Natification Message E4.29 @) Yes No__
A 